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Cyberspace Security as an Emerging Area of International Collaborative 

Research 

The on-going "arms-race" is one of the realities of the cyberspace  

 

The ever-increasing resources invested in the development of computer defenses are often 

outweighed by low-cost efforts of the hacker community  

 

The term "asymmetric warfare" perhaps is best to describe the existing shaky balance between 

defensive and offensive forces in cyberspace  

  

Cyber attacks are very different from all traditional forms of warfare 

   Cyber attacks are inherently covert 

   It is difficult to identify the attackers 

   The cyberspace does not conform to geographical and geopolitical realities 

 

 

 



In response to economical loss and destabilization on the global scale caused by cyber attacks 

governments and professional communities must increase collaborative efforts to address this 

phenomenon 

 

International collaboration is a necessary condition for successful location of the origin of the 

attack, identification of the perpetrators, and attack mitigation 

 

International collaboration will lead to the development of mutual trust between specialists that 

eventually may result in the development of mutual trust between governments 

 

In many ways, international collaborative efforts in the area of cyber security should be modeled 

after the collaboration between those who predict hurricanes and spread of infectious diseases 

 

Such collaboration will be instrumental in dealing with many forms of cybercrime and cyber 

terrorism.  



Possible areas/forms of collaboration 
 

  

Identifying attack targets 

Collaborative attack analysis 

Providing and exchanging complete incident reports 

Identifying vulnerabilities exploited by attackers 

Providing evidence of the perpetrated attack including captured code samples and malware 

binaries 

Identifying technologies used in the attack including botnets, malware hosting servers, etc. 

Working with digital forensics experts to extract evidence from captured hardware and data  

Exchanging malware samples and detection signatures 

 

Requesting governments to have their Internet service providers to disclose information about 

particular machines and users involved in the attack 

Requesting Internet service providers to provide connection activity logs. If logs are not being 

kept long enough, request ISP to hold logs for a longer period of time 

Establishing teams of multinational independent security experts to conduct attack analysis 

and investigation 

Requesting foreign governments to shut down malware hosting servers and tracing the origin 

of hosted malware code 

 

and  

   Conducting Joint Research 



Specific Research Areas 
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Specific Research Areas 
Research at University of Nebraska, Omaha 























 

In future physical wars there exists the very real possibility of a 

full blown supporting war in cyberspace by government-backed 

enemy teams 

 

But in the time of piece there are many opportunities for 

international collaboration 

and many specific research areas for collaborative research  

that will result in a mutually-assured piece and safety 

in the cyberspace  


