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Major activity: Information security incident investigation and response
Starting from 2003

Computer forensics facility

The first and the one in Russia




The last case
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Major types of cybercrimes iBl

Internet banking fraud
Malware

DDoS-attacks
Sensitive data theft

m Intellect property piracy
m SMS - fraud

m Internet hacking




The aim of criminals GI:u:n'”:)'B|

The main aim of criminals is to get as much profit as possible.

16 years old boy earns up to $1.700.000 in 1.5 year




Botnet owner’s billing page GIqDUF’iB|

2007-07-0610670 4645  $1.16 $41 1:35 132 0O $5377.56 $418.56  $5796.12
2007-07-0512550 5222 $0.83 $37 1144 118 0 $4331.42  $379.23  $4710.65
2007-07-045851 2385 5091 $34 1:37 64 O $217591  $311.24  $2487.15
2007-07-033870 1628  $0.88 $29 1:33 50 O $1440.75  $5193 $1960.05
2007-07-021814 955 $1.88 $43 1:23 42 0O $1793.96  $347.92  $2141.88
2007-07-011593 350 $1.17 $43 1:.37 23 0 $996.56 $140.33  $1136.89
2007-06-301661 910 $3.94 $38 1:10 94 0O $3582.42  $48299  $4065.41
2007-06-291951 949 $7.26 $39 1:5 175 0 $6893.41  $816.3 $7709.71
2007-06-281500 789 $4.36 $45 1:10 76 0O $3443.09  $4256 $3868.69
2007-06-273050 1703 $0.94 $42 1:45 38 0 $1604.47  $274.16  $1878.63
2007-06-263918 2175 $0.52 $34 1.66 33 0O $113423 $17486  $1309.09
2007-06-254263 2472 $0.74 $45 1:.60 41 0O $1826.93  $109.1 $1936.03
Total 148111989149118%$0.18 $45 1:257 3564399 $1604494.728128997. 7151733492 .43

A

Copyright © spgiidetlign 2004—2009, All rights reserved.Current time: 2009-01-17 13:32




Internet Banking Fraud
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Group-IB data:

More than 200% growth compare with 2009

Each month in Moscow police registers 10 cases in
average

Total number of incidents iIs Moscow minimum 2 times
bigger than number of reports

Average loss on incident is 1.500.000 Rubles

Loss in particular case may vary from 100.000 to
40.000.000 Rubles




Trends of 2010 GROURF “Bl

m New malware customized for particular Internet
Banking system

m DDoS-attacks are not used any more to hide fraud

m Sending fraudulent payment from victim’s PC using
remote access

m Using new ways to cash money
m Anti-forensics activities




Trojan-banker CC console
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Trojan-banker CC console
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I'naenaz | bote! | Cnexenne | Axxar | [Houck | 3arpysxu | Jemon | [pabbep | Obnoenenne | Hactpotixu | Beritu (userl)

I-bank bifit | PC-bank bifit | [Ipomceazs | [-bank BSS | Alfa | HenspectHsie

Borrersr: Bee | install | general | gd

J2] ®opym AH... &} ®opym AH... * *§ opranusos... | Yro nyno...i || HSPHERE | | || Parallels O... | *§ HSPHERE -... ‘ [E] KorraxtHa... ' ﬂ Manuna ¢

# o | Date | County | __ Comments | ks ___

1 lenovo-060d72e5 c9045a14 8a7b2ead

5 RGN-EKAT-WS01 9f480b46 771f3102

fzZORIKEm c6b211e3 499e218c

17:29 12.07.2010 -

elena-pc b663f28c ed5b292 14:51 12.07.2010 -

08:19 12.07.2010 -

xp 13c0bc70 3c7b458 08:18 12.07.2010 -

14:37 09.07.2010 =

IHrsNuxk7M 380c2f7 5d938b13

13:28 08.07.2010 =

userl ca568%b2 ed207fd7 00:00 08.07.2010 -
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Trojan-banker CC console GROUP(B
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Malware trends 2010 SEes iBl

Intellectual setup

Encrypted communication with CC

Capture Bank crypto keys from RAM
Substitution of payment document during signing
Emulation of OTP

Remote access tools

Winlocker




Botnets and DDoS GRDU'D“B|

m Multifunctional bots
m “Non-professional” botnets made in constructor
m “Partner” botnets




Phishing SROURIE

Counfries Hosting Phishing Sites - 4" Quarter 2009
Most Targeted Industry 5ectors 4th Quarter "0

October | November | December |

Flnancial USA | 9151% USA o014%  USA 72.92%
. — Hong Kong | 3.76% | HongKong | 3.2% | China | 5:24%
T China 0.96%  China 173%  Cenada 3.65%

Auction Brazil _ 0.89?@ ! Rusam 1.01% Germanv 2.12%

13%, Rep.Korea  047%  Rep.Korea  0.55%  HongKong  1.65%

Germany 0.40% @ Germany 0.53%  Rep.Korea | 1.47%

UK 029% UK | 028%  Russia 1.46%

Russia  020%  Canada 0.28% @ UK 1.44%

France 0.18%  France 026%  Netherlands 1.23%

Canada 0.17% | Netherlands  0.17% | France 1.07%

Desktop Crimeware Infecticns $th Quarter 2009
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Passwornd __
Stealers
15.505%

Committed to Wiping Out
Internet Scams ond Fraud




SMS-Fraud IGROUP|B

Combination of Trojan-Winlockers + SMS-based payment

Average month revenue of “black” partner of SMS-
aggregator is $1M

Windows 3abnokupoBaH

Ons pa36nokupoBKU He06XOAUMO OTMNPaBUTL CMC C TEKCTOM

t7580620000 Ha Homep 3649
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Tex. noaaepmxka: moduletehsupport@gmail.com
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Problems GROUP'B‘

m Corruption in police

m Not enough amount of cybercrime
iInvestigators

m People do not believe In justice

m Victim do not know what to do in case of
cybercrime

m Low level of security awareness
m Not effective international cooperation
m Weak laws




What we do GF*DU':”BI

m Create Law practice in fighting cyber crimes: SMS-Fraud, Torrent-
based piracy, lllegal Internet casinos, etc.

m Create new methodologies in computer forensics to investigate new
types of incidents.

m Stop and investigate DDoS-attacks. Provide free data about bots and
attacks to ISP’s, victims and police.

m Participate in Russian Honeynet Project.

m Computer forensics services to government law-enforcement bodies
and commercial organizations.

m Participate in police investigations as technical experts and
consultants.

m Free consulting to citizens and organizations about cybercrimes.
m Provide science researches.

m Increase level of awareness in cybercrimes of commercial
organizations and citizens




Stop DDoS-attack free method
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m  Honeynet oo
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P 'ff;.; ";?';5=Mj:if;jf:;-?i 8 g 3,:0:;; ......... |
GET i o
Imainiranditest php2ver=0001id=151D4112 E "‘% i’”“iﬂ"‘* “‘ f "” —*
E2&cmd=0102 HTTP/1.0 .n..ni ) .."u:g 'E 4*;-,»"’ ’“f.—‘ ________. i
Host: zlozlozlo.cn i » > _ | M w: i :u"r"'
HTTP/1.1 200 OK R “}”"'"'Le""ijm Tt
Date: Tue, 26 Aug 2009 16:16:50 GMT &1 o g4 1 n
Server: Apache/2 S UR K g -., o &s.;:; A
X-Powered-By: PHP/5.0.11 e el - we, S Ry
Vary: Accept-Encoding,User-Agent ‘.'v..“-.ﬂ.«xw nnnnn :
Content-Length: 17 S Soeteomes: G St s

Connection: close
Content-Type: text/html




StopDDo0S.ru GROUPIB

2 W *fu m ' a http: fistopddos. rufcurrent) CmaHa- T4 (25 ]:PS)
L] .

» Crpana (‘ESEIEPKS AS16345 (5 TP & o BANEINFORM-AS AS13188 (5 IPs) dump
- - 3) AU
« Unknows Unksown (4 TPs) dump o TEETELWET AZ684% (2 IP:) dump
o ROSTOV-TELEGRAF-AS AS21479 (3 IPs) dump o TTARMET-AF AZ3255 (2 IPs) dump
o COMCOR-AS ASET32 (2 IPs) dump o VOLIA-AS AS25229 (2 IPs) dump
o NTE AS31200 (2 IPs) dump .
« RIALCOM-AS A534456 (2 TPs) dump FARLINE 4542239 (1 IPs) dump
« Fiord-AS AS28917 (2 IPs) dump o ELIS-NET AB6TES (1 IPs) dump
o COMSTAR AS8359 (2 IPs) dump o TACTTY-AZ AS29370 (1 IPs) dump
o CIFRA-A3 A541025 (2 IPs) dump o LUGANET-AS AS39728 (1 IPs) dutnp

e EXTEEME-AS AS3%70% (1 IFs) dunp

 STC-AS 4525490 (1 %) dump o APEXIMCC-AZ AZGT02 (1 IP:) dump

o ZTELECOM-A5 AS41733 (1 IPs) dump o AVANET AS35533 (11Ps) dump

o ME-NWGSM-AS 4531213 (1 IPs) dump o Metluz-AS AS5598 (1 IPs) dump

o RU-CTSEND-AS AS6767 (1 IPs) dump o TTC-AS AS21497 (1 IPS) durm

« HOMELINE AS38618 (1 IPs) dump —— Sutp

o MAcomnet A35470 (1 IPs) dump » DYTYNETS-AS A534814 (1 IPs) dump
o SEVEREN-TELECOM AS2473% (1 IPs) dump o EVPANET-AS AS43936 (1 IP:) dump
» BWCCISC-AS AB41592 (1 IPs) dump o MICROSTYITEM-AZ AS16047 (1 IPs) dump
: TKURALT-AAS—SESSSQQ(;IE;) Igsl)nfmn » DORIS-AS ASE343 (1 IPs) dump

o INFOLINE-AS ASS416 (1Ef'mp_ » BEENOME-AS ASE4187 (1 IP2) dump

o SIBIRTELECOM-AS 4341440 (1 IPs) dump o GROZA-AS AS42501 (1 1IPs) dump

o ASN-TVT A529194 (1 IPs) dump

o tnagistraly-m A343970 (1 IPs) dumnp . CTpaHa: E7 (2 IPS)

o CORBINA-AS AS8402 (1 IPs) dump
o LEALTA-AS AS41275 (1 TPs) dump
o BTL-AS AS43657 (1 IPs) dump

o KAZTELECOM-AS ASS196 (2 IPs) dump

o SOVAM-AZ AS3216 (1 IPs) dump o Crpaa UZ (1 1Ps)
« ROSTELECOM-AS AS12389 (1 IPs) dump o UZPAE 438193 (1 IPs) dump

o TATTELECOM-AS AS28840 (1 IPs) dump
o ASTRARU-AS AS42068 (1 IPs) dump _
o UNNET-AS AS31323 (1 IPs) dump » Crpana Others (331 IPs)

o RTCOMM-AS 458342 (1 [Ps) dump » Unknown Unknown (331 IPs) dump

» Crpana T4 (25 1Ps)




Cooperation SRss 'Bl

We provide all our efforts to organize effective and pleasant cooperation
between interested organizations to make our world securely.

We communicate with:

= Russian and CIS force agencies

= Forensics organizations and institutes
= CERTS all over the world

= Commercial organizations and ISP’s

= Antivirus and vulnerability labs

= Information security vendors

We are opened to new contacts and partnership.
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Alexander Pisemskiy
Group-IB

pisemskiy@group-ib.ru
www.group-ib.ru
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