
Fighting against Cybercrimes  

in Russia.  

 

Trends and Experience.  

Alexander Pisemskiy, CISM, CISA, MCP 

 

Deputy CEO 

Group-IB 

pisemskiy@group-ib.ru 

 

 



About us 

 Major activity: Information security incident investigation and response 

 Starting from 2003 

 Computer forensics facility 

 The first and the one in Russia 

 

 

 



The last case 

 

 

 



Major types of cybercrimes 

 Internet banking fraud 

 Malware 

 DDoS-attacks 

 Sensitive data theft 

 Intellect property piracy 

 SMS – fraud 

 Internet hacking 
 

 

 

 



The aim of criminals 

 

 

 

 

 

The main aim of criminals is to get as much profit as possible. 

 

 
16 years old boy earns up to $1.700.000 in 1.5 year 



Botnet owner’s billing page 



Internet Banking Fraud 

Group-IB data: 

 More than 200% growth compare with 2009 

 Each month in Moscow police registers 10 cases in 

average 

 Total number of incidents is Moscow minimum 2 times 

bigger than number of reports 

 Average loss on incident is 1.500.000 Rubles 

 Loss in particular case may vary from 100.000 to 

40.000.000 Rubles 

 

 

 

 



Trends of 2010 

 New malware customized for particular Internet 

Banking system 

 DDoS-attacks are not used any more to hide fraud 

 Sending fraudulent payment from victim’s PC using 

remote access 

 Using new ways to cash money 

 Anti-forensics activities 

 

 

 

 

 

 

 

 

 



Trojan-banker CC console 

 



Trojan-banker CC console 

 



Trojan-banker CC console 

 



Malware trends 2010 

 

 Intellectual setup 

 Encrypted communication with CC 

 Capture Bank crypto keys from RAM 

 Substitution of payment document during signing 

 Emulation of OTP 

 Remote access tools 

 Winlocker  

 

 

 



Botnets and DDoS 

 Multifunctional bots 

 “Non-professional” botnets made in constructor 

 “Partner” botnets 

 

 

 

 

 

 



Phishing 



SMS-Fraud 

Combination of Trojan-Winlockers + SMS-based payment 

 

Average month revenue of “black” partner of SMS-

aggregator is $1M 

 

 

 



Problems 

 Corruption in police 

 Not enough amount of cybercrime 

investigators 

 People do not believe in justice 

 Victim do not know what to do in case of 

cybercrime 

 Low level of security awareness 

 Not effective international cooperation 

 Weak laws 

 

 



What we do 

  Create Law practice in fighting cyber crimes: SMS-Fraud, Torrent-

based piracy, Illegal Internet casinos, etc. 

  Create new methodologies in computer forensics to investigate new 

types of incidents. 

  Stop and investigate DDoS-attacks. Provide free data about bots and 

attacks to ISP’s, victims and police. 

  Participate in Russian Honeynet Project. 

  Computer forensics services to government law-enforcement bodies 

and commercial organizations. 

  Participate in police investigations as technical experts and 

consultants. 

  Free consulting to citizens and organizations about cybercrimes. 

  Provide science researches. 

  Increase level of awareness in cybercrimes of commercial 

organizations and citizens 

 

 

 

 

 

 
 



Stop DDoS-attack free method 

 Honeynet 

 

 
 

 

 
 

GET 

/main/rand/test.php?ver=0001id=151D4f12

E2&cmd=0102 HTTP/1.0 

Host: zlozlozlo.cn 

HTTP/1.1 200 OK 

Date: Tue, 26 Aug 2009 16:16:50 GMT 

Server: Apache/2 

X-Powered-By: PHP/5.0.11 

Vary: Accept-Encoding,User-Agent 

Content-Length: 17 

Connection: close 

Content-Type: text/html 

 



StopDDoS.ru 

 

 

 
 



Cooperation 

We provide all our efforts to organize effective and pleasant cooperation 
between interested organizations to make our world securely. 

 

We communicate with: 

 Russian and CIS force agencies 

 Forensics organizations and institutes 

 CERTS all over the world 

 Commercial organizations and ISP’s 

 Antivirus and vulnerability labs 

 Information security vendors 

 

We are opened to new contacts and partnership.  
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Thank You! 
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