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A Peek at Networks Today
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Networks Today
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Cloud Computing
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Vehicular Ad Hoc Networks
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Take Away

Today's systems are Heterogeneous
Pervasive environment
Complex Architecture

No ‘one’ ownership of the complete
system

— Different modules owned by possibly different
vendors

Cyber Security is a huge challenge in
today’s environment



ICT Infrastructure: Regulatory Issues

Core policy areas:
*Competition (level-playing
field), Interconrection

*Consumer (QOS, privacy,

Regulatory implications %r ,.’!Cﬂ' oot ;ﬁ;’b :
Soure ASTAPTE WEIPANGHZE Scope for self-regulation

(Adapted from TRAI Consultation Paper on NGN)
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Legal Framework to Support Cyber

Indian IT Act,
2000

N\

Indian
Copyright Act

N\

Indian Penal
Code /

Indian Contract
Act, 1872

Security In India

« Section 65 - Tampering with computer source code
* Saction G6 - Hacking & computar offences
*» Section 42 — Tampering of electronic records

* States any person who Knowingly makes use or an
illegal copy of computer program shall be punishabla
- Computer programs have copyright protection, but no

patent protection

« Section 406 - Punishment for criminal breach of trust
« Saction 420 - ChQ&Uﬂg and dishone‘:-tly ln(lucmg
delivery of property

Offers following remedies In case of breach of contract:
« Damages
= Specific performance of the contract
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NASSCOM proposed 4-E Framework
for Trusted Sourcing

The 4-E Framework for Trusted Sourcing
‘The Initial Roadmap

—_ELENGAGE || FENACL_ | [__E4FNFORCE |
Creation of Global and Legal Framework Strengthening Enforcement
National Advisory *» Conduct Gap Analysis in Legal Scenario Procedures
Boards on Security * Mandate Information Security Certification = |nstitute the NASSCOM
*Define the Charters for the E:a' of InfoSec
surance

Global and Mational Advisory
Board

Engaging Stakeholders
sldentify Stakeholders and
actively engage them

E2: EDUCATE

Training & Awareness
Campaigns
» |dentify Audience

» Evaluate possible tie-ups
with prospective trainers

» Devise training modes &
methodologies

» Develop training modules

*Conduct _ Training  and
Awareness Sessions

»Key institutes fo include
information secunty as a key
course

Regulations & Coalitions
Involvement
= |dentify and influence regulators in India and

abroad and Identify unigue country-specific
information security requirements

Information Security Assurance
Framework
= Establish the Security Framework maturity
model program
» Establish ASSCOM  Seal for  InfoSec
Assurance
= Establish Cyber-Cop Award

= Perform Security Audits
and Cerifications for
members

= Create an enforcement
body under the aegis of
NAB

= Perform Yearly Review

= Develop Incident

Response Database aka
CERT

= Develop a Database of
all ITNTES employees

Instilling Best Practices in Member

Companies
= Institute Award for member companies

= [nfluence Major Insurance Companies

= Influence Government to offer tangible
benefits

Public-Private
Initiatives

Propagation of The
Mumbai Cyber Labs
Concept
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Interdependencies of Critical
Infrastructures
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Scenario In India

* Inadequate cyber security In India,
particularly for wireless networks

* This makes "wireless hacking" possible
— Often used for committing cyber crimes

* Wireless hacking

— Four step process that includes war driving,
victim identification, passwords and
encryption keys sniffing and finally hacking

— If MAC filtering iIs in place the offender may go
for the MAC address spoofing to trick the
authentication process 1



USA: Cyber Security Act of 2010

The bill seeks to increase collaboration between the
public and the private sector on Cybersecurity issues

— Especially those private entities that own
Infrastructures that are critical to national security
Interests

Increase public awareness on Cybersecurity issues
Foster and fund Cybersecurity research
Controversial parts of the bill: Paragraph 315

— Grants the President the right to "order the limitation
or shutdown of Internet traffic to and from any
compromised Federal Government or United States
critical infrastructure information system or network”
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National Cyber Security

* http://www.nationalcybersecurity.in/index-3.html
* Penetration Testing

— A valuable first step in discovering the

vulnerabilities in the Network, Servers and
Applications

— With expert security consulting to help clients
cost-effectively reduce risk, achieve and

maintain regulatory compliance and reach the
security goals
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* Vulnerability Assessment

— Providing a clear and in-depth understanding
of how vulnerable clients Network, Servers
and Applications are to attack

— Moreover determining vulnerabilities with
network configurations and server
configurations working with intranet
applications and which have bugs or
loopholes in them

17



* Website Security Testing

— Reviewing clients custom applications to
determine security weaknesses and provide a
secure extension of business applications to
Increase customer confidence and minimize
security issues and downtime of Network or
Servers
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* Disaster Recovery And Source Code
Audit

— ensures that you are prepared so that the business
can continue to function with the least amount of
Impact possible in the case of a digital or physical
disaster

— Also thoroughly assess your applications, from both a
technical and non-technical perspective, to determine
security weaknesses and mitigate risks to the
organization by providing detailed recommendations.
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Real-time Traffic Intelligence

* What i1s Real-time Traffic Intelligence?

—Real-Time Traffic Intelligence is the abillity
to protect and manage large IP networks
by analyzing traffic behavior for a deeper

understanding of the networks' health and
safety
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Challenges

« Today’s service providers and government
organizations face a diverse set of challenges in
keeping their networks healthy while ensuring
compliance with government mandates

* These organizations have become targets for
Increasingly complex and destructive attacks as
well as targets for non-malicious, yet unwanted
traffic such as spam

« Beyond the risk of network issues, terrorists and
criminals are utilizing IP services to
communicate and coordinate, leading to a
variety of government mandates
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* With new services, new attacks and new behaviors
becoming a regular part of daily network operations,
monitoring and protection solutions need to be dynamic
and adaptable or they risk becoming obsolete before
being deployed

» Historically, service providers and government
organizations have taken a siloed approach to
monitoring and managing their networks, installing
applications incrementally to address specific needs and
to solved specific problems

— This approach led to a dispersion of information across many
products that do not interact with each other and further required

a large operational investment to manage and maintain
22



Complex Systems Today

Cloud Computing
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Cloud Computing Security

« Security in the cloud is challenging

— Varied degree of security features and
management schemes within the cloud
entities

* One logical protocol base need to evolve
so that the entire gamut of components
operate synchronously and securely

Server

Datobase

Cloud Computing 24
everything and the kitchen sink Kitchen



Cyber Security Laws in India

* Wireless Security
— http://perry4law.com/ptlb/cs.html

 http://www.cCSI-
sigegov.org/emerging pdf/9 70-84.pdf

25


http://perry4law.com/ptlb/cs.html
http://www.csi-sigegov.org/emerging_pdf/9_70-84.pdf
http://www.csi-sigegov.org/emerging_pdf/9_70-84.pdf
http://www.csi-sigegov.org/emerging_pdf/9_70-84.pdf
http://www.csi-sigegov.org/emerging_pdf/9_70-84.pdf
http://www.csi-sigegov.org/emerging_pdf/9_70-84.pdf

Complex Systems Today

PKI Design for Secure
V2X Communications for Safety
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Vehicular Communications

Approaches
 \ehicle to Infrastructure
* Roadside Units
 WLAN technologies
» Base stations
* Cellular technology
 \ehicle to Vehicle
 DSRC standard
* In \Vehicle




V2X Active Safety Applications

 Event reporting applications: (Early Apps)

— Generate messages only for the duration of
the event

— Report events based only on information
present at sending vehicle

— Examples: EEBL (Emergency Electronic
Brake Lights), RCHA (Road Condition
Hazard Ahead)

« Persistent applications: (Later Apps)

— Require repeated exchange of vehicle
kinematics in a local neighborhood

— Predict and report events by processing
exchanged information

— Examples: CCW (Cooperative Collision
Warning), BSW (Blind Spot Warning)

Driver Interaction: APPIications raise advisories or Warnings to

help the driver avoid accidents




Security Attributes for V2X Safety Apps

Message Integrity and Entity Authentication

— Message has been transmitted by a genuine vehicle, and has
not been tampered with in transit

Non-repudiation

— The receiver of a message is able to prove afterwards that the
sender in fact did transmit this message.

Privacy:. Multiple notions of privacy

— Anonymity: Not possible to determine the identity of the vehicle
from a message transmitted by the vehicle.

— Unlinkability: Not possible to deduce that multiple transmissions
were from the same vehicle.

Correctness based on non-cryptographic techniques
— For detecting compromised/malfunctioning units

Design Objective: Satisfy above attributes without affecting performance of V2X
Safety Apps




Reference Solution:
Public Key Infrastructure (PKI)

PKI High-level Architecture

Message payload (m)

Digital signature on ‘m’

Digital certificate

Message Structure

« How PKI enables nodes to talk to one another:

— Asymmetric Key Cryptography: A message is signed using the
Private key of the sender and verified using the Public key of the
sender.

— Certificate: A message signed by a trusted entity called the
Certificate Authority (CA) that binds a principal and its public key

* How PKI evicts compromised/malfunctioning nodes from system:

— Certificate Revocation List (CRL): A message signed by the CA
that lists all the revoked principals

— Freshness Certificate: A message signed by the CA that a
certificate is valid as of the time of signing (proposed alternative

mechanism) 30



Design drivers for a PKI for V2X
Communications for Active Safety

Resource-constrained Platform
— Participants have limited computational prowess
— Limited memory and storage
System-wide Scalability Issues

— Large number of participants with many-to-many
Interaction (individual participants need to authenticate
one another)

— However, interactions are also expected to be spatially
localized

Communication Aspects

— Connection to Infrastructure is expected to be either
Intermittent or costly

— Message transmissions are likely to be lossy and
unreliable

Interoperability

— Security Architecture needs to be extensible >



Securing V2V Communications

— Credential management (Infrastructure support)
« Key distribution
« Key renewal
« Misbehaving node eviction
— Security processing at the signing/verifying entities
* On board processor
* On board memory
« Wireless channel access mechanism
— Misbehavior Detection

Credential
@ Management %

Broadcast
Authentication
Algorithms

Misbehaviour @
Detection

Review of Existing
Algorithms
Design of New Algorithms

Performance  Analysis




Thank You
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