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‘. Metaphor

"When all you have is a hammer, everything looks like a
nail." - The success of advancing critical technologies, to
a large extent, depends on the available tools that can
help effectively prototype, test, and analyze new designs
and new ideas.

/Jason Liu, Florida University/

We suppose that in the context of cyberwarfare we need
advanced instrumental tools which can be used for
analyzing current and future network attacks and defense
mechanisms, investigating the scenarios of cyber attacks
and cyber defense, as well as be applied for “laboratorial”
forensic investigation of cyber attacks fulfilled.
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Modeling and simulation of cyberwarfare -
Research objectives

Interaction of team of malefactors and computer
Development Of the formal network assurance system components

framework, models, architecture, Environment "
and software for agent-based
modeling and simulation of
adversarial interaction of teams of
malefactors and security teams
aimed to create theoretical bases
for construction of integrated
Intrusion-aware trusted security
systems operating in

adversarial environments. JF e

S Usslner M - Team of security
The approach is based on using a “% malefactor’s agents , agents
hierarchy of macro and micro level <., - Interaction of . LA =
models of network attacks and defense malefactors agents " oo0 i agents

(analytical, packet-based, emulation- —— -attack route
based), and real small-sized networks.
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‘- Basic Assumptions

Counteraction, competition or cooperation in a particular
system (subject domain) is represented as the interaction of
various teams of software agents.

The aggregated behavior of this system is revealed due to local
Interactions of particular agents in the dynamic environment
defined by the agent interaction model.

Classes of agent teams are selected depending on the solved

task and subject domain. We assume to select several classes
of agent subsystems (teams): - Adversary attacking teams;

- Security (defense) system; - Users (Background processes ).

Agents of different teams can be in indifference relationship,
cooperate to reach the same goal or various consistent goals
or compete to reach the opposite intentions.

Agents of the same team cooperate to achieve joint intention.
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Teamwork and Taskwork Maintenance
‘i Mechanisms

= ' The general intentions of agents are determined in several
plans which describe the actions of teams as well as the
actions of particular agents.

=  Coordinated tasks and competing tasks are carried out due
to installation of constraints on teams’ and agents’ roles and
functionalities.

Taskwork maintenance mechanisms support agents’ _
collaborative actions to maintain conditions for executing
the task appointed to the team.

Teamwork maintenance mechanisms support agents’ actions to
maintain the team.

Basic mechanisms for taskwork and teamwork support:
= Mmaintenance of actions coordination;
= monitoring and restoration of agents’ functionality;
= Mmaintenance of communication selectivity.
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‘ Example of simulation tool architecture
for worm defense mechanisms investigation

| [ Results analysis
CPerformance metrics: defense effectiveness, reaction time etc.)

//Worm traffic detection libraries

Protocols: Algorithms: Virus throttling, | Parameters: input
Tcp. upp || Failed connection, Credit (packets etc.),
‘ ’ based etc. control (delay etc.)
AN

_|( Preprocessing library

KCAccess Control List (ACL))C Firewall messages handling
2

(" Benchmarks
§ C Scenarios: attack and normal traffic, topology and resources
"

-
C Traffic analyzer (tcpdump/libpcap)

Testing methodology

{}
Traffic sources (attack and normal traffic)

U NN — )
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Experiments
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The developed environment allows to carry out various
experiments to investigate the strategies of attacks
and prospective defense mechanisms.

It allows to vary the following parameters during
experiments: Network topology and configuration;
Structure and configuration of defense and attack
teams; Attack and defense mechanisms and their
internal parameters; Team cooperation parameters
etc.

Examples: cooperation schemas are used in
cooperative DDoS defense methods (COSSACK,
Perimeter-based DDoS defense, DefCOM, Gateway-
based, ACC pushback, MbSQD, SOS, tIP router
architecture, etc.)

Spoofing mechanis:
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