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[IpuHATHIE COKpAILECHHUS:

AC - aBTOMaTU3UpPOBaHHAs CUCTEMA

B/l - BpeMeHHBIN JOKYMEHT

3AC - 3acekpeuunBarollas anmnaparypa cBsizu

KC3 - xoMImiekc cpeiCcTB 3alIUTh

HCJ - HeCaHKIITMOHUPOBAHHBIN JOCTYII

HT/ - HopMaTUBHO-TEXHUYECKAs TOKYMEHTAIUS

OC - onepannoHHas cucrema

IIIIII - makeT NpUKIIaIHBIX IPOrpaMM

IP/I - npaBuia pasrpaHU4YEHUs JOCTyMa

PJ1 - pykoBOIAIINI JOKYMEHT

CBT - cpencTBa BRIYMCIUTEIBHON TEXHUKH

C3MH - cucrtema 3amuThl “HGOPMAIUU

C3U HCJI - cucrema 3auiuTsl ”HPOPMAIIUU OT HECAHKIITMOHUPOBAHHOTO
JIOCTyIIa

C3CM - cucremMa 3alliUThl CEKPETHOU HHPOpMaLUu

CHTII - cieunasibHOE HAYYHO-TEXHUYECKOE MOApa3/IeICHUE

CP/I - cuctema pasrpaHuy€HHUs 10CTyIIa

CYB/J - cuctema ynpaBieHust 6a3aMu JIaHHBIX

T3 - Texnuueckoe 3aganue

IBM - 371€KTPOHHO-BBIYMCIUTENIbHAS MallIMHA

IBT - 351IeKTPOHHO-BBIYUCIUTENbHASI TEXHUKA



1. OBIIIME ITOJIOXEHUSA

1.1. Hacrosimee IlonokeHue ycTaHaBIMBAET €AUHBIM Ha TEPPUTOPUU
Poccuiickoit @enepaiiuu mopsiI0K UCCIIEIOBAHUI U pa3pabOTOK B 00JIaCTH:

3amuThl  wHGOpManuK, 00padaThiBaeMOl  aBTOMATHU3UPOBAHHBIMU
CUCTEMAMH PA3JUYHOTO YPOBHS M HA3HAUYEHUS, OT HECAHKI[MOHUPOBAHHOI'O
JOCTyTIa;

CO3/1aHUS CPEACTB BBIYMCIUTEIBHON TEXHHUKH OOIIET0 M CIELUaIbHOrO
HAa3HAYCHMS, 3allUIICHHBIX OT YTE€UKH, MWCKAKEHUS WA YHUYTOXECHUS
uHpopmaruu 3a caer HC/I, B TOM dncie mporpaMMHBIX U TEXHHUECKUX CPEICTB
3amuThl uHGopmaruu ot HCJI;

CO3JaHusl MPOTPAMMHBIX U TEXHUYECKUX CPEACTB 3alIUThl MHPOPMALIUU
or HC/I B cocraBe cuctem 3alliuThl CEKpEeTHOW HMH(OpMAalMK B CO31aBaCMbIX
AC.

1.2. Tlonoxxenue onpeaenser Cieaylne OCHOBHbIE BOITPOCHI:

OpPraHM3aIMOHHYIO CTPYKTYpPY M MOPSIIOK MPOBEAEHUS paboT IO 3aIluTe
unpopmarmu or HCJ| m B3aumonelcTBHs NMpU 3TOM Ha TOCYAapCTBEHHOM
YPOBHE;

CUCTEMY  TOCYIJApCTBEHHBIX HOPMATHBHBIX  aKTOB, CTaHJIApPTOB,
PYKOBOJSIINX TOKYMEHTOB U TpeOOBaHHMI 10 3TOi mpolieme;

nopsiAoK pa3pabotku W mnpuemkn 3amuimeHHbIXx CBT, B Tom uyuncie
IPOrPAMMHBIX M TEXHUYECKUX (B YACTHOCTH, KPUNTOrpahUuecKuX) CpeacTB U
cuctem 3amuthl nHGopMarmu ot HC/I;

NOPSIAOK TPUEMKHM YKAa3aHHBIX CPEACTB M CHUCTEM MEpeld Ccaader B
sKcIuryatanuio B cocraBe AC, MOpANOK MX O3KCIUTyaTalud W KOHTPOJISA 3a
paboTOCIIOCOOHOCTBIO 3TUX CPEICTB U CUCTEM B IPOLIECCE IKCILUTYaTaI|H.

1.3. [Monoxenue paspadorano B pazButue HuHCTpykiuu Ne 0126-87 B
JacTh TPeOOBaHMN K MPOrPaMMHBIM M TEXHUYECKHM CpPEICTBAM U CHUCTEMaM
samuTel nHGopManmu ot HCJl un 6asupyercs Ha Konnenmuu 3amutel CBT u

AC or HCJI k unpopmanuu.
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Opranu3aioHHbIe MEPOIPUSITHUS 110 MPETYIPEKACHUIO YTEUKHU U 3aIIUTE
uH(pOpMAaIK, SBIAIONIMECS COCTABHOM YAcCThIO PEIICHHs] MPOOJIEMBbl 3aIUTHI
unpopmarmu ot HCJI, 6a3zupyrorcs Ha TpeOOBAHMIX YKA3aHHOW MHCTPYKIIUH,
JOTIOJIHSIIOT IPOrPaMMHBIE M TEXHUYECKHUE CPEJICTBA U CUCTEMBI U B 3TOW YaCTH
ABJISIFOTCS IPEIMETOM PACCMOTPEHUS HACTOAIIEr0 BpeMEHHOr0 OJIOKEHHUS.

1.4. BpemeHHOE MOJIOKEHUE OOS3aTENIbHO [JIsl BBIMOJIHEHUSI BCEMU
OopraHamu roCcyJ1IapCTBEHHOT O yIpaBJICHUS, rocyJ1apCTBEHHbIMU
NpEANPUITUIMH, BOMHCKMMU  YacTSIMH,  JIPYTUMH  YUYPEKICHUSMH,
OpraHu3alUsiIMU U TMPEINpUATHsIMU (HE3aBUCUMO OT (OpM COOCTBEHHOCTH),
00JaIal0IIMMH  TOCYAAPCTBEHHBIMU ~ CEKPETaMH, M MPEJHA3HAUYEHO IS
3aKa34MKOB, pa3pabOTUUKOB MW  mojb3oBatenedt  3amuiieHHbix  CBT,
aBTOMATU3UPOBAHHBIX CUCTEM, (YHKIMOHUPYIOIMIUX C HCIOJIb30BAHHEM
uH(GOpMAIH PA3IMYHON CTENIEHN CEKPETHOCTH.

1.5. PazpabarbiBaemble M  3KCIUIyaTUPyEMbIE I[POTPAMMHBIE U
TEXHUYECKUE CpelncTBa W cuctembl 3amutbl uHbopmaruu ot HCJl momkHbI
SBIIITBCS ~ HEOThEMJIEMOM  COCTaBHOM  4acThio  3ammiieHHbix  CBT,
aBTOMATU3UPOBAHHBIX CHUCTEM, 00palaThIBAIOIINX HHPOPMALUIO PaA3TUYHOU
CTENEHU CEKPETHOCTH.

1.6. IIpu pa3zpabotke cpeactB u cucteM 3amutel B AC u CBT
HEOOXOJMMO PYKOBOJCTBOBATHCS TPEOOBAHMSIMHU CIEAYIOMIUX PYKOBOISAIINX
JIOKYMEHTOB:

KoHuenmus  3amuTbl  CPEACTB  BBIYUCIHUTENBHOM  TEXHUKUM U
ABTOMATU3WPOBAHHBIX CHCTEM OT HECAHKUIMOHHPOBAHHOTO JOCTyma K
uH(popmaIuy;

Hacrosiee BpemenHnoe nonoxeHue;

3amura OT HECaHKIIMOHUPOBAHHOTO AOCTyNa K uHPopMauuu. TepMUHBI U
OTpEeICTICHHUS;

CpencrtBa BBIYUCIIUTEIbHON TEXHHUKH. 3amura oT
HECaHKIIMOHUPOBAHHOTO J0CTyMa K uHpopManuu. [lokazaTenu 3amuieHHOCTH

OT HECAaHKIIMOHUPOBAHHOI'O JOCTYIA K HH(POpMaLUu;
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ABTOMaTI/ISI/IPOBaHHBIC CHCTCMBEI. 3aHlI/ITa OT HCCAHKIMOHHUPOBAHHOTO
A0CTYyIIa K I/IH(i)OpMaHI/II/I. KJIaCCI/I(i)I/IKaHI/I}I ABTOMATHU3HUPOBAHHBIX CHUCTCM H

TpeOOBaHMSI 110 3aIUTE UH(DOPMAIUH.

2. OPTAHU3AIIMOHHASA CTPYKTYPA, MHOPAJOK
IMPOBEJAEHUSA PABOT IIO 3AIHIMTE MH®OPMALIMU OT HCA U
B3AMMOJIEHCTBHUS HA TOCYJAPCTBEHHOM YPOBHE

2.1. 3aKka3uuKoM 3allUILICHHBIX CBT SIBIIICTCS 3aKa3unK
cootBercTBytoIEel AC, mpoektupyemoid Ha 6a3e stux CBT.

3akazuuk 3amuuieHHsIx CBT  ¢uHancupyer wux pa3paboTky win
IPUHUMAET J0JeBoe yyacTue B (puHaHcupoBanuu paszpadborok CBT obmiero
HA3HAYEHMsI B YACTH pealn3alii CBOUX TpeOOBaHUM.

2.2. 3aKa34yukOM [POrPAMMHBIX M TEXHUYECKHUX CPEICTB 3aLUTHI
uHpopmaruu ot HCJ] MOXeT SBIATHCA TOCYIAapCTBEHHOE YUPEXKACHHUE WIH
KOJJIEKTUBHOE MPEANPUATHE HE3ABUCUMO OT POPMBbI COOCTBEHHOCTH.

2.3. TlocraHoBKYy 3ajady 1O KOMIUIEKCHOW 3amure uWHMOpMaIuu,
oOpabaThiBaéMON aBTOMATHU3HPOBAaHHBIMU CHUCTEMaMH, a TakKe KOHTPOJIb 3a
COCTOSSHUEM U pa3BUTUEM JOTOrO0 HampaBiIeHUs pPabOT OCYIIECTBISET
['ocrexkomuccus Poccun.

2.4. Paspaborumkamu 3ammuiieHHBIX CBT o0mero u crenuaibHOTO
HA3HAYEHUA, B TOM YHCIIE€ UX OOIIECUCTEMHOr0 MPOrpaMMHOr0 OOECIeYeHHS,
SABJISIIOTCS TOCYJNApCTBEHHBbIE Ipennpusatus - npousBoaurenn CBT, a taxxe
Ipyrue OpraHu3aluy, UMCEIOLIME JIMIEH3UI0 Ha INPOBEACHHUE IEATEIBHOCTH B
00J1aCcTH 3aUThl UHPOPMALIUU.

2.5. Pa3paboTunkaMu NporpaMMHBIX U TEXHMUYECKHUX CPEACTB U CHCTEM
3amuThl nHGopManuu oT HCJI MOryT OBITh IPEANPUATHSI, UMEIOILNE JTULIEH3UI0
Ha NPOBEJICHNE YKAa3aHHOW €ATEIbHOCTH.

2.6. IIpoBeneHue Hay4YHO-HCCJIEI0BATEIbCKUX u OTIBITHO-
KOHCTPYKTOPCKHX paboT B 00JacTH 3amuThl cekpeTHoil nHpopmanuu ot HC/I,

co3ganue 3anmuieHHbIx CBT oOmiero Ha3HauyeHHsI OCYIIECTBIISIETCS IO
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rOCyAapCTBEHHOMY 3aKa3y IO NPEACTABICHUIO 3aMHTEPECOBAHHBIX BEIOMCTB,
corylacoBaHHoMmy ¢ I'ocrexkomuccueit Poccun.

2.7. Opranm3anss ¥ (QYHKIMOHMPOBAHHWE  TOCYAAPCTBEHHBIX U
OTpaCJEBbIX CEPTUPUKANMOHHBIX IIEHTPOB ompenenstorcs [lomoxenuem 06
TUX IeHTpax. Ha HuX Bo3iaraeTcss MpoBeAeHUE CepTUPUKAIIMOHHBIX
UCTIBITAHUN TIPOTPAMMHBIX M TEXHHUYECKUX CPEJCTB 3aIUTHl WHOOpPMAIUU OT
HCJI. Tlepedenp cepTuhUKAIIMOHHBIX IIEHTPOB YyTBepxkaaeT [ocTexkoMuccus

Poccun.

3. CUCTEMA TOCYIJAPCTBEHHBIX HOPMATHUBHBIX
AKTOB, CTAHIJAPTOB, PYKOBOJIAIIUX JOKYMEHTOB Ut
TPEBOBAHUMH IO 3AIIIUTE UH®OPMAIIUU OT HC/

3.1. Cucrema rocynapCTBEHHBIX HOPMAaTHUBHBIX aKTOB, CTaHJApTOB,
PYKOBOSIINX JAOKYMEHTOB M TpeOoBauuii mo 3amute mHpopmauuu ot HC/L
0a3upyeTcst Ha 3aKOHAaX, ONPEACISAIONIMX BOIMPOCH! 3alUThl TOCYIaPCTBEHHBIX
CEKpPETOB U MH(POPMALIMOHHOTO KOMITBIOTEPHOTO MPaBa.

3.2. Cucrema yKa3aHHBIX JOKYMEHTOB oIpejenser padoTy B IBYX
HaIPaBJICHUAX:

nepBoe - pazpaborka CBT o0mero u cnenuajbHOTO Ha3HAYCHWS,
3alUIICHHBIX OT YTEYKH, HCKAXKEHUs] WM YHUYTOXKEHHUS HH(POpMaLuy,
OPOrPAMMHBIX M TEXHUYECKUX (B TOM YHUCIE KPUOTOrpapuUecKux) CPeACTB U
cucteM 3amuThl nHPopmanuu ot HC/I;

BTOpPOE - pa3paboTKa, BHEAPEHHE W AKCIUTyaTalus cucrteM 3amuTbl AC
pPa3IMYHOrO YPOBHS M Ha3HAaueHUs Kak Ha 0a3e 3amuieHHbix CBT, B Tom uncne
OPOrpaMMHBIX M TEXHUYECKUX CPEACTB M CHCTEM 3allluThl MH(pOpMALHUU OT
HC/I, npomenmux cepTuuKaloOHHbIE UCIIBITAHUS, TaK U Ha 0aze CPeACTB U
CHCTEM COOCTBEHHOI pa3pabOTKH.

3.3. K cucreme [HOKyMEHTallUM II€PBOrO HAIPaBICHUS OTHOCATCA

nokyMeHThl (B ToM uucie, 'OCTe1, Pl u TpeGoBanus), onpenensioniue:
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pasnuuHble  ypoBHM oOcHameHHocth CBT  cpenctBamm  3amurhl
unpopmarmu ot HCJ[ u cmocoObl OLIGHKHM 3TUX YpOBHEH (KpuUTepHUH
3aIIUIIEHHOCTH);

nopsiAoK paspadorkm 3amumeHHbIx CBT; B3amMojeiicTBue, mpaBa u
00s13aHHOCTH 3aKa34MKOB M pa3pabOTYMKOB Ha CTaausAX 3aKa3za U pa3paboTKH
3amunieHHpIXx CBT;

nopsiok  npuemMkd U ceprtudukanuu  3ammmeHasx  CBT;
B3aMMOJICHCTBHUE, MpaBa M OOA3aHHOCTU 3aKa3YMKOB M pPa3pabOTUYMKOB Ha
CTaAusIX MPUEMKH u cepTudukaruu 3amunieHHsx CBT;

pa3pabOTKy SKCIUTyaTAlMOHHBIX JOKYMEHTOB U CEPTHU(PUKATOB.

3.4. K cucreme JOKYMEHTAllMd BTOPOrO HANpPaBJICHUS OTHOCSTCS
nokymeHTsI (B Tom uncie, OCTsl, P/ u TpeGoBanus), onpeaensronime:

NOPSAJIOK OpraHu3allid W TPOBEACHUS pPa3pabOTKU CUCTEMBI 3aIUTHI
CEeKpeTHOU MH(pOpMalUK, B3aUMOJICICTBUE, MpaBa U 00S3aHHOCTH 3aKa3uvKa U
paspaborunka AC B nieniom u C3CH B wacTHOCTH;

NOPSIIOK pa3pabOTKKM U 3aMMCTBOBAHUSI NPOTPAMMHBIX M TEXHUYECKUX
cpenctB u cucteM 3ammuthl uHGopmanuu or HCJ B mporecce pa3paboTku
C3CH;

NOPSIAOK HACTpOoWKHM 3ammineHHslx CBT, B TOM umciie MpOorpaMMHBIX U
TEXHUYECKUX CPENCTB U cucteM 3anuThl nHpopmarmu oT HCJl Ha KOHKpeTHbIE
ycioBus pyHknuonupoBanus AC;

MOPSAIOK BBOJA B JCUCTBHE W NMPUEMKH MPOTPAMMHBIX M TEXHUYECKUX
cpenctB u cucreM 3amuthl nHGopmanuu ot HCJI B coctaBe nmpuHumaemoit AC;

MOPSAZIOK UCIONb30BaHus 3amuileHHbix CBT, B TOM yncne nporpaMMHBIX
U TEXHUYECKUX CPEJCTB M cucteM 3amuThl nHpopmaruu ot HC/I, npomemmmx
CepTU(PUKALIMOHHBIE UCTIBITAHUS, B COOTBETCTBHH C KJIACCAMU U TpeOOBaHUSIMU
I10 3alIUTE B KOHKPETHBIX CUCTEMAX;

MOPSAIOK IKCIUTYaTallMd YKa3aHHBIX CPEJCTB U CUCTEM;

pa3paboTKy AKCIUTyaTal[MOHHBIX IOKYMEHTOB U CEPTU(UKATOB;

NOPSIAOK KOHTpOJIs 3amueHHoctn AC;
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OTBETCTBEHHOCTh  JOJDKHOCTHBIX JIMI] M  Pa3IMYHBIX  KaTeropui
UCIIOJIHUTENIEH (TOJb30BaTeNel) 3a BBIMNOJHEHUWE YCTAHOBIEHHOTO TMOpSJIKa
paszpadotku u 3kciutyatanuu AC B nesiom u C3CH B yaCcTHOCTH.

3.5. CocTtaB JOKYMEHTAllMH, OMNpEACNsAIoNme padory B  ITHX
HanpaBJICHUAX, ycTaHaBauBawOT [occranmapt Poccuiickon @Penepauuu u
['ocTexxomuccust Poccun.

3.6. Ob6s3aTenpHbiM TpeOoBanueM k T3 Ha pazpaborky CBT u AC
JIOJDKHO OBITh HaIMuue paszjena tpedoanuid no 3amure ot HC/I, a B cocrase
TOoKyMeHTaruu, conpoBoxaatonieit Beimyck CBT u AC, momken o0s3aTenbHO
MPUCYTCTBOBATh JOKYMEHT (CepTHU(UKAT), COAEpKAIIUNA pe3yJIbTaThl aHAIW3a

ux 3anumeHsocty ot HC/I.

4. MHOPAAOK PA3BPABOTKUA n N3I'OTOBJIEHUSA
SAIIMIIEHHBIX CBT, B TOM 4YHUCJIE IIPOI'PAMMHBIX H"
TEXHUYECKUX CPEJACTB U CUCTEM 3AIIUTHBI THOOPMAILIMHU
OT HCJ

4.1. Ilpu pa3paboTke u u3roroBjeHun 3amuieHHsx CBT, B ToM umncie
IPOrpaMMHBIX W TEXHMYECKMX CPEACTB M CHCTEM 3allUuThl HEOO0XOIUMO
PYKOBOJICTBOBAThCS CYIIECTBYIOIIEH CHUCTEMOM pa3pabOTKM U MOCTAaHOBKHU
MPOAYKIMU Ha npou3BoiactBo, onpeneneHHo 'OCT 21552-84 u BJl k Hewmy,
I'OCT 16325-88 u B x wHnemy, I'OCT 15.001-88, T'OCT 23773-88,
I'OCT 34.201-89, T'OCT 34.602-89, PJ150-601-10-89, PJ]50-601-11-89,
PJ1 50-601-12-89 u apyrumu JOKyMEHTaMH.

4.2. Pazpabotky 3amuieHHbix CBT o01iero Ha3HadeHus, B TOM YUCIIE UX
00IIIECUCTEMHOTO TTPOrPAMMHOTO OOECIICUEeHHUSI, OCYIIECTBISIOT MPEITPUITHS-
npouzBoautenn CBT mo rocynapcTBEHHOMY 3aka3y B COOTBETCTBHM € T3,
cormacoBaHHeiM ¢ ['ocrexkomuccueir Poccum (B ciydae BCTPOEHHBIX
KpunTorpaduueckux CpeacTB u cucteMm ¢ [aBHBIM mudpopraHoM CTpaHbI H

OpeanpusATHEM-Pa3padOTYUKOM ITUX CPEACTB U CUCTEM).
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4.3. Pa3pabotky 3ammmieHHsix CBT cnenuanbHOro Ha3HaueHHs, B TOM
Yyclie UX MpOrpaMMHOro obecnedeHus (0OIIEeCUCTEMHOIO0 W MPUKIAIHOTO),
OCYIIECTBIISIIOT TipeAanpustus-npousBoautenn CBT mno rocynapcTBeHHOMY
3aKa3y B cooTBeTcTBUU C¢ T3, cornacoBaHHbIM c¢ ['octexxomuccueit Poccum (B
Clly4a€ BCTPOEHHBIX KPHUNTOrpapUUYEecKUX CPEACTB U CHUCTeM - [J1aBHBIM
muGPOPTraHOM CTPAaHbl W TMPEANPUITHEM-PAa3pabOTIUKOM ITHX CPEICTB H
CHUCTEM) U yTBEpKIeHHbIM 3akazunkoM CBT cnenuanbHOro Ha3HaueHHUS.

4.4. Tlopsanok pa3pabOTKH 3alMIIEHHBIX MPOTPAMMHBIX CPEJICTB Ha 0a3e
OOLIECUCTEMHOTO IPOrPaMMHOTO obecrnieueHusl, HAXOJISIIIETOCs B
AKCILTyaTaluHu.

4.4.1. Pa3paboTka 3allUINEHHBIX MPOTPAMMHBIX CpPEACTB Ha 0a3ze
obmecuctemHoro mnporpammuoro ooecneuenus (OC, CVYBJl, cereBbie
IPOrpaMMHBIE CPEJCTBA), HAXOSALIEIOCA B AKCIUTyaTallMd MM MOCTABIISIEMOTO
BMecTe ¢ HeszamuineHHbiMu CBT npeanpustuamu-uzroroutensimu 3tux CBT
w ['ocynapctBeHHsiM pongoM anroputMoB u nporpamm (["oc®AII), moxeT
OCYILECTBIJISITHCSA TI0 3aKa3y ISl TOCYJapCTBEHHBIX HYXXJ B COOTBETCTBUU C T3,
COTJIaCOBaHHBIM €  Pa3pabOTYMKOM COOTBETCTBYIOIIMX  OOIIECHCTEMHBIX
nporpaMMHbIX cpenctB, ¢ locrexkomuccueit Poccun B mpenenax ee
KOMIIETEHIIUU U YTBEPKJICHHBIM 3aKa3YUKOM 3THX MPOTPAMMHBIX CPEJICTB.

4.4.2. Tlpennpustue-pa3paboTIuK OOMIECUCTEMHOTO MPOrPAMMHOTO
CpencTBa 0053aHO B ATOM CJydae MPEAOCTaBUTh MPEANPUSITHIO-PA3PAOOTUHKY
3alIUIIEHHOTO MPOTrPaMMHOTO CPEICTBA BCIO HEOOXOAUMYIO TOKYMEHTALUIO U
OKa3bIBaTh KOHCYJIbTAI[UU IIPHU pa3paboOTKe.

44.3. Ilpu HEoOXOAUMOCTH, OIpeaeIsieMOd 3aKa3uukoM padoT,
peanpusTre-pazpaboTIYNK OOIECUCTEMHOTO MPOTPAMMHOIO CPEACTBA MOXKET
OBITH COMCIIOTHUTENEM Pa3padOTKU 3aIIUIEHHOTO TPOrPAMMHOTO CPEICTBA.

4.44. Pa3paGoTKy 3alIMIICHHBIX MPOrPAMMHBIX CpPEIACTB MOTLYT
OCYILIECTBJISITh ~ TAKXKE€ TMPEANPUATHS 3aUHTEPECOBAHHBIX BEJOMCTB MO
oTpaciieBoMy 3akazy. B atom cinydae T3, oTBewaroiiee TeMm ke TPeOOBaHUSM,

COTJIACOBBIBAETCS TOJOBHOM OpraHu3anuerd 3Tou orpaciu ¢ I'ocrexkomuccuen
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Poccum B mpegenax ee KOMIETEHUMH W YTBEPXKAAETCA  3aKa3UMKOM
3aIMIIEHHBIX TPOTPAMMHBIX CPEJICTB.

4.5. Tlopsanok pa3pabOTKHU 3alMIIEHHBIX MPOTPAaMMHBIX CPEJICTB Ha 0aze
UMITOPTHBIX OOIIECUCTEMHBIX MPOrPAMMHBIX TPOTOTHUIIOB.

4.5.1. Pa3paboTky (aganTaiuio) 3alMIIEHHbIX TPOTPAMMHBIX CPEJCTB Ha
0a3e UMIIOPTHBIX OOIIECHUCTEMHBIX MPOTPAMMHBIX MPOTOTUIIOB OCYIIECTBIISIOT
0 TOCYJAApCTBEHHOMY WJIM OTPacI€BOMY 3aKa3y MPeANpUATHS-PA3PAOOTUNKH
cootBercTByromux TunoB CBT, cnenumanu3upoBaHHbBIE OpraHu3alMd U
OPEeANpUATAS  3aUHTEPECOBAHHBIX  BEJOMCTB MO  COIJIaCOBAaHUIO  C
IpUOOPETAIONIMM BEJOMCTBOM M B COOTBETCTBUM € T3, COIJIACOBAaHHBIM C
['ocrexxkomuccueit Poccum B mpenenax ee KOMIIETEHUMU W YTBEP>KIECHHBIM
3aKa34MKOM ATHX 3AIIMIIEHHBIX CPEACTB B 3aBUCUMOCTHU OT YPOBHS 3aKa3a.

4.5.2. llpenBapurenbHbIM  3TanmoM  pa3pabOTKU  3aUIUIICHHBIX
MpPOrpaMMHBIX CPEACTB Ha 0a3e MMIIOPTHBIX OOIIECHUCTEMHBIX MPOrPAMMHBIX
MPOTOTUIIOB SIBJIAETCS] CHATHE 3AIUTHI OT KOMMMPOBAHUS U BCKPBITUSI MEXAHU3MA
paboThl MPOTOTUIA, a TaKXKe TMPOBEIACHUE aHalu3a 3allUTHBIX CPEACTB
IpOTOTUINIA Ha TMPEeaIMeT HX COOTBETCTBHS TpeboBanwsiM T3 B 1emsax
UCIIOJIb30BAHUSl 3a/ICCTBOBAaHHBIX CPEACTB 3alllUTHI, WX JIONOJHEHUS W
MOAU(HUKAITAH.

[TpoBenenne paboOT MpeaBAPUTENHHOTO ATANa MOKET OCYIIECTBIATHCS 10
oTaensHOMYy T3.

4.6. llopsmox  pa3pabOTKM  OPOrpPaMMHBIX  CPEACTB  KOHTPOJIS
3alMIIEHHOCTH pa3paboTaHHbIX 3amuineHHbx CBT, nporpaMMHBIX CpeicTB U
CUCTEM 3aILHUTHI.

4.6.1. Bce mpenmpusTusi, OCYIIECTBIISIIONINE Pa3paOOTKy 3allUIICHHBIX
CBT, B TOoM uucine MOpOrpaMMHBIX CPEICTB U CHUCTEM 3allUThl, O0Os3aHbI
pa3pabarblBaTh  TECTOBBIE  IPOrpaMMHBIE  CpPEACTBA  JUISl  KOHTPOJIS
3alMIIEHHOCTH B MpOLlECCe MPUEMKH U 3KcIuTyaTanuu 3amuieHHbix CBT u

IPOrPAMMHBIX CPEJICTB.
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4.6.2. ]Jlma co3maHMs NPOrPAMMHBIX CPEICTB  KOHTPOJSA MOTYT
NPUBJIEKAaThCI B KAuyeCTBE  COUCIIOJIHUTENEH  CHeluaIu3upOBaHHBIC
OpraHu3allid, HUMEKIIMe Ha TO JuueH3uto ['ocrexxomuccuun Poccun,
(GYHKIMOHAIBHOW ~ HAMpPABICHHOCTBIO  KOTOPBIX  SIBJISIETCS  «BCKPBITHE
MEXaHU3MOB 3aIIUTHI OOIIECUCTEMHBIX TPOrPAMMHBIX CPEJICTB.

4.6.3. Co3maHve  NPOrPpaMMHBIX  CPEACTB  KOHTPOJISI ~ MOXKET
OCYIIECTBIISATHCS Kak MO 00IIeMy ¢ pa3paboTKOM 3alMIEeHHBIX cpeacTB T3, Tak
U 1o 4actHomMy T3, MNOpSAOK COIIacOBaHUS W YTBEPXKIEHUS KOTOPOTO
AHAJIOTUYEH U3JI0KEHHOMY B 1I. 4.5.1.

4.7. Tlopsimok pa3pabOTKK TEXHUYECKUX CPEJCTB 3allUThl MHGOpMAIIH
ot HC/I.

4.7.1. PazpaboTka TeXHUYECKUX cpencTB 3auuThl nHGopmamuu ot HCJ]
JUTSI UCTIOJIB30BAHUS B TOCYJAPCTBEHHBIX CTPYKTYpPax MOXKET MPOU3BOAUTHCS 11O
rocyJapCTBEHHOMY MJIM OTPAacIeBOMY 3aKa3zy.

4.7.2. PazpaboTka TeXHUYECKUX CpencTB 3amuThl nHGopmamuu ot HCJ]
IPOU3BOAUTCSI COBMECTHO C MPOTPAaMMHBIMHU CpPEICTBaMHU, 00€CTIEUNBAIOIINMHU
uX paboTocrocoOHOCTH B cocTane 3anuiieHasx CBT.

Kpome  TOro, TexHWYeCKHE  CpEACTBA  MOTYT  TOJJIEPKUBAThH
3alIUIIEHHOCTh OOIECUCTEMHBIX MPOTPAMMHBIX CPEJICTB B LIESIX O€30MacHOCTH
uHdopMaIuu.

4.7.3. Pa3zpaboTKy TeXHUYECKHX CpencTB 3amuThl uHpopmanuu ot HCJ]
OCYILIECTBIISIIOT Kak Mpeanpuatrus-pazpadoruuku 3amuiieHHbix CBT, Tak u
KOMIIETEHTHbIE TPEANPUSATUS 3aUHTEPECOBAHHBIX BEJOMCTB 1o T3, mopsimok

COTJIACOBAHMS U YTBEPKACHHUSI KOTOPOTO aHAJIOTUYEH U3JIO)KEHHOMY B 1.4.5.1.

5. TIOPSZIOK TPUEMKA W  CEPTUOUKALIAMN
SAIIAINEAHBIX CBT OBIEI0O W  CHEOAAJBHOTO
HA3BHAYEHHSI, B TOM UHCJE TIPOTPAMMHBIX W
TEXHAYECKHX CPEJCTB W CUCTEM 3AIIATHI THOOPMALNN
OT HC]I
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5.1. HccnenoBanus (IpOBEPKH, MCHBITAHUSA) W NMPUEMKA 3allMILEHHBIX
CBT oOmero u cnenuajibHOTO Ha3HA4Y€HMs, B TOM YHUCJE MPOTPaMMHBIX H
TEXHUYECKUX CPEICTB U cucteM 3amuTsl uHpopmanuu ot HCJ| nmpousBoautcs
YCTaHOBJIEHHBbIM mopsakoM B cooTtBerctBuu ¢ ['OCT B15.307-77, TOCT
B15.210-78, TOCT 23773-88 u HT /] mo 6e3onacHoCcTH HH(pOpMAITIH.

5.2. Ceprudukanuonubie wucnbiTaHus 3amunieHHBIXx CBT obmero wu
CHELMATbHOIO HA3HAYEHUS, B TOM YHCJIE IPOrPaMMHBIX U TEXHUYECKHUX CPEJICTB
u cucrem 3aumthl uHpopmanuu or HCJI mpoBoAsT rocynapcTBEHHbIE H
OTpacieBble CepTU(UKAIMOHHBIE HEHTPBHI.

5.3. Ilpao Ha mnpoBeneHue CepTUPUKANMOHHBIX  HMCIBITAHUN
samumeHHbix CBT, B TOM 4uclie NpOrpaMMHBIX U TEXHUYECKUX CPEACTB U
cucteM 3amuTbl wHbopMmanmu or HCJl mpepocraBisiercs I ocrexkomuccuei
Poccun no cornacoanuto ¢ ['occranaaprom Poccuu v B cityyae MCIOIb30BaHUS
KpUNTOrpaUuecKkux CpeACTB M CHCTEM 3amuThl ¢ [TaBHBIM mudpopraHomMm
CTpaHBbl, MpEeANPUATUIM-Pa3padOTINKaAM 3aLUIICHHBIX CBT,
CHeUaIu3upPOBaHHBIM OpraHu3alMsM  BEJOMCTB,  pa3palaThIBAIOIIUX
zamunieHssle CBT, B TOM 4uciie mporpaMMHBIE M TEXHUYECKHE CPEICTBA U
cucTtembl 3amuThl nHGopmaru ot HC/I.

5.4. B cootBerctBum c Ilonoxenuem o cepruukanuy CpesicTB U CUCTEM
BBIUMCIIUTEIbHOW TEXHUKHU U CBSI3U MO TPEOOBAHUAM 3allUThl UH(DOpPMALIUU 110
pe3yibTaTaM  CEepTHU(PUKALMOHHBIX  MCHObITAHUNH  odopmiigeTcs  akT, a
pa3paboTYMKy BbIAAETCS CEpTH(PUKAT, 3aBepeHHbIN ['ocTexkomuccueit Poccun u
AWM NpaBO Ha MCIOJIB30BAHUE M PACHPOCTPAHEHUE ITHUX CPEICTB Kak
3aIUIIEHHBIX.

5.5. CpeacrtBa, noSydMBIIUE CEPTUPUKAT, BKIIOYAIOTCS B HOMEHKIATYPY
samuiieHHpix CBT, B TOM uucine mporpaMMHBIX W TEXHUYECKHX CPEICTB U
cucteM 3amuThl nHpopManuu ot HC/I.

OOpaboTka  cexkpeTHOW  uH(OpPMAIMKM  pa3pemaeTcs  TOJNBKO ¢

HCIIOJBb30BAaHHUCM CepTI/I(l)I/IL[I/IpOBaHHBIX CpCacCTB U CUCTCM 3alllUTHI.
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5.6. PazpaboraHHble TpOrpaMMHBIE CpEICTBAa TOCJIE UX MIPUEMKHU
NPEICTaBIAIOTCS  JJIA  PErucTpallid B CIECHMAIM3UPOBAHHBIN  (OHA

["ocynapcTBeHHOTO (POHA AITOPUTMOB U MIPOTPamMM.

6. IIOPAIOK PASPABOTKHU, CEPTU®OUKAIIUU, BHE/IPEHUS
n IKCINIYATAIIUAN CPEIACTB KPUIITOIPAGUYECKOM
JAIIUTBI HUH®OPMALMU OT HECAHKIHUOHHMPOBAHHOI'O
JOCTYITIA

6.1. JlanHbIl pasgen ompenenser B3aMMOJAECUCTBHE CTOPOH M IOPSAOK
poBeeHUs] paboT MpU CO3JaHUU, CEPTUPHUKALMU U SKCIUTyaTallid CPENICTB
Kpunrorpapuyeckou 3alUThI uHopMaru (CK31) OT
HECAaHKIIMOHUPOBAHHOTO JIOCTylla HAa TOCYJAapCTBEHHBIX NPEANPUITUSAX, B
BEJIOMCTBaX.

JleficTBME HNaHHOrO pas3Aela pacHpOCTPAHSETCS Ha IPOrpaMMHBIE,
TEXHUYECKUE U TMpOrpamMMHO-TexHu4eckue cpeacrBa B coctae CBT u AC,
npuMeHsieMble s Kpunrorpaduueckoi 3amutel ot HCJl k uHbopmarmu,
oOpabaTpiBaeMOl,  XpaHUMOM, HaKalliuBaeMOW W  IepejaBaeMod B
BBIYMCIIUTEIBHBIX CHUCTEMaX, IIOCTPOEHHBIX Ha 0a3e otraenbHbix OBM,
KOMIUIEKCOB DBM W JIOKalnbHBIX BBIYHUCIHUTEIBHBIX CETEH, PACIIOI0KEHHBIX B
npeaenax OAHOM KOHTPOJIHUPYEMOU 30HBI.

Pa3peraercst npuMeHEeHHE NOJIOKEHUN JTaHHOTO pa3jiesia TaKKe B cllydae
HECKOJIbKUX KOHTPOJUPYEMBIX 30H IMPHU YCIOBUU, YTO ISl CBSI3U MEXKIYy HUMHU
WCIIOJIb3YIOTCSL 3aluileHHble ¢ nomonlpto anmaparypsl 3AC unu CK3U
KaHaJIbl, MO KOTOPHIM B COOTBETCTBUU C JACHCTBYIOIIMMH HOPMATHUBHBIMU
JTOKYMEHTaMH paspelieHa nepegava CEKpETHOMU uH(bOpMaITIH
cOoOTBeTCTBYIOMIETO Irprda (cM. 11.6.15 qanHorO pasaena).

6.2. OpraHu3alMOHHO-METOAUYECKOE PYKOBOJACTBO paboTamMu IO
cozmannto u skcrryatanun CK3U, ceptudukarnuio CK3U, a Takxke KOHTPOIb 3a

COCTOAHHEM MW pPa3BUTHUCM OTOI0 HaAIPABJIICHUS pa60T OCYHICCTBJIAIOT
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[Nocrexxomuccust Poccun u ['maBHbIN mudpopran cTpaHbl IPU TOCPEACTBE paaa
YIIOJITHOMOYEHHBIX UMU CIIEIUATN3UPOBAHHBIX OPTraHU3aLIAMN.

6.3. C mnomompbro CK3M MOXET OCYLIECTBIATHCA 3allUTa OT
HECaHKIIMOHUPOBAHHOI'O JIOCTyNa K HECEKPETHOU U Clly>)keOHOM MHpopMauu, a
Takke K wuHpopMauuu, umewmend rpudpsl «CekpetHo», «CoOBEpIIEHHO
cekpeTHO» U «Oco00i BaXKHOCTI.

6.4. Ilpu BemonHenun paszpaborku CK3U (wm wusnenus CBT,
coaepxaiiero B cBoeM coctae CK3M), mpegnHazHauaemMoro st 3alluThl
CEeKpeTHON MH(pOpMAIUH JTIOOBIX TPUQPOB, a TAKKE JJIS 3aIUTHI IEHHOW 1 0c000
neHHot wuHpopmanuu, TtexHuueckoe 3amanre Ha CK3UM nomkHO OBITH
coriacoBaHo ¢ ['ocrexxomuccueit Poccuun u ['maBHBIM MIM(PPOPraHOM CTpPaHHbI.

Bmecte ¢ TexHudeckuM 3aaHHEM JOJKHBI OBITH HANpaBIIEHBI CXema
koHGurypauuu 3anmiiaemMbix  CBT  wnmu AC, onucaHue  CTPYKTYpHI
NOJICKAIUX  3aluTe  HUHPOPMAIMOHHBIX  OOBEKTOB  (C  yKa3aHUEM
MaKCHUMaJIBHOTO Tpu(da CEKPETHOCTH), a TaKKe JaHHBIE O XapaKTePUCTHUKAX
JIOIyCKa U MPeANoaraeMbIX aIMUHUCTPATUBHBIX CTPYKTYpax Mojab30BaTeseH.

6.5. Ilo  pe3ynbTaTaM  pacCMOTPEHUS  HCXOIAHBIX  JITAHHBIX
BBIIICYIOMSIHYThIE OpPraHbl MpeAcTaBisioT padpadoruuky CK3U pexomenaanmu
[0 HCIMOJb30BAHUIO OJHOTO M3 ATTECTOBAHHBIX AJITOPUTMOB HIM(PPOBAHUS, a
TaKke (npu HEOOXOIUMOCTH ) OIMCAaHUE €ro KPUITOCXEMBI,
Kpunrorpapuyeckue KOHCTAHTbl, TECTOBbIE MPUMEPBI ISl  IPOBEPKU
NPaBWIBHOCTH peai3alliid aJrOpUTMA, PEKOMEHJIAUWU IO MOCTPOEHUIO
kiroueBoit cucrembl CK3U u psig Apyrux 10KYMEHTOB.

6.6. Ha ocHOBE MmoiyyeHHBIX TOKYMEHTOB pa3pabotuuk peannsyer CK3U
B BHJE INPOrPaMMHOIO WM TEXHUYECKOTO U3JEIUS M C IPUBJICUYCHHEM
CHEIUANM3UPOBAHHBIX OPraHU3alMii TOTOBUT HEOOXOJMMbIE MaTepuaibl s
ceprudukamnu CK3U B coorBercTBUU ¢ [lomoxkenuem o cepruduxai.

[IpuemMKy MOMy4YEeHHBIX B PE3yJbTaTe Pa3paOOTKH OMBITHBIX 0OOpa3IoB

OCYIIECTBIISIET KOMUCCHS, co3aaBaemas 3akazunukom CK3U. B coctaB komuccun
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JIOJKHBI OBITh BKJIIOUYEHBI TIpeAcTaButenu ['octexxomuccuu Poccuu u I'maBHOTrO
mugpoprasa CTpaHsl.

6.7. Cepruduxanuss CK3U ocyiiecTBisieTcss Ha X03pacueTHBIX Haudalax.
[TomoxurenbHas cepTuduKanus CK3H1 3aBepIIACTCS BbIJIaYe
CEepPTUPUKALIMOHHOTO yI0CTOBEPECHHUSI.

6.8. Ilpumenenne CK3U, He npomeamnx B YCTaHOBJIEHHOM MOpPSJIKE
ceprudukanmio s 3ammtel oT HCJl k cekpeTHOW wuHpOpManuu JHOOBIX
rpudoB, a TAaKKe LIEHHON ¥ 0c000 IIEeHHON MH(OPMaIIMK 3aMpeniaeTcs.

6.9. Ilpu BHeapenun AC, cozepxamesn B CBOEM  COCTaBe
ceprudunupoanHoe CK3U u npu ycnouu, uto nannas AC npeaHasHadaeTcs
JUisi 00paboTKM cekpeTHo uHpopmanuu ¢ rpudomM He Bbilie «COBEPIIEHHO
CEeKpPETHO» WM s 0OpabOTKM 1EeHHOW WHGOpPMAINH, IOMOTHUTEIBHOTO
paspenieHusi Ha skKciuryaranuio cepruduiuporanHoro CK3U we Tpelyercs
(kpoMe  ciiy4aeB, CIEIUAIBbHO OTOBOPEHHBIX B  CEPTUDHUKAITMOHHOM
ynoctoBepenur Ha CK3N).

Jns AC, npeaHazHayeHHBIX Ajid 00pabOTKM HMHpopMauuu ¢ rpudom
«Oco00i1 BaKHOCTHY WIIH 1171 00pabOTKK 0c000 1IEHHON WH(OpMAIUH, TOKHO
ObITh TIOJY4EHO NHUChMEHHOE paspemieHue [ocrexxkomuccum Poccum u
['maBHOrO mmMdpoprana crpansl Ha Hkcmyaranuio CK3W B cocraBe
KoHKpeTHO# AC.

6.10. Dkcrnyatauuss CK3U, npumeHsieMbIX sl 3alUThl CEKPETHON WIIH
LHEHHON uWH(OpManuu, JOJDKHA OCYLIECTBISTBCS B  COOTBETCTBUU C
TpeOoBaHUSIMH pa3padaTbiBaeMbIX MHCTPYKIKHU 110 0OECIIEYEHUI0 0€30MaCHOCTH
skcruryarauun CK3U B coctaBe AC n MHCTpyKIIMM 0 MOPSAKE MCIOJIB30BAHMS
JICUCTBYIOIIUX CMEHHBIX KIIFOUECH.

B opranmzanuu, ocyuiectBistomen skcrtyatanuio AC, I0DKHA OBITH
co3maHa ciuyx0a (opran) Oe3omacHOCTH uWH(MOpPMAIMU, HA KOTOPYIO
BO3JIararoTcs OTBETCTBEHHOCTh 3a peanu3aluio MEpPONPUSITUH,

NpeaAyCMOTPCHHBIX BbINICHA3BAHHBIMHA WHCTPYKIUAMM.
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6.11. Tpud cexkpeTHOCTH ACUCTBYIONIMX CMEHHBIX KIIOYCH W
COOTBETCTBYIOIMX KJIFOYEBBIX JTOKYMEHTOB IpH 3amute uHpopmanuu ot HCJL
¢ nomompblo CK3U, pomkeH COOTBETCTBOBATh MAaKCUMAJIbHOMY TpUdy
CEKPETHOCTH UH(OpMaLMH, IHPPYyEMON ¢ UCTIOIb30BAHUEM 3TUX KITIOUEH.

Hocutenu ¢ 3anmcaHHOM Ha HHMX KiIroueBol nokymeHrtanuern CK3U
YUHUTBIBAIOTCS, XPAHATCS W YHUYTOXKAKOTCSI KaK OOBIYHBIE JIOKYMEHTBI
COOTBETCTBYIOILIETO  Ipua  CEeKpeTHOCTH  corylacHo  MHeTpykuuu 1o
obecnieueHuto pexxuma cekpernoctu N 0126-87.

6.12. CK3M 0e3 BBeACHHBIX KpUOTOrpaUYECKUX KOHCTAHT U
JEMCTBYIOIIMX CMEHHBIX KIIIOUEH UMEIOT rpU( CEKPETHOCTU, COOTBETCTBYIOIINI
rpudy ONMCaHUsA KPUIITOCXEMBI. CK3U1 C 3arpy’>KCHHbIMHU
KpUNTOrpadhuueCKUMH KOHCTAaHTaMU UMeeT rpud CEKpPETHOCTH,
COOTBETCTBYIOIUN TI'pudy Kpunrorpapuuyeckux KOHCTaHT. ['pu¢ cexpeTHOCTH
CK3H c 3arpyXeHHBIMH KPUOTOTPAPUUECKUMU KOHCTAaHTaAaMH U BBEICHHBIMU
KJII0YaMH OIpeessieTcss MakCUMallbHbIM Tpudom coxaepxkamuxcs B CK3U
KJIFOUed U KpUnTorpaduyeckux KOHCTAHT.

6.13. udprekcr, monydeHHBIA TyTeM 3amU(pPOBaHUS C TOMOIIBIO
CK3U otkpeiTOll cekpeTHOW HHOpManMu JHOObIX TpUGOB, SABISETCS
HECEKPETHBIM.

BHemHne HocUTENM JaHHBIX (MAarHUTHBIE JIEHTBI, JUCKH, KacCETHI,
JUCKETBl W T.1.) ¢ 3alu@poBaHHOM HH(MOpManUed MOTYyT NepechblIaThCs,
XPAaHUTHCS M YUUTHIBATHCS KAK HECEKPETHBIE, €CJIM OHU HE COJEPKAT U paHEe He
COJEPIKAIN OTKPBITONM CEKpEeTHON MH(pOpMaLUK.

6.14. Jlns nmepepaud 3a mpezesibl KOHTPOJUPYEMOW 30HBI MIM(ppTEKCTa,
nojiydeHHoro myteM 3amudppoBanus ¢ nomomipio CK3U  HecekpeTHoO
uH(pOpMaIMU, MOTYT UCIOIb30BaTHCS HE3AIINUIICHHbIE KaHAJIbI CBS3H.

Ecmu rpud wucxomuoit mudopmammu (mo 3ammdpoBanusi) Obutr «lis
CIIy’)K€OHOTO  TOJB30BaHUS», TO  JOMYCKAaeTCs  NPUMEHEHUE  TOJBbKO

ceptudurmporannoro CK3U.
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6.15. Jlns mepepauu 3a mpezesibl KOHTPOJUPYEMOW 30HBI MIM(pTEKCTA,
nojiydeHHoro nytem 3amudpoBanus c nomombio CK3U wundopmanuu c
rpudamu  «CeKpeTHO» U BBINIE, JOJDKHBI MCIOJb30BATHCS KaHAIbl CBS3H,
3alMIEHHbIE C TIOMOIIBIO CBA3HOW ImM@panmapaTtypsl, IS KOTOPHIX B
COOTBETCTBUHM C JEHCTBYIOIIMMU HOPMATUBHBIMU JOKyYMEHTAMHU MOJIY4YEHO
paspelieHue Ha nepenady cekpetHoil nadopmanuu. CrnenuanbHoe pa3pelieHne
Ha skcruryaranuio CK3U B aToM citydae He TpeOyercs.

[Topsimok co3nanus mudpanmaparypsl, T.e. KpUNTOrpapuIecKux CpeacTB
Pa3IMYHbBIX BUJIOB (TEXHUYECKUX u MPOrPaMMHO-TEXHUUECKHUX ),
IpeIHa3HAYCHHBIX I 3allUThl MHGOpPMALMK, IepeaBaeMoil 3a Mpeaesbl
KOHTPOJIMPYEMOI 30HBI 110 HE3aLTUIIEHHBIM KaHaJlaM CBSI3U, PETJIAMEHTUPYETCS
[TonoxennemM o pa3pabOTKe, W3TOTOBJICHHH W OOCECICUYCHHH HKCILTyaTarlu
UG POBATILHON TEXHUKH, TOCYIapPCTBEHHBIX U BEIOMCTBEHHBIX CUCTEM CBSI3U U
yOpaBlI€HUS M KOMIUIEKCOB BOOPYXKEHUS, HCMOJB3YIOIUX MU(POBATIBHYIO
TEXHUKY.

6.16. OTBETCTBEHHOCTh 3a  HAJJICKAILIEE  HWCIOJHEHUE  IPaBUII
skcrutyataun CK3M (B ToM 4uncine B mMepuo] NPOBEACHUS MPUEMOYHBIX
UCIIBITAHMI), BO3JIara€TCsi Ha PYKOBOJACTBO MPEANPHUATHH, IKCILTYyaTUPYIOUIUX
nanueie CK3U.

6.17. KoHTponb 3a BBINOJTHEHHEM TpPEOOBAaHUN MHCTPYKIUNA TIO
skcrtyataiun - CK3W  Bo3naraercs Ha  ciiykObl  3alquThl  MH(OpMaIUU

NpeanpusATUi, FKCILTyaTupytomux nanasie CK3U.

7. MOPAJOK OPTAHU3AIIUU U ITPOBEJAEHUSA PASPABOTOK
CUCTEMbI JAIINTBI CEKPETHOH NHO®OPMAILINHU B
BEJOMCTBAX U HA OTAEJBHBIX ITPEAITPUATHUAX

7.1,  Jlnsg  peuieHus = HAYYHO-TEXHUYECKUX,  METOJAUYECKUX U
MPUHITUITHATBHBIX TPAKTUYECKUX BOTIPOCOB 10 MPpobIeMe 3amuThl HHPOPMAIUH

or HCJ] B AC B cucrteme BEIOMCTB MOXKET MPOBOJUTHCA KOMIUIEKC HAYy4YHO-
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UCCIIEIOBATEIbCKUX M  OINBITHO-KOHCTPYKTOPCKUX pabOT MO0 OTPacieBbIM
IJIaHaM.

7.2. B nensx opraHu3anuu NpoOJIEeMHBIX HCCIIEI0BaHUM, IIEHTpaIUu3aluu
pa3paboTok cpenctB U cucteM 3amuthl nHpopmanuu ot HCJI, ocymecTBienus
HAyYHO-METOJIMYECKOI0 PYKOBOJICTBA MPOBEJAECHUEM pabOT MO 3TOM npodieMe B
CHUCTEME BEIOMCTB IIpU TOJOBHBIX opraHuszanuax no AC MOryT co3naBaThCsA
CHELUAIN3UPOBAHHBIE  OTPAaClEBbIE  IOAPA3JEIEHUs,  OCYILECTBIISIOIINE
B3aUMOJICICTBUE C AHAJIOTHMYHBIMU TOJPA3ACICHUAMU IPYTUX MUHHCTEPCTB U
BEJIOMCTB.

7.3. Hayunoe pykoBoacTBO pabotamu 1o 3amute napopmaruu ot HCJJ
OCYIIECTBJISIET IJIaBHBIM KOHCTPYKTOP UHTETpUPOBAHHBIX AC CTpaHBbI.

7.4. O6mee pykoBojaAcTBO padoramu mo 3amure uHpopmammu ot HC/I,
OCYILIECTBIIEHUE  E€IMHOW  TEXHUYECKONM  MOJUTUKH,  OpPraHMU3alUOHHO-
METOJUYECKOE PYKOBOJCTBO M KOOpAMHALIMIO paboT, punancupoBanne HUOKP
[0 OTpacieBbIM 3aKa3aM, B3auMoJcucTBHE C ['ocrexxkomuccuen Poccum,
OPYTMMM BEJOMCTBAMM, a TaK)K€ KOHTPOJb 3a OpraHU3alMed U IMPOBEICHHUEM
pabot mo 3ammure uHpopmanmu ot HCJ] B meHTpanbHBIX ammaparax BEIOMCTB
OCYILLECTBJISIFOT HAYYHO-TEXHUYECKUE U PEXKUMHBIC MOAPA3JACICHUS WU
HA3HAYarTCs KypaTopbl TOTO HAMPABIEHUS padoT.

7.5. Ha npennpustun  HAy4YHO-TEXHHUYECKOE  PYKOBOACTBO U
HENOCPEJCTBEHHYI0  opraHusamuio  pabor mno  co3manmio  C3CHU
UHTErpupoBaHHON AC OCYLIECTBISET INIABHBIM KOHCTPYKTOP 3TOM CUCTEMBI, a
no tunaM AC - raBHbIE KOHCTPYKTOPBI 3THUX CUCTEM, HAYYHBIE PYKOBOJUTEIH
TeM, HadaJbHUKUH o0ObekTOoB OBT wiam japyrue JOJDKHOCTHBIE —JIMIA,
o0ecreurBaIIie Hay4YHO-TEXHHUYECKOE PYKOBOACTBO Bcel pa3paboTKoil
cootBeTcTBYOMIECH AC.

7.6. Ilpu pazpaborke cucrembl 3amutel B AC  cuenyer
PYKOBOJICTBOBAThCS  KJIACCH(UKAIMEH  aBTOMAaTU3MPOBAHHBIX  CHUCTEM,

NoJJIeXKAIIUX 3allUTe OT HECAaHKUMOHUPOBAHHOTO JOCTyHa K MH(pOpMaIuu, u
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TpeOOBaHUAMH MO 3aluTe HWHPOPMAIMH B aBTOMATH3MPOBAHHBIX CHCTEMax
Pa3IUYHBIX KJIACCOB.

CucremMa 3alllUTBl CEKPETHOM HHQOpMALMU pealn3yeTrcs B BHUAC
nojcucteMbl AC M BKIIIOYAeT KOMIUIEKC OPraHMU3allMOHHBIX, MPOrPaMMHBIX,
TEXHUYECKUX (B TOM 4HCle KpunTorpaduyeckux) CpeACTB, CHUCTEM U
meponpusituii no 3ammre uHpopmaruu oT HCJ[. C3CH cocTouT U3 cCUCTEeMHOMN
u (pyHKIIMOHANBEHOM yacTeil. CUCTeMHast 4acTh SBISAETCA OOIIEH U MPUMEHSETCS
npu pa3paboTKe, BHEAPEHUH M SKCIUTyaTallMd BCEX WM OOJIBIIMHCTBA 3a]ad
AC, pyHKUIMOHANBbHAS YacTh OOECIEYMBAET 3AUTY UH(OPMALIMHU TIPU PELICHUN
KOHKPETHBIX 3a/1ay.

7.7.  Pazpaborky C3CU AC  ocCymiecTBISAIOT  MOApa3iciieHUE,
paspabatbiBaroriee Ha npeanpusTuu AC, rpyIna Wik OTAeIbHbIC CTIeIIHAIUCThI
0 pa3pabOTKe CPEJCTB U MEP 3aIIUThl U (UJIK) CHEUAIU3UPOBAHHBIC HAYYHO-
UCCJIEI0BATEIbCKUE, KOHCTPYKTOPCKHE W MPOEKTHBIE MNPEAnpUsITHs (B TOM
quClIe JPYTHMX MHMHHCTEPCTB M BEIOMCTB) II0 JIOrOBOpaM, 3aKIHYaeMbIM
3akazunkoM AC.

B crpykType KpymHBIX MOApa3feieHuii ¢ OOJIBITUM 00BEMOM padoOT O
PEKUMHOMY OOECTICUCHUIO BBIJEISIIOTCA TaKXKe CIY»KObl O€30MacHOCTH WITU
CEKpETHBIE OPraHbl.

7.8. Ha monpaznenenue pa3pabOTKu CPEACTB U MEp 3alTUThl HHPOPMaILIUU
BO3JIaratoTcsl pa3paboTKa U BHEIPEHUE CUCTEMHOTO PEKUMHOIO 0OecrHeueHUs
(amanranus M HAcTpoOWKa MPOTrPaMMHBIX M TEXHUYECKHX CPEACTB U CHCTEM
IEHTPaJU30BaHHON pa3pabOTKH), a Takxke pa3paboTka TpeOoBaHUU K
(YyHKUIHMOHAIBHOMY PEXXKMMHOMY 00€CIIEUEHUIO.

K pa3paboTke U BHEAPEHUIO CUCTEMHOIO PEXKUMHOIO OOecredeHus
NPUBJICKAIOTCS  CIEUUATUCTBI -  pa3paboTyuku  OOECleYUBAOIIMX U
¢ynknuonanbHbIX monacucteM AC, cmyk0 0e30macHOCTH WM CEKPETHBIX
OpraHoB.

Pa3paboTka u BHeapeHue pexxuMHoro ooecrneueHus AC oCylecTBIIsSeTCs

Inpu BSaHMOHeﬁCTBHH CO ClriCOuaJIbHBIMUA HayYHO-TCXHUYCCKUMHN
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NOJpa3AeCHUsIMU  -CITy>)kKOaMU  3alluThl MHQOpPMAIMM ¥ TOAPa3ACICHUSIMU
PEKUMHO-CEKPETHON CITY>KOBI MPEIIPUITHS.

7.9. Meroauueckoe pyKOBOACTBO M y4acTHE B pa3paboTke TpeOOoBaHUU
no 3ammre wuHbopMmaruu ot HCJI, aHamuTHyeckoro oO0OCHOBaHUS
HEOOXOJMMOCTH CcO3/aHusl pexumHoro obecrneuenus AC, coriacoBaHue
BbiOopa CBT (B ToMm umcne OOIIECHCTEMHOIO MPOrpaMMHOTO 0OecredeHus),
IPOrpaMMHBIX U TEXHUYECKHX CPEICTB U CUCTEM 3alllUThl, OPraHU3alui0 paboT
N0 BBISIBJICHUIO BO3MOXHOCTEM M MPEAYNPEkKICHUIO YTEUYKH CEKPETHOM
uH(popMalMu MpU €€ aBTOMAaTU3UpOBaHHOW 00padoTke ocymectBisier CHTII
MPEeANPUATHS.

B BbIpaGoTke TpeboBanuit mo 3amute uHPopmauuu or HCJ[ CHTII
y4acTBYE€T COBMECTHO C 3aKa3uMKoM cooTBercTByromeld AC, oTpacieBbIM
opraHomM o0ecriedeHusi 0€30MaCHOCTH M BOEHHBIM IPEACTABUTEIHCTBOM
MunuctepcTBa 000OpOHBI B YaCTH BOMPOCOB, OTHOCSIIIMXCS K €r0 KOMIIETSHIIHUH.

7.10. OOmee pyKoBOJACTBO paboTaMH IO OOCCIEYEHHUIO pPeKHMa
CeKpeTHOCTH mpu pa3padoTke AC OCYIIECTBISET 3aMECTUTENb PYKOBOIAUTEIS
OpeanpUsITUsI-pa3paboTUrKa 110 PEKUMY.

OO11iee pyKOBOJICTBO pabOTaMu MO OOECIIEUEHUI0 PEKUMaA CEKPETHOCTU
npu  akcmryarauud  AC  OCyHIECTBISIET  3aMECTHUTENb  PYKOBOIUTEIS
npeanpusaTas — (opraHu3alyu), OTBEYAONIMK 3a oOecledyeHue peKuma
CEKpPETHOCTH.

Opranuzanuio KOHTPoOJs 3(G(EKTUBHOCTH CPEICTB U MEp 3allUThI
uH(popMaIu pa3padaThiBacT MPEANPUITHE U OCYIIECTBISET PYKOBOIUTEND,
OTBEYAIOIIMI HA MNPEJUpUITHM 3a OpraHu3alMio padoT Mo  3aluTe
uHbopMaInu.

7.11. Tlpu paszpadotke C3CHU HE0OX0IMMO MaKCHMAaJIbHO HCIIOJIb30BaTh
UMEIONINECS WIN pa3pabaTbiBaeMble THUIOBBIE OOIIECUCTEMHBIC KOMIIOHEHTHI,
3aMMCTBYSl TNpPOTpaMMHBIE M TEXHUYECKHE CPEACTBA M CHUCTEMbI 3alUThHI
uHpopmarun ot  HCJI  uenTpanu3oBaHHOM  pa3pabOTKH,  HMCHOJB3YS

zamuineaasle CBT.
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7.12. B pamkax cyniectByromux craauii u stanos co3ganus AC (I'OCT
34.601-90) BBIMOTHAIOTCSA HEOOXOAUMBIE 3Tarbl padoT mo cozaanuio C3CH.

7.13. B xommekce padot no coznanuio AC TOJKHBI Tpe1yCcMaTpUBaThCS
ormepexaroias pazpadotka u BHeApenue cuctremuoi yactu C3CH.

7.14. Ha npeanpoexkTHON cTaauu 1O OOCJIEIOBAHUIO OOBEKTA
aBTOMATH3allUd TPYNHoW oOcCIeoBaHMUS, Ha3HAYCHHOW NPHKA30M 3aKa3duka
AC:

YCTAHABJIMBAETCA HAJMYUE WJIM OTCYTCTBHE CEKpPETHON HHOpMaIUU B
AC, nomnexamiei pa3pabOTKe, OIICHUBAETCS €€ CTENEeHb CEKPETHOCTU U
00BEMBL;

OMPENCNIAIOTCA PEXKUM 00pabOTKH cekpeTHo mHdopMmanuu, kiace AC,
KOMITJIEKC OCHOBHBIX TexHuueckux CBT, oOmecucreMHble MpOrpaMMHBIE
CpeIICTBa, MpeAnoaraéMble K UCIOIb30BaHNIO B pa3pabareiBaeMoit AC;

OLICHUBAETCS BO3MOKHOCTb HCIIOJB30BaHUS TUIOBBIX Wi
pa3pabaThiBaéMbIX IIEHTPAIM30BAHHO U BBIITYCKAEMBIX CEPUMHO CPEICTB
3alUThl HTHPOPMALINH;

OTIPENIENISIIOTCS CTeNeHb ydacTtust nepcoHana BIl, dyHKIMOHaTBHBIX |
MIPOU3BOICTBEHHBIX CIIY>KO, HAYYHBIX U BCIIOMOTaTeNIbHBIX pA0OTHUKOB 00BEKTa
aBTOMaTH3alud B 00paboTKe MH(POpMAIIUU, XapaKTEP B3aUMOJCUCTBHS MEKIY
co00¥1 ¥ C Opa3ACICHUSIMH PEKUMHO-CEKPETHOU CITY>KOBI;

OTIPENICIIAIOTCA MEPONPUITHUS MO0 OOECIICUCHHUIO PEKUMa CEKPETHOCTH Ha
CTaJuu pa3padOTKU CEKPETHBIX 3ajad.

7.15. Ha ocHoBaHuUM pE3yJbTATOB MPEANPOECKTHOIO 00CIeI0BaHUSA
pa3pabatbiBatoTcs aHanuTuyeckoe obocHoBanue coszmanuss C3CU u paznen T3
Ha ee 0TpaboTKY.

7.16. Ha cranuu pa3pabotku npoektoB C3CU 3aka3unk KOHTPOJIUPYET ee
pa3paboTKy.

7.17. Ha cramuax TEXHHYECKOTO ¥ pabodero MpOeKTHUPOBAHUSA

pa3zpaboTtuuk cuctemHol yactu C3CHU o6s13aH:
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YTOYHHUTB COCTaB CPEACTB 3aIUTHI B TpuMeHseMbIx Bepcusx OC u I1IIII,
onucarb TOPAIOK MX HACTPOMKM U OKCIUlyaTaluu, CcHOpMyIUpOBaTh
TpeOoBaHUs K pa3paboTKke PYHKIMOHANBHBIX 33a/1a4 U 0a3 nanHbix AC;

pa3paboTarh WM aJanTUPOBAaTh MPOTPAMMHBIC U TEXHUYECKHUE CPEACTBA
3allUThI, pa3paboTaTh OPraHU3alMOHHBIE MEPOINPHUATHS MO CUCTEMHOM YacTH
C3CH;

pa3paboTath  OPraHU3AIMOHHO-PACTIOPA/IUTEIPHYI0O W MPOCKTHYIO
nokyMenTtanuio C3CH u pabouyro JOKyMEHTAIMIO MO AKCIUTyaTalluu CPEACTB U
Mep 3allUTHL;

OCYLIECTBJISITh METOIUYECKYIO MOMOIIb pa3zpaboTuukam
¢ynkuronanbHoi yactu C3CH.

7.18. Ha cramusax TeXHHMYECKOTO ¥ pabodero MpPOEKTHUPOBAHUSA
pa3zpabotuuk ¢pyHkuronanbHoi yactu C3CH o6s13aH:

npencTaBuTh paspaborumky cucremHoi yacth C3CU HEeoOXomumeble
VCXO/IHbIE JJAHHbIE JJIs1 TPOCKTUPOBAHUS;

OpyU METOJMYECKON momolnu pa3zpadboTunkoB cucteMHod yactu C3CU
pPeIyCMOTPeTh TpHu pemieHnd GyHKIUOHANBHBIX 3agad AC wucnoib30BaHHE
CPEIICTB U MEp 3aIlUTHI;

pa3paboTaTh MPOEKTHYI JOKYMEHTALMIO MO0 PEXUMHOMY OOECIIEUEHUIO
3amaun AC u pabouyne WHCTPYKITUH TSI DKCIUTyaTanuu GyHKIIMOHAIBHBIX 3a/1a4
AC, ompenenstomue nopsgok padotel nepconana BIl u mosb3oBareneir mpu
00paboTke cekpeTHOW nH(popmanuu ¢ yuetom pyHkuunonuposanus C3CU,;

000CHOBaTh KOJMYECTBO JIMII (M MX KBAIM(HUKAIUIO), HEOOXOAUMBIX JIJIs
HETMOCPEACTBEHHOM OHKCIUTyaTanu (MIPUMEHEHUs1) pa3pabOTaHHBIX CPEJNICTB
(crcTeMbl) 3alTUThI CEKPETHON MH(MOPMAITNH;

ONPENEIUTh MOPSAOK M YCIOBHS MCHOJIB30BAHMS CTAH/IAPTHBIX IITATHBIX
CPEIICTB 3anIuThl 00pabaTeiBaeMoi HHPOPMAIIUU, BKIIOYEHHBIX pPa3pab0TINKOM
B OC, IIIIII u T.11.;

BBITIOJTHUTh TE€HEPAIMI0 MaKeTa MPUKIAIHBIX MPOrpaMM B KOMILIEKCE C

BBI6paHHBIMI/I CTaHAAPTHBIMHA CPCACTBAMU 3alIUTHI.
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7.19. Paspabotka, BHempenue wu odkcmyatamus  C3CU AC
OCYULIECTBJISIETCS B OTPACIU WJIM HA OTIIEIBLHOM MPEANPUIATUA B COOTBETCTBUU C
TpeOOBAHUSIMH CJIEIYIOLIEH OPraHU3alMOHHO-PACTIOPSAUTEIBHON U MPOEKTHOM
JIOKyMEHTAIINEH, yUUThIBAIONIEeH KOHKPETHBIE YCIoBUs (yHKIMOHUpoBaHus AC
Pa3IMYHOTO YPOBHS U HA3HAYCHUS:

- [lonoxxeHne O moOpsAKEe OpPraHU3alMyd M IPOBEIEHUA B OTpaciu (Ha
npeanpuaTun) paboT 1o 3amure cekpetHor nadopmaruu B AC;

- MHcTpykuus no 3amute ceKpeTHo uH(opmanuu, oOpadaTbiBaeMol B
AC orpacnu (Ha NpeANpUATHH WU B IOAPA3JIEICHUAX NPEITPUATHUSA);

-paznen  [lonmokenus O  pa3pelIUTENbHOM  CHUCTEME  JIONyCKa
UCIIOJIHUTENEN K JOKYMEHTAM U CBEJICHUSM Ha MPEANPUATHH, ONPEACIIIONIMMA
O0COOEHHOCTH CHUCTEMBI JIOIYCKa B Mpoliecce pa3padoTKU U (PyHKIHOHUPOBAHUS
AC;

IPUKa3bl, YKA3aHUS, pELICHUS:

O CO3JaHMHM COOTBETCTBYIOLIMX IMOJApa3JeieHuil pa3pabOTUYUKOB, O
(opMHUpPOBAaHUU TPYIIIBI 00CIEI0BAHUSA, O CO3IAHUH IKCIIEPTHBIX KOMHUCCHIA;

0 Hayaje oOpaboTkum Ha oO0bekTe OBT wmHDOpManuu omnpeneneHHON
CTENIEHU CEKPETHOCTH;

0 HA3HAYEHUU JIML, OTBETCTBEHHBIX 3a SKCILIyaTALUIO0 BBIYUCIUTEIBHOU
cucteMsl, 0a3 manueix C3CH;

0 Ha3HAYEHUH YIOJTHOMOYEHHBIX CITY»Obl 0€30MaCHOCTH U T.[.;

- IPOEKTHAs JOKYMEHTAIUS Pa3IuuHbIX ctaauid cozaanus C3CU.

7.20. Paspabotka, BHeapenwe wu okciutyaraiuss C3CU B AC
IPOU3BOJUTCS YCTAHOBJIEHHBIM TOPSAJIKOM B COOTBETCTBUM C TpeOOBaHUAMMU
I'OCT 34.201-89, T'OCT 34.602-89, I'OCT 34.601-90, P/ 50-680-88, PJ 50-
682-89, P]1 50-34.698-90 u npyrux 10KyMEHTOB.

7.21.  Mopepnauszaius AC  JgoipKHa ~ paccMaTpuBaTbCs KAk
camocrositenbHas paspadorka camoit AC u C3CH s nee. Opranmsaius padot

IIPpHU 3TOM J0JIZKHA COOTBETCTBOBATL COACPKAHNIO HACTOAIICTO pa3acia.
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8. TOPIAJOK TIPMEMKH C3CH TIEPE]] CJIAYEW B
IKCIUVIYATALMIO B COCTABE AC

8.1. Ha craguu BBOa B neiicteue KC3 ocyiecTBistoTes:

IIPEIBAPUTEIIBHBIE UCIIBITAHUS CPECTB 3aIUTHI;

OMBITHAs SKCIUTyaTallus CPEACTB 3alUThl U (YHKIMOHAIBHBIX 3anau AC
B YCIIOBUSIX UX PaOOTHI;

IIPUEMOYHBIE UCIIBITAHUS CPEICTB 3aILUTHI;

npueMounbsie ucneitTanugs C3CH B coctaBe aBTOMAaTU3MPOBAaHHOMU
CUCTEMBI KOMUCCHEN COOTBETCTBYIOILIETO PaHTa.

8.2. IlpenBapuTeibHBIE MCHBITAHMS CPEACTB  3aIUTBl  IPOBOJIMT
pa3pabOTUMK ATUX CPEACTB COBMECTHO C 3aKa3UYMKOM M C TPUBICYECHUEM
CHELMATIUCTOB OTPACIEBBIX OpPraHOB OE€30MACHOCTH HH(POpPMAIMM B IIENAX
npoBepku otaenbHbIX cpenctB mo 'OCT 21552-84, I'OCT 16325-88 u I'OCT
23773-88, COOTBETCTBUSl TEXHUYECKON JOKyMEHTauuu TpedoBaHusM T3,
BbIPa0OTKH peKOMEHIAIMN MO0 UX A0pabOTKE U OMpEENICHUs MOPsIKa U CPOKOB
MIPOBEICHUSI OTIBITHOM KCILTyaTallUu.

8.3 Jlomyckaercs NpOBEIECHUE OINBITHOM 3KCIUTyaTallud CPEICTB 3aLUThI
70 HJKCIulyaTalMu (yHKIUMOHANbHBIX 3a7ady AC WM napajulebHO € HEW.
OnBITHYIO SKCILTyaTAlMI0 OCYIIECTBIISIET 3aKa3YMK C y4aCTHEM pa3padoTyuKa B
COOTBETCTBHH C MPOrpPaMMOil B LIENAX MPOBEPKU pabOTOCIIOCOOHOCTH CPEICTB
3alUThl HA peaJbHBbIX JAHHBIX U OTPAOOTKH TEXHOJOrnyeckoro mpouecca. Ha
JTale ONBITHOM OJKCIUTyaTallMd JOIMycKaeTrcs oOpaboTka WHGOpMAaLNH,
umeronieit rpud «CekperHo» U « COBEPIIEHHO CEKPETHOM.

s undopmanuu, umeroien rpud «Ocoboil BAXXKHOCTH», BO3ZMOXKHOCTD
00pabOTKM Ha 3Tare ONBITHOM 3KCIUTyaTalliy ONPEAEI 0T COBMECTHO 3aKa34UK,
pa3paboTUMK U OTPACIIEBON OpraH 6€30IacCHOCTH UHPOPMALUH.

OmnbiTHas KCcIuTyaTanus QyHKIHOHAIBHBIX 337a4 AC JOMKHA BKIIIOYATh

MPOBEPKY UX QYHKITMOHUPOBAHUS B YCIOBUIX paOOTHI CPEJICTB 3aIUTHI.
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8.4. Ilpy NOJNOKUTENBHBIX PE3YNbTATAX ONBITHOM JKCIUIyaTallMM BCE
IpOrpaMMHBIE, TEXHHUUYECKHE CpEJCTBA, OpraHU3allMOHHAs JIOKYMEHTAaIMs
CHAIOTCS 3aKa3YUKY IO aKTy.

[IpueMKa TEXHUUYECKUX CPEACTB 3aIIUThI B SKCIUTyaTaIMIO 3aKI0YAETCs B
MIPOBEPKE UX XaPAKTEPUCTUK U (PYHKIIMOHUPOBAHMS B KOHKPETHBIX YCIOBHSX, &
MPOrpaMMHBIX CPEJICTB 3aIUTHI - B PEIICHUU KOHTPOJIBHOTO MpuUmMepa (Tecta),
HamOoJee MPUOIMKEHHOTO K KOHKPETHBIM YCIOBHSIM (yHKIMoHupoBanusi AC,
C 3alUIaHUPOBAHHBIMU TMOMBITKAMU 00X0/1a CUCTEM 3amuThl. KOHTPOJIBbHBIM
IpUMEP FOTOBAT Pa3padOTUYUKH COBMECTHO C 3aKa3YUKOM.

8.5. Ilpuemounsie wucneiTanusgs C3CHU npoBoasTcs B cOCTaBe
aBTOMAaTU3UPOBAHHOW CUCTEMBI, MPEIBSIBISIEMON KOMUCCUU 3aKa34HKa.

OTBETCTBEHHOCTH 3a OpraHu3aiuio pabot mpu BBoje B aeiictsue C3CU,
3a (YyHKIIMOHUPOBAHUE CPEACTB 3AIUTHI ITOCIIE TPUEMOUYHBIX UCTIBITAHUM HECET
3aKa3yuK.

8.6. OTueTHbIE MaTepuaabl MO pe3yJbTaTaM IPUEMOYHBIX HCIBITAHUI
C3CH odopmistores B coorBeTcTBUM ¢ [[OCT 34.201-89 u P/ 50-34.698-90 u
HAIPABJISIIOTCS B OpraH 1o ceptudukaiuu st ohopmiieHus cepruduxara.

Bunbl 1OKYMEHTOB Ha MpOrpaMMHBIE CPEACTBA 3alUTHI OIMpPEAEIICHBI
I'OCT 19.101-77, na Ttexuuueckue cpeacrea - ['OCT 2.102-68, a Ha

skcruryaranonbie 10KyMeHTsl - [OCT 2.601-68.

9. TIOPAJOK DJSKCIUIYATAIIMU TIIPOITPAMMHBIX H
TEXHUYECKUX CPEJCTB U CUCTEM 3AIIATHI CEKPETHOM
NHO®OPMAILIUU OT HCJQ

9.1. O6paborka wuHbopManmun B AC 10DKHA TIPOU3BOJIUTHCS B
COOTBETCTBUM C TEXHOJOTMYECKHM IpOoLEeccOM 0O0pabOTKH  CEKPETHOM
uHbopMaIuu, pa3pabOTaHHBIM U YTBEP)KIACHHBIM B TMOPSIKE, YCTaHOBICHHOM
Ha NPEANPUATUH JJIs IPOEKTUPOBaHUS U 3KcIutyaTaruu AC.

9.2. na skemmyataunn C3CH - xoMIuiekca mporpaMMHO-TEXHHUYECKUX

CpeaACTB W OpPraHU3allMOHHBLIX  MCPOIIP UITHA 1O HX COIIPOBOKICHHIO,
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HaIlpaBJI€HHOIO HAa HCKIIOYEHHE HECAHKUMOHUPOBAHHOIO  JIOCTYNa K
oOpabatbiBaemoii B AC uHpoOpMalMK, MPUKA30M PYKOBOAMUTENS MPEANPUATUS
(CTpYyKTYypHOIO MOApa3AesiCHUs ) Ha3HAYAIOTCS JIMLA, OCYIECTBISIOIINE:

conpoBoxkaenne C3CU, Bximrodas BOMPOCH OpraHW3aluu pabOThl |
KOHTpOJIs 3a ucnosbzoBanuem C3CHU B AC;

ONepaTuBHBIA KOHTPOJIb 3a pyHKumoHupoBanuem C3CU;

KOHTPOJIb COOTBETCTBUS OOIIECUCTEMHOM MPOrpaMMHOM CPe/Ibl ITAIOHY;

pa3pabOTKy HMHCTPYKLMH, PErIaMeHTUPYIOLIEH MpaBa M OOSI3aHHOCTH

ornepaTopoB (I10JIb30BaTeNeH) Mpu paboTe C CEKPETHOU UHPOpMAITUEH.

10. MOPAAOK KOHTPOJA DOPEKTUBHOCTU 3ALIUTHI
CEKPETHOH HH®OPMAIIMHA B AC

10.1. KonTposb 3¢ hextuBHOCTH 3amuThl nHPopMammu B AC mpoBOAUTCS
B IIEJISIX MPOBEPKH CEPTU(PHUKATOB HA CPEACTBA 3alUTHl U cooTBeTcTBUsA C3U
TpeOOBaHMUSIM CTAHIAPTOB M HOPMATUBHBIX JTOKYMEHTOB | OCTEXKOMHCCHH
Poccun no 3amure nndopmanuu ot HCJI Ha cienyronmx ypoBHsX:

rOCyJIapCTBEHHOM, ocylecTBisieMoM HMHcnekuuerd [ ocTtexkoMuccumn
Poccun mno oGopoHHbiM paboTaM M paboTaMm, B KOTOPBIX HCHOJIB3YIOTCS
CBEJIEHUS, COCTABIIAIOIINE IOCYIapCTBEHHYIO TallHY;

OTPACIIEBOM, OCYUIECTBISIEMOM BEIOMCTBEHHBIMH OpraHaMU KOHTPOJIS
(TTaBHBIMM HAyYHO-TEXHUYECKUMHU U PEKUMHBIMU YIIPABICHUSIMU, TOJIOBHBIMU
opranuzanusMi 1o 3ammure uapopmaiuu B AC);

Ha YpOBHE Tpeanpusitus (OTAETbHON OpraHu3alyu), OCYIIECTBIISIEMOM
BOGHHBIMU TIpeAcTaBUTeNbcTBAaMU  BoopyxkeHHbix Cun (Mo oOOpOHHBIM
paboTaM), CHEUUATBHBIMH  HAyYHO-TEXHHUYECKUMHU  MOAPA3ACICHUAMH U
PEKUMHO-CEKPETHBIMH CITy>K0aMu (OpraHamu, cyk0amMu 6€301acCHOCTH).

10.2. MannumatrnBa NMpOBENECHMS NPOBEPOK NMPUHAIICKUT OPTaHU3ALMAM,
ybss wuHpopMmanus oOpabareiBaetcsi B AC, [ocrexxkomuccum Poccum u

BEJIOMCTBEHHBIM (OTpACIIeBbIM) OpraHaM KOHTPOJIS.
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10.3. TIpoBepka GYHKIMOHUPYIOIIMX CPEACTB M CHCTEM 3aIllUTHI
unpopmarmun ot  HCJ] ocyiecTBisieTcss ¢  TNOMOIIBIO  MPOTPAMMHBIX
(mMporpaMMHO-TEXHMYECKHMX) CPEJICTB Ha NPEIMET COOTBETCTBUSI TPEOOBAHUAM
T3 ¢ yuerom kimaccudukanuu AC U CTENEHU CEKPETHOCTHU 00padaThIBaEMOii
nHpopMaruu.

10.4. Tlo pe3ysabrataM IpoBEPKH O(POPMIISIETCS aKT, KOTOPBIM JTOBOJAUTCS
0O CBEACHMS PYKOBOIAUTENSI MNPEANPHUATHS, IMOJb30BAaTENd M JPYTUX
OpraHu3alui U JOJKHOCTHBIX JIULl B COOTBETCTBUU C YPOBHEM KOHTPOJIS.

10.5. B 3aBuCcMMOCTM OT XapakTepa HapyLIEHUH, CBI3aHHBIX C
GYyHKUIMOHUPOBAHUEM CpEICTB M cucteM 3ammtbhl uHbopmamuu ot HC,
nerctByronien AC B COOTBETCTBHUM € MojoxkeHneM o ['octexkomuccun Poccun
MOTYT OBITh TPEABABICHBI MPETEH3WU BIUIOTH 0 MPHUOCTAHOBKH OOpabOTKH
uH(OpMAaIINH, BBISIBICHHS U YCTPAHEHUS! IPUUMUH HAPYIICHUH.

Bo3o0OHOBiEHHME padOT MPOU3BOJAUTCA TOCHAE MPUHATHS MeEp IO
YCTPAaHEHHUIO HapylIeHUH U NpoBepkH 3(P(PEKTUBHOCTU 3alIUTHl OpraHaMu
KOHTPOJISL U TOJIBKO C pa3pellieHnsl OpraHa, CAaHKIIMOHUPOBABILIETO MTPOBEPKY.

B cnyuae mpekpaimienust paboT 1o pesyibTataMm npoBepku MHcnekmnueit
['ocrexxomuccun Poccun oHM  MOTYT OBITh  BO30OHOBJIEHBI TOJIBKO C
pazpemienuss ['ocrexxomuccun Poccun, a B OTHOIIEHMM JIOJKHOCTHBIX JIULL,
BUHOBHBIX B 3THX HApYIICHMSIX, PEIIAETCS BOMNPOC O MPUBICYEHUM HX K
OTBETCTBEHHOCTH B COOTBETCTBUU ¢ TpeboBaHusiMu Muctpykuuu N 0126-87 u

ﬂeﬁCTBYIOIHHM 3aKOHOAATCIbCTBOM.

11. HMOPAJOK OBYYEHUSA, HNEPEINOAIOTOBKU WU
HOBBIINEHUA KBAJIMOUKAILINN CIIEHUAJINCTOB B OBJIACTH
SAIIUTHBI UHOOPMAIIMA OT HCJ

I1.1. IToaroroBKa MOJOABIX CHELHATUCTOB M MEPENOATOTOBKA KaApPOB B
obmactu 3amuThl  uH@OpMainuu, obpabateiBaemoir B AC, ot HCJ
ocyuecTisiercss B cucreme ['ockomurera Poccuiickon denepanuu mo neinam

HayKd WM BbICIIeW mKosbl U BoopyxeHHblx Cui KageapaMyu BBIYUCIUTEIbHOM
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TEXHUKU M aBTOMATU3UPOBAHHBIX CHUCTEM BBICIIMX YYEOHBIX 3aBEACHUU IO
JIOrOBOpPaM ¢ MUHUCTEPCTBAMU, BEOMCTBAMHU U OTAEJIbHBIMU NPEAIPUATUIMHA.

11.2. TIlogroroBka OCYHIIECTBISICTCS IO YYEOHBIM IporpaMmam,
coryiacoBaHHbIM ¢ ['octexxkomuccuent Poccun.

11.3. TloBbleHue KBaMU(pUKALMK CHEIUATUCTOB, pabOTAIONIMX B ATOM
00J1IacTH, OCYHIECTBIISIIOT ~ MEXOTPACJIE€Bble M  OTPACIEBBIE  HHCTUTYTHI
MOBBINICHUS KBanu(UKAIMU W  BbINIEyKa3aHHbIE Kadeapel By30B TIO
IporpaMmam, COTIJIaCOBaHHbIM C ['ocrexkomuccuen Poccunm u oTpacieBbIMU

OopraHaM¥H KOHTPOJIA.
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