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Foreword

ISO the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwidedastization.
National bodies tt aremembers of IS@r IEC participate inthe developnent of Internatioal
Standards througlethnical committeegstablishel by the respect® organization taleal with
particular felds of technicakbctivity. 1ISO and IEC techna committees codborate in fields of
mutual inteest Othe international eganizationsgovenmental and nogovanmental, in liaison

with 1SO andIEC, also take part in the wik.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
Part 3.

In thefield of information technologylSO and IEC have establishedjoint technical committee,
ISO/IEC JTC 1. Draft International Staards adopted by the joint technical committee are
circulated to national bodies for voting. Pulation asan International Standare@quires approa

by atleast75 % of the nationdbodies casting a vote.

International Sandard ISO/IEC 1548-3 was prepard by Joint Tehnical Committe ISO/IEC

JTC 1, Information technologyin collabogtion with Common Criteria Project Sponsoring
OrganisationsTheidentical &xt of ISO/IEC 15408-% publishedby the CommonCiriteria Projet
Sponsoring Orgnisations asCommonCriteria for Information Technology Securitw&uation.
Additional information on th€ommon Criteria Project and contact information on its Sponsoring
Organisations is provided in Annex A of ISO-IEC 15408-1.

ISO/IEC 15408onsists of the following gts, under the general tittaformation technology —
Security techniques — Evaluation criteria for | Taaéty:

- Part 1: Introduction and general model
- Part 2: Securityfunctionalrequirernents
- Part 3 Securityassurance requirements
Annexes A and B of this part ofSO/IEC 15408 aréor informatian only.

This LEGAL NOTICE has been placed in all Partd ¢6SO/IEC 15408 by request:

The seven governmental organisatioreelléctively called “the Common Criteria Praje
Sponsoring Organisations”) @htified in ISO/EC 154081 Annex A, as the joint ha of the
copyright in the Common Criteria for Informatio Technology Securitfvaluation, Pars 1
through 3 (called the“CC"), h ereby grant non-exclusive license t8O/IEC to use #CC in the
developrant of the ISO/IEC 15408 international standard. Hoere the Common Criteria
Project Sponsoring Organisations retatine rightto use, copyistribute, or modify taCC as they
see fit.

viii
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance requirements

1 Scope

This part of ISO/IEC 15408dfines theassurance requireants of the standard. It incles the
evaluation asswance levels (EALS) that dfine a scale for measugrassuraoe, the individial
assurancecomponents from which the assurance levels are composed, and the fwiteria
evaluation of PPs and STs.

1.1 Organisation of ISO/IEC 15408-3

Clause 1 is the introduction and paradigm for gast of ISO/IEC 15408.

Clause 2 desibes the presentation structuretloé assuranceadses, familiescomporents, and
evaluation assurance levels along with thelationships. Italso chaeacteries the assurance

classes ard families fourd in clauses 8hrough 14.

Clauses 34 and 5 povide a brief introduction to the evaluatiamteriafor PPs and STsfollowed
by detailed explanatiorsf the families and compents thatare used fothose evaluations.

Clause 6 provides detailed definitions of the EALSs.

Clause 7 providga brief introdwtion tothe assuranceadssand is followed by clauss through
14 thatprovide detailed definitions dhose classes.

Clauses 15 and 16 provide brief introdation to the evaluatioreriteria for maintenance of
assurancdollowed bydetailed definitions of thodamiliesandcomponents.

Annex Aprovides a summarnyf the depenéncies betweetheassurance components.

AnnexB provides a cross refence letween the EALs and the assurance components.

1.2 ISO/IEC 15408 assurance paradigm

The purpose fothis subclause is to document the philosophy that underpihS@HEC 15408-3
approad to assurace. An understanding of this subclaus#l permit the eader to understand the
rationak behind tle ISO/IEC 15408-3 assurance reganrents.
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1.2.1 ISO/IEC 15408 philosophy

The ISO/IEC 15408 philosophy is that the threatsetuisty and organisationaksurity policy
commitments should beearly articulaéd and tle proposed smirity measures be&lemonstrably
sufficient fa their intended purpose.

Furthermoe, measues should bedopted that reduce the likelihoaof vulnerabilites, the ability
to exercise (i.e. intentionally exploit or unintentionally trigger) a valoiéty, and theextent of
the damage that could occur from a \aséibility being exercised. Additi@ily, measures should
be adoptd that facilitate the subsequent identfition of vulnerabilitis and the elimination,
mitigation, and/omotification that a vulnerability Isbeenexploited ortriggered.

1.2.2 Assurance approach

The ISO/IEC 15408 philsophy is to provide ssurance based upon an evaluation (active
investigation) of the IT product or system that is to beedudtvaluation hasden the traditional
means of providig assurance and is the tsf&ir prior evaluation criteria dcuments. In aligning

the existing apmpachesISO/IEC 15408 adopts the same philosoph@/IEC 15408 proposes
measuing the validity of the documentation and of the resulting IT product or system by expert
evaluators with ioreasing emphasis oscope, depth, and rigour.

ISO/IEC 15408 does not exclude rroes it cooment upon, theelative meits of other measof
gaining assurace. Research continues with respect to alternative ways of gainingreessuis
maturealternativeapproaches emerge from these redeactivities, they will be considered for
inclusion in thestandard, whicls so structured as to allotheir future introduction.

1.2.2.1 Significance of vulnerabilities

It is assumed that ¢he are thret agents that will activelyegk to exploit opportunities to violate
security polcies both for illicit gains and for well-intentioned, but ethreless insecure actions.
Threat agents maylso acciderdly trigger security vulnerabiligs, causing harm to the
organisation. Due to the need to processsiive information and the lack of awability of
sufficiently trusted prodts or systems, there is signdit risk due todilures of IT. Itis, therefore,
likely that IT security brezhes could lead to significant loss.

IT security bre@hes arise througthe intentionakxploitation or the unintentional triggng of
vulnerabilities in tle application of ITwithin busines concerns.

Steps shouldbe taken tgrevent vulnerabilities arising in IT prods andsystems. To thextent
feasible, vulnaabilities should ke:

a) eliminated— thatis, active steps should beken toexpose andremove or neutralise,
all exercisable vulerabilities;

b) minimised — that is, active steps shouldta&en to educe, toan acceptableesidual
level, the potential impact of any exie of a vulerability;

c) monitored — thatis, active stgps $ould betaken to ensure hat ary attenpt to exercise
a residual vularability will be deteted so that steps can taien to limit the damage.
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1.2.2.2 Cause of vulnerabilities
Vulnerabilities can arise throudhilures in:

a) requirenents — tha is, an IT produtor system may posseald the functions and
features required of it and stitontain vulnerabilities that render it unsuitable or
ineffective with respect to security;

b) construction — that is, an IT product or system does not meet its sgiemifd@nd/or
vulnerabilities have been introdad as a result of poor constructional standards or
incorrect designchoices;

c) operation — thatisan IT produtor systen has be@ constricted correctly tacorrect
specification but vulerabilities have ben introduced saresult of inagquate controls
upon the operation.

1.2.2.3 ISO/IEC 15408 assurance

Assurance is grounds for confidenthd an IT product or system nets its seurity objectives.
Assurance can be derived fromereince to sources & as unsubahtiated assertions, prior
relevantexperience, ospecific experierce. However, the standar@rovides assuraedhrough
active investigation. Active insstigation is an evaluatioof the IT product or system in order to
detemine itssecurity properties.

1.2.2.4 Assurance through evaluation

Evaluation has beethe traditional means of gaining assurance, and is #sgskof the ISO/IEC
15408 approach. Evaluatitechniges an include, but are not limited to:

a) analysis and checking pfocess(esdnd procedure(s);

b) checking thaprocess(es) and procedure(s) laeeng applied;

c) analysis of the correspondebetween TOE esign representations;
d) analysis of the TOE design representation ag#mestequirements;
e) verification of proofs;

f) analysis of guidance documents;

g) analyssof functional testdeveloped amthe results provided;

h) independent functional testing;

i) analysis for vulnerabilities (including flalaypothesis);

j) penetration testing.
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1.2.3 The ISO/IEC 15408 evaluation assuran ce scale

The ISO/IEC 15408 philosophy asserts that greaesmsuence results from the applicatiaf
greaterevaluation effort, and that the goal is to apbly minimum effort required to providthe
necessary level of assurance. The increasmgl bf effort is kased upon:

a) scope — that is, theffert is greater because a largeortion of the IT poduct or
system is included;

b) depth—tha is, the effort is geater becausit is deployed t@ finer level odesignand
implementation etail;

c) rigour — that isthe effortis greater bcause iis applied ira morestructuredformal
manner.
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2 Security assurance requirements

2.1 Structures

The following subclauses describe the com$trwsed in re@senting the assance classes,
families, componentand EALs aong with the relationships among them.

Figure 21 illustrates the assance requirements defined in this part of IKQ/ 15408. Note that
the most abstract collection of assurance requiremerg®isad to as a class. Each clasatains
assurancdamilies, whch then contain assures components, which in turontain assurance
elements. Classes and families are used to provide a tayommmclassifying assurance
requirements, whil comporents are used tepecifyassuance requirements ia PP/ST.

2.1.1 Class stru cture

Figure 2.1 illustrates thassurancelass structure.

2.1.1.1 Class name

Each assurane class is assigned a unguoname. The nammndicates the topics caved by the
assurance class.

A unique shorform of the assurance clasameis also provided. Thiss the primary measifor
referencing the assurandass. The convention adopted is an “A” followed by two lettersectlat
to the chss name.

2.1.1.2 Class introduction

Each assuance class has an introductory subclause thatitles the composition of the class and
contairs supportive textoveringthe intent of tle class.

2.1.1.3 Assurance families

Each assurance class cant atleast one assureafamily. The strgture of treassuance families
is described in the following subclause.
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Class name

Class ntroduction

Assurance family

Common criteria assurancerequirements

Family name

Objectives

Component levelling

Application notes

Assurance component

\ Componept identification

Objgctives

Applicqtion notes

Depepdencies

Assuanceelement

Figure2.1 - Assurance class/family/component/element hierachy

2.1.2 Assuranc e family structu re

Figure 2.1 illustrates the assuranamify structure.
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2.1.2.1 Family name

Every assuance family is assigned a unique name. The name provieesigtive information
abou the topics cogred by theassurance family. Eh assurancdamily is placed within the
assurancelass that comins otter families withthe same intent.

A unique short form of the assurance family name is also provided. This is the primary nedans us
to referencehe assurance family. €ltonvention adopted is thattkhot form of theclass name
is used, followedby an underscore, aiden thredetters related to the familyame.

2.1.2.2 Objectives

The objetives subclause dheassuance family presents the intenttbie asswance family.

This subclause describes the objectives, particularly tietsted to the ISDEC 15408 assurance
paradigm, that the family is intended to address. The description for the assamnatyces kept at

a generaldvel. Any specific details required for objectiveare incorporated in the particular
assurance component.

2.1.2.3 Component levelling

Each assurance family contains one or more assurance componkistssubchuse of the
assurance family describesstbomponents available dexplairs the distinctios between them.
Its main purpose is to differentiatetlyeen the assurance components once it has been dedgrmin
that theassuran@ family is a necessary or usefart of the assurarcequrements foa PP/ST.

Assurance famiéis containing more than one componentlevelled and rationale is provided as
to howthe components are levelled. This rationai@ i®rms of sope, depth, and/or rigour.

2.1.2.4 Application notes

The application notes suldoke ofthe assurase family, if present, contains additidnaformation

for the assuranceamily. Thisinformationshould be oparticular interest tasers othe assurance
family (e.g. PP and ST authorestgners of TOEs, evaluators). Theggntation is informal and
covers, forexample, warnings about limitations of use and areas where specific attentidre may
requred.

2.1.2.5 Assurance components

Each asswance family has at least one assurance component. The structure of the assurance
comporents is provided in the following sulzcise.

2.1.3 Assurance component structure

Figure 2.2 illustrates thassurance&omponent streture.
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Assurance |
component| |__| Component
identification

Objectives

Application
notes

Dependenies

Assurance
—1 elements

Figure 2.2 - Assurance component structure

Therelationship betwen components within a family is highlighted using a bolding enhen.
Those parts ahe requirements thatemew,enhancd or modified beyond tkrequirements of the
previous componentithin a hierarchy ardolded. Thesame bolding corention isalso usd for
dependenais.

2.1.3.1 Component identification

The component ehtification subchuse provides descriptive infoation necessary to identify,
categoriseregiser, and referece acomponent.

Every assuranecomponent is assigd a unique name. The name proadescriptive information
about the topus covered by thassuranceomponent. Each assurance componengieglwithin
the assuranefamily that sharesstsecurity objective.

A unigue short form ofthe asswance component name is alprovided. Thisis the primary means
used to refeence theassurane component. Theonvention usedthat the short form of tafamily
nameis used, followed by a periodnd thena nuneric character. The numeric characters for the
components within eh family are assigned sequedlty, starting froml.

2.1.3.2 Objectives

The obgctives subclause ofhe assurance component pfesentcontains specific objectisgor
the particulaassuranceomporent. For those assurance componends hlave this subelise, it
presents the specific intent okttomporent and a more detailed exphtion of the objectives.

2.1.3.3 Application notes

The application n@s subclause ofan assuance component,if present, corgins additional
information to fecilitate the use of tacomporent.
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2.1.3.4 Dependencies

Dependenies among assurance components arise waemponent is not self-suient, and
relies upon th@resenceof another component.

Each assurancecomponent provides a complete list of dependencies to other assurance
comporents. Some components may list “No depend&sicio indicate that no dependeesihave
beenidentified. Thecomponents depended uporay have dependencies on other components.

The dependency list edtifies the minimum setof assurance componentich are reliedipon.
Componentsvhich are hierarchical to a componenttire deendency list nay also be used to
satisfy the dependency.

In speific situations the indicatd demndencies might not be apphble. The PP/STauthor, by
providing ationale for why a given dependency is not applicable, magtehot to satisfy tat
depedency.

2.1.3.5 Assurance elements

A set ofassurancelementss providedfor eachassuance componenAn assurance element is a
security requirement which, if further divided, would not yield a meaningful evaluation result. It is
the smallest smirity requitrement recognised ithe standard.

Each assurance @hent is identified as blonging to one of the three setsassuance elements:

a) Developer action efnents: theactivities that shall be performed by the developer. This
set of adionsis further qualfied by ewdential materal referencedin thefollowing st
of elements. Requirements for developetiioms aredentified by appending thetter
“D” to the element number.

b) Content and presentation of evidergements: the eviehce requied, what the
evidence shall demonstrate, and what information the eadeshall convey.
Requirements for content and presentation of evidence are identified by appending the
letter” C” to the elementnumber.

c) Evaluator actiomlements: the activities that shall performed bytheevaluator. This
set of actions explicitly isludesconfirmation that the requements prescribed in the
content and presentation of eside elements havbeen met. lalso includes explicit
actionsand analysi that shall be performed iaddition to that already @formed by
the developer. Implicit evadtor actions are also to beerformed as a esult of
developer actiorelements whichare not covered by content and presentation of
evidence reuirements. Requirements for evatuattons are identiéd by appending
theletter “E” to the element nuneb.

The developer actions and caentt and preantation of evidencelefinethe assuance requirements
that are usd to represent a developerasponsibilities in demonstrating assurance in the TOE
security functions. By meeting these requirements, the developer can increase confidethee th
TOE satisfies théunctional and assurancequirementof a AP or ST.
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The evaluator ations define the euator's lesponsibilities in the two aspects ofaation. The
first aspecis validation of thePP/ST in accordance with the classes APE and AS&anses 4
and 5. Theecond aspect is verifation of the TOE's conformance with its functioaatl assurance
requirements. By demonstrating that the PP/ST is aalidthatthe requirements areanby the
TOE, the evaluator can provide basis for confidence that the TOE will meet its security
objectives.

The develope action elementscontentand presentation oévidene elements, amh explicit
evaluatoraction elements, identify the awator effort that shall be expeed in verifying the
security claing made inthe ST of the TOE.

2.1.4 Assuranc e elements

Each elementepresents a requirementhe met. These statements of requirements are intended
to be clear, conogs and unambiguous. Thefore, there are no compound sentences: each
separableequirement is stated as iadividual element.

The elements have been written using the normal dictionary meaning for the terms used, rather than
using a number of predefidéerms as shorthand wdhi resulsin implicit requirements. Therefore,
elementsare writen as expkit requirementswith no reservd terms

In contrast tolSO/IEC 15408, neither assignment nor selection operationsral@vantfor
elements in this parf SO/IEC 15408; howeverefinaments may be made to IS@EC 15408-3
elements arequired.

2.1.5 EAL structure

Figure 2.3 illustates the EALs and associated structwefened in this part of ISO/IEC 15408. Note
that while the figure shows theontents of the assurance components, it is intended that this
information would be includd in an EAL by refeence to the actual componentfided in 1ISO/

IEC 15408.

2.1.5.1 EAL name

Each EAL is assigned a unique name. The name provides descriptive information aboettthe int
of the EAL.

A unique shorform of the EAL namesalso providedThis isthe primary means uséareference
the EAL.

2.1.5.2 Objectives

Theobjectives subclause of the EAL presents the intentedEAtL.

2.1.5.3 Application notes

Theapplication notes subclause of the EAL, igent, contains information of particular interest
to uses of the EAL (e.g. PP andTSauthors designers bTOEs targeting this EAL, evaluators).

Thepresentation is inforah and coversfor example, warnings about limitations of wumel areas
where specific attention may bequired.
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Figure 2.4 - Assurance and assurance leVassociation
2.1.5.4 Assurance components

A setof assuance componentsaie keen choseffior each EAL.
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A higher levelof assuance tharthat provided by a giveBAL can be achiesd by:
a) including additional assuraa comporents from otheassurancdamilies;or

b) replachg an asurance component with a higher level asurance component from the
sameasaurancefamily.

2.1.6 Relationship between as surances and assur ance levels

Figure 2.4 illustrates the relationship beén the assance requirements and thesuance levels
defined in ISO/IEC 15408. While assurance components furthesngmse into assurance
elementsassuance elementsannot be individually referead byassuance kvels. Note that the
arrow in the figurerepresents a referemfrom an EALto an assurance component within ¢reess
where it is defined.

2.2 Componen t taxonomy

This part of ISO/IEC 15408 contains classes of fasi#ind components that are grouped on the
basis of related assamce. At the start of each class is a diagram that indicates theekamithe
class and tacomporents in eactiamily.

Class name

Figure2.5 - Sampleclass decomposition diagam

In Figure 2.5, above, the class as shawntains a singleamily. The family contains three
comporents that ardinearly hierarchical (i.e. component 2 requires more than component 1, in
termsof specific actions, sp#ic eviderce, or rigour of the actions or evides). The assurance
families in this part of ISO/IEC 15408 are all lany hierarchical,although linarity is not a
mandatory criterion forassuance families that malge added in the future.

2.3 Protection Profile and Security Target evaluation criteria class
structure

The equirements for protection profile anécsirity target eguation are treated as assurance
classes and are presented using the similar structure as that used for the othereadassas,
described below. One rafiie difference is theabsence of a component levelling subclause in the
associated family descriptions. The reason i da&h &mily has only a singl component and
therefore no levelling has occurred.

Tables 31, 3.2, 3.3ad 3.4 in clause3 of thispart of ISO/IEC 15408 summarise, for boththe APE

and ASE classes, theconstitient families andabbreviations for ach. Narrative sumuries for the
APE familiescan befoundin ISOIEC 154081, Annex B, subclauses B.2 through B.2.6,
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whereas arrative summaries for the ASE families can be found in ISO/IEC 15408-1, Annex C,
subclauses C.2through C.2.8.

2.4 Usage of terms in ISO/IEC 15408-3

The following is a list of terms which areeglsn a precise way ithis part of ISO/IEC 15408. They
do not merit inclusion in the glossary becatis®y are genea English terms and their usage,
though restriad to the explanations givebelow, isin conformance with dtionary definitions.
However, those explanatisof the terms were usl as guidawe inthe development dhis part of
ISO/IEC 15408 and should ieelpful for general understanding.

Check — This erm is similar to putlessrigourous than “confirrhor “verify”. This term requies
a quck determination to be made by the evaluator, gEshequiring only a cursory amgsis, or
perhaps no aaysis at all.

Coherent— An entity is logically ordered and has a discernible meaning. For aéodation, this
addresses both thectaal text and the structure of the document, in terms of whether it is
understandable byts target audience.

Complete— All necessary parts of an entity havedn provided. In terms of documentation, this
means thaall relevant information is covered in theawnentation, at suchlavel of deéil that
no further explanation is reqed at thatevel of abstraction.

Confirm — This term is used to indicatieat something reels to be reviewed in detail, and that
an indepenént determinationof sufficiency need to be made. Télevel of rigour required
depends on theatureof the subjet matter. Thigermis only appliedto evaluator actions.

Consistent— This term describes a relationship besivo or more entities, indicating that there
are noapparent contradictions be®en these entities.

Counter (verb) — This term is typically wsl in the context that a earity objective counters a
particular thieat, but does notatessarily indica that the threat is completely eradiedtas a
result.

Demonstrate — This term efers to an analysis leading tacanclusion, which is less rigourous
than a “proof”.

Describe — Thisterm requires that certain, gjiféec details ofan entity be provided.

Determine — This term requires an independent analysie be madgwith the objectie of
reaching a articular conclusion. The usagjof this tem differs from “confirm” or “verify”, since
these other terms imply that an analysis haadir bee performel which reeds to be reviewed,
whereas the usage of “determine” implies a truly independent analysis, usuh#éyabsence of
any previous analysisaving been perforedl.

Ensure — This term, ued by itself, implies a stroncausal redtionship between aaction and its

consequences. Thigrt is typically peceded by the word “helps”, which indicates that the
consequence is not fully cairt, on the basis of that@on alone.
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Exhaustive — This term is ud in the standard with respectdonductirg an analyss or other
activity. It is related to “systematic” but is considerably stronigethat it indicates not only gha
methodical approach has beeskeén to perform the analysis or activityccarding to an
unambiguous plan, but that the plan that was followed is sufficient to ensure that all possible
avenues have been exercised.

Explain — This term differs from bothdescribe” and “demonstrate”. It is intended to answer the
guestion “Why?” without actually attempting to argue that the course of ac@bwés taken was
necessarily optimal.

Internally consistent— There are napparent contradictionsetween any asgcts of an entity. In
terms of docurentation, this measthatthere carbe no staments within thedocumentation tht
can betaken to contradict each other.

Justification — This term redrs to an analysis leading to a conclusion, but is more rigorans th
a demonstration. This ternequires signifcant rigour in terms of very ogully and thoroughly
explaining every step dlogical argument.

Mut ually supportive— This term descrilsarelationship betweeagroup ofentities, indicating
that the entities possess propersevhich do not conftit with, and may assist thether entities in
performing tleir tasks. It is not neceay to deermine that every individual entityn question
directly supports other entities in that groupiragher, it is a more general determation that is
made.

Prove — This refers to a formal alysis in its nathematical sens. It is completely rigourous in
al ways. Typially, “prove” is usel when there is a desire to shoveorrespondenceetween two
TSFrepresentationst ahigh levelof rigour.

Specify— This termis usal in the samecontextas“describé, but is intended to be more rigourous
and precise. Itis very similar to “define”.

Trace(verb) — This érm is ugd to indicate that an informal correspondens equired betwen
two entitieswith only a minimal leveof rigour.

Verify — This term is simdr in context to “confirm”, but has more rigourous corations. This
termwhen used in the coext of evaluator etions indicags that an independent effort is recpair
of the evaluator.

2.5 Assurance ca tegorisation

The assurance classes, familegl the abbreviatiofor each familyare shown inrable 2.1.

2.6 Assurance class and family overv iew

The following sumrarises the assurae classes andrhilies of clauses 8-14. These clessnd
family summaris are presented ithe same order as they appm clauses 8-14.
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Table 2.1 -Assurance family breakdown and mapping

Assurance Class Assurance Family Abbreviated Name
Class ACM: CM automation ACM_AUT
Configuration CM capabilities ACM_CAP
management |CM scope ACM_SCP
Clas ADO: Delivery |Delivery ADO_DEL
and operation [Installation generation amstart-up| ADO_IGS
Functional speci@ation ADV_FSP
High-level design ADV_HLD
_ Implementation represtation ADV_IMP
gészfoéz\éht TSF irfernds _ ADV_INT
Low-level design ADV_LLD
Representation correspondence ADV_RCR
Security policymodeling ADV_SPM
ClasAGD: GuidanceAdministrator guidance AGD_ADM
documents  |[User guidance AGD_USR
Development security ALC_DVS
Class ALC: Life cyclgFlaw remediation ALC_FLR
support Life cycle definition ALC_LCD
Tools am techniques ALC_TAT
Coveaage ATE_COV
_ Depth ATE_DPT
Class ATE: Tests Functional tests ATE_FUN
Independent testing ATE_IND
Covertchannelanalysis AVA_CCA
\%ﬁf; raﬁ\”/é\y Misuse AVA_MSU
assessment | Strength of TOE securitiunctions AVA_SOF
Vulnerability analysis AVA VLA

2.6.1 Class ACM: Configuration management

ConfigurationmanagementCM) helps to ensure thahe integrityof the TOE is preseed, by
requiring digipline and control in the processes of refirent and modification of the TOBnd

other related information. CM prevents unauthorised modifications, additiondgtoiwis to the
TOE, thus providing assuranceithhe TOE and documentation used for eg@dun arethe ores

prepaed for distribution.

2.6.1.1 CM automation (ACM_AUT)

Configuration maagement automation establisheg tbvel of automation usd to control the
configuration items.
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2.6.1.2 CM capabilities (ACM_CAP)

Configuration management capabilities defihe claracteristics ofthe configuation management
system.

2.6.1.3 CM scope (ACM_SCP)

Configuration managment sope indicates the TOE items that need to be coetrdlly the
configuration maagement system.

2.6.2 Class ADO: Delivery and operation

Assurance e@ss ADO defines requirements for the measureszgulares, and standards conegrn
with secure divery, installation, and ogational use of theflOE, ensuring that the caity
protection dfered by theTOE is not compromised during transfenstllation, start-up, and
operation.

2.6.2.1 Delivery (ADO_DEL)

Delivery covers the procedures used to namsecurity during ensfer of the TOE to the as
both on initial delivery ands part of subsequent modification. It includes spewiocedures or
operations requied to cemonstete the authenticity of the deked TOE. Such pradures and
measures are thbasisfor ensuring thathe security protection offedeby the TOE $ not
compromiseé during tansfer While compliane with the delivery requirementsannot always be
determined when a TOE is evaluated, it is possiblednae theprocedures that a developer has
developd to distribute thélf OE tousers.

2.6.2.2 Installation, generation and start-up (ADO_IGS)

Installation, geeration, and start-up requires that topy of the TOE is configured andtavated
by the administrator texhibit the same protection properties as the enasipy of the TOE. The
installation, gneration and start-up pr@edures provide confahce that the administrator witle
aware of the TOE configuratigparameters anldow they can affedhe TSF.

2.6.3 Class ADV: Developm ent

Assurance class ADV defa requirements for the stepwise refinement of the TSF from the TOE
summary specifigtion in the ST down tdhe actual implementation. Each of tlesulting TSF
representations provide information to help te evaluator detemine whether the functional
requirements of the TOEahe keen met.

2.6.3.1 Functional specification (ADV_FSP)

The functional specitation describgthe TSF,and must bea complet and accurate instantiation

of the TOE security functional requirements. The funcligpacification alg detailsthe exteral
interface to te TOE. Users othe TOE ag expeced tointerad with the TSF through this ingrface.
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2.6.3.2 High-level design (ADV_HLD)

The high-evel design is a top lel design speification that refines the TSF functional
specification into the major constituent parts of tHESF. Thehigh lewel design identifies the basic
structure of the TSF and theapr hardware, firmwae, and software elements.

2.6.3.3 Implementation representation (ADV_IMP)

The implementationepresentation is the least abstract espntation of the TSF. It captures the
detailed internal workings of the TSF iterms of sowe code, hardware drawings, etc.as
applicable.

2.6.3.4 TSF internals (ADV_INT)
The TSF internad requirements sgeify the requisite internaktructuring ofthe TSF.
2.6.3.5 Low-level design (ADV_LLD)

The low-levé design isadetailed design specification titafines the high-ledalesigninto a level
of detail that came useds a basigor programming and/ohardwarecorstruction.

2.6.3.6 Representation correspondence (ADV_RCR)

The repesentationcorrespondnce is a demonstration of mappings betweeaddicent pairs of
available TSF representations, from the TOE summary specification through to the least abstract
TSF representation thasiprovided.

2.6.3.7 Security policy modeling (ADV_SPM)

Security policy models are structuregpresentations of security policies of the T&R] are used
to provide increased assucarthat the functional speaétion coresponds to the sarity policies
of the TSP, and ultimately to the TOE security functional requirements. Ttash®ved via
correspondere mappings beteen the futional specification, the security policy metj and the
security policies ti are modelled.

2.6.4 Class AGD: Guidanc e documents

Assuiance clas AGD defines requirements doted at the understandabyjlitcoverageand
compkteness of the operational documentation provided by the develdps documentation,
which provides two categ@s of information, for users and for administrators, is an imgrt
factor in the scure operation of th€OE.

2.6.4.1 Administrator guidance (AGD_ADM)

Requiements for administrativguidance help ensuredahthe environmental constraints can be
understood by adminisétors and operators of the TOE. Admingsire guidarce is the primary
means aailable to the @velope for providing the TOE administratewith detailed, acurate
information of how to adminigr the TOE in a sgire manner and how toake effective use of the
TSF pivilegesand protection functions.
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2.6.4.2 User guidance (AGD_USR)

Requirements for @s guidance help ensure that users are able ématgpthe TOE in aesure

manner (e.g. tle usage constraints assumbyg the PP orST must be clearlyexplainedand
illustrated). User guidance is thpemary \ehicle available to thdeveloper for providinghe TOE

users with the necessary background and speacfbcmation on how to correctly usbe TOE's
protection functions. User guidance must do two things. First,ati:i¢oexplain what the user-
visible security funtions do and how they are to be used, so that users are able to consistently and
effectively protect their information. Second, it needs to explain the user's role in maintaining the
TOE's security.

2.6.5 Class ALC: Life cycle suppo rt

Assurance class ALC defines requirements for assurance through the adoption of a vedll defin
life-cycle model forall the steps of th€OE development,including flaw remediatioprocedures

and polices, correct use of tools and techniques and the security measures used to protect the
development environment.

2.6.5.1 Development security (ALC_DVS)

Development security cexs the physial, procedural, personnel, and oteaurity measures ed
in the development environment. It incksdohyscal security of the development location(s) and
controls on the selection and hiringdewelopment staff.

2.6.5.2 Flaw remediation (ALC_FLR)

Flaw remediationensures tht flaws discovered by the TOE consem will be traked and
correctedwhile the TOE is supportely the developeMhile future complance with theflaw
remediation requirements cannot be determined when a TOE is evaluated, it is possible to evaluate
the proedures ad policies that a évelope has in place to track and repaavits, and to distribute

the repairsa consumers.

2.6.5.3 Life cycle definition (ALC_LCD)

Life cycle definition establishes that the engiireg practices used by a devedopo produce the
TOE include tlke considerationsand activities identied in the developrent process and
operationalsupport requiremnts. Confieggnce inthe correspondendetweerthe requiements and

the TOE is greater when security analyam the production of evidence are done on a regular
basis as an integral part of tthevelopment proess and operational support actiesti It is not the
intent ofthiscomponent to dictate argpecific development peess.

2.6.5.4 Tools and techniques (ALC_TAT)
Tools and technices addesses the need to define the development tools being used to analyse and

implement the TOE It includes equiremens concerning the development tools and
implementatiordependentoptions of those tools.
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2.6.6 Class ATE: T ests

Assuince classATE states testigrequirements that demonseahat the TS satisfies the TOE
security functionbrequirements.

2.6.6.1 Coverage (ATE_COV)

Coverage deals with tompletenesof the functional tests permed by thedeveloper on the
TOE. It addressthe extent to whicthe TOE security functions are tested.

2.6.6.2 Depth (ATE_DPT)

Depth dealswith the level of dedil to which the developer tests éhTOE. Testing of security
functions is based upon areasing depth of inforration derived from aaysis of the TSF
representations.

2.6.6.3 Functional tests (ATE_FUN)

Functional testing eallishes thatthe TSF exhibits the properés necessary to satisfthe
requirements of its ST. Fational testing proviags assurace that the TSFatisfies at least the
requirements of thehosen functional components. However, functional tests destadilish that

the TSF does no more than exdcfThis family focuss on functional testing performed by the
developer.

2.6.6.4 Independent testing (ATE_IND)

Independent testing specHi¢he degree to whichthe functional testingof the TOE must be
performed by a party therthan the deMeper (e.g. dhird party). This family adds value byhe
introduction of testthat ae nat part of tre developes tests.

2.6.7 Class AVA: Vulner ability assessment

Assuince clas AVA defines requirementslirected at the identification ofxploitable
vulnerabilities. Specifially, it addresses those vulnerabilities introgtliin the construction,
operation, misuser incorrectconfiguration of tke TOE.

2.6.7.1 Covert channel analysis (AVA_CCA)

Covert channelanalysis is directed towards the digvery and analysis ofunintended
communicationghannelghat can be exploéd toviolate theintended TSP.

2.6.7.2 Misuse (AVA_MSU)
Misuse aalysis investigates whether an administrator or user, with an understanding of the

guidarce documentation, would reasonably be able to deterihite TOE is configurednd
operatingn a mannethat is ingcure.
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2.6.7.3 Strength of TOE security functions (AVA_SOF)

Strength of function analysaldresse3 OE seurity functions that are realised by a probabilistic
or permutational mechasm (e.g. a pasvord or hash function)Even f such functios cannot be
bypasseddeattivated, orcorrupted, it may still be possible defeat them by direct attack.level

or aspecific metric may be claimed for the strength of each of thesedns. Strength diunction
analyssis performed to detmine wlether such functios mee or exceed the claim. Fexample,
strength d function analysis of password mechanism cdamonstrathatthe passwal function
meets the sength claim by showinghatthe password spacgsufficiently large.

2.6.7.4 Vulnerability analysis (AVA_VLA)

Vulnerability analysis consists of the identdition of flaws potentially introduced in the different
refinementsteps of tle developmentlt results inthe dfinition of penetratiortests through the
collection of the neessary informatiosoncerning: (1) the compteness of the TSF (does the TSF
countr al the postulatd threat8) and (2) the dependencies between all securitycfioms. These
potentialvulnerabilities are assessed through penetration testirptermine whethehey could,

in practice beexploitabkto canpromise the secity of the TOE.

2.7 Maintenance categorisation

The requirements for the maintenance of asserare trested as an assurance class and are
presented using theass structure definegbove.

The maintenancef assuranefamilies, andhe abbreviatiorior each familyare shownin Table
2.2.

Table 2.2 -Maintenan@ of assurance class decomposition

Assurance Class Assurance Family Abbreviated Name}
Assuiance maingnance plan AMA_AMP

_ TOE component categorisation AMA CAT
Maintenance of assuraa |repat -
Evidence of assurance maintenapnce AMA_EVD

Security impacanalysis AMA_SIA

2.8 Maintenance o f assurance class and family overview

The following sumrarises the assurae class and families of clause 16. Tdtess and family
summaries arpresented in theameorderas they appean clause 16.

2.8.1 Class AMA: M aintenance of as surance

Assurance class AMA is aimed at maintaining the level of assutiaaitke TCE will continueto
meet its security target asatges are nade to the TOE or itsnvironment. Each of the families in
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this class identifiesaeloper and evaluat@ctions thatare to beappliedafter the TOE has been
swecessfully ealuated, althouglsome requiremnts can be applieat the time of the evaluation.

2.8.1.1 Assurance maintenance plan (AMA_AMP)

Theassurance maintenanplan identifies the plans and pedares a developer is to implement in
order to ensure that the assurance that was established in the evaluated TOE is masntained
changes are madetiee TCE or its environment.

2.8.1.2 TOE component categorisation report (AMA_CAT)

The TOE componerdategorisation repogrovidesa categoristion of the component®f a TOE

(e.g. TSF subsystemsyarding to their relvance to security. This agorisation acts as a focus

for the developer’s securitynpact analysis.

2.8.1.3 Evidence of assurance maintenance (AMA_EVD)

Evidence of assuranceaintenance seeks éstablishconfidence tht theassuance inthe TCE is
being maintainedy the aveloper, inaccordanceavith the assurare mainterance plan.

2.8.1.4 Security impact analysis (AMA_SIA)
Security im@ct analysis geks to establish confidea that assurance has been nzamed in the

TOE through aranalysis perforred by tre developenf the gcurity impact ofall changsaffecting
the TOE since itvas evaluated.
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3 Protection Profile and Security Target evaluation
criteria

3.1 Overview

Thisclause introduces ¢evaluation criteria for PPs and STs. The evaluation critaréthen fully
presented in aeuse 4, Class APErotection Profile evaluation, and clause 5, Class /ASsttirity
Target evaluation.

These criteria are the first requirements presented in this part of ISO/IEC 15408ééhe PP
and ST evaluation will normally beedormed before th& OE evaluation. They play a spal role
in that informationabout the TOE is assessed #nmel functional and assurance requieats are
evaluated in order tind outwhether the PP or STs ameaningful bass for a TOE evaluation.

Although these evaluation criteria differ somewhat from the requiremecitaises 7 through 14,
they are presentedn a similar mannembecaus the developer and ealator activities are
comparable for PP,TSand TOE evaluations.

ThePPand ST classes d#f from the TOE classes in that all the requirementserdPfor STclass
need to beonsicered for a PP or ST evaluation, ehas the requirements presented in the TOE
classes coveawide range of topics not all of whicmeedbe considered fagiven TOE.

The evaluation criteria for PPs and STs are based on the information providedexe#\Bnand
C of ISONEC 154081. Useful backgound irformationfor the requremens in the classes APE
and ASE, as presented the following clauses, cdre found there.

3.2 Protection Profile criteria overview

3.2.1 Protection Profile evaluation

The goal of a Pevaluation is tadlemonstragthat the PP is compdte, consisint, technicallysound,
and herte suitable for use asstatenent of requirements for one or moreaatable TOEs. Sth
aPP may beligible for inclusion within a FP registry.

3.2.2 Relation to the Se curity T arget ev aluation criteria

As described in Annexes B and €I80/IEC 154081, there arenany similarities in structure and
content letween the generic PP and the TOE-specific ST. Coesélguthe criteria foevaluating

PPs contain requirements thatessimilar to manyof those forSTs and thecriteria for bothare
presented in a similar manner.
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3.2.3 Evaluator ta sks
3.2.3.1 Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Evaluators performing a P&valuation that des not include requements from outside the
standard shall applythe requirements of th®PE class as described Table 3.1.

Table 3.1 -Protection Profile families - only IS@QIEC 15408 requirements

Class Family Abbreviated Nameg
Protection Profile, T@ description APE_DES
Class APE:[Protection Profile, Securitgnvironment APE_ENV
Pg)rtgf‘fltéon Protection Profile, Pihtroduction APE_INT
evaluation |Protection Profile, Securitybjectives APE_OBJ
ProtectionProfile, IT security requirements APE_REQ

3.2.3.2 Evaluator tasks for a ISO/IEC 15408 extended evaluation

Evaluators prforming a PRevaluation that includes requiremts from outside the standard shall
apply therequrements bthe APE clasas desgbed inTable 3.2.

Table 3.2 -Protection Profle families- ISO/IEC 15408 extended requirements

Class Family Abbreviated Name
Protection Profile, T@ description APE_DES
Protection Profile, Smirity environment APE_ENV
Class APE : : :
Protection Protection Profile, Pihtroduction APE_INT
Profile |Protection Profile, Swirity objectives APE_OBJ
evaluation|ProtectionProfile, IT security requirements APE_REQ
Protection Profile, Explicitly stated IT APE SRE
security requirements -

3.3 Security Target cr iteria overview
3.3.1 Security Target e valuation

The goal of an ST evaluation is to demonstraée tie ST is completesonsistent, tehnically
sound,and herce suitable for us@s the basis for the correspondingH évaluation.

3.3.2 Relation to the oth er evaluation crit eria in this part of IS O/IEC 15408
There are two identified &jes for the ealuation of a TOE; the ST evaluation and the

corresponding TOE evaluation. Thequirements for ST evaluations arecdssedhere and in
clause 6wvhile the equirementdor TOE evaluatioeare contained in clauses 7 through 14.
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An ST evaluation includea PP claims euation. If the ST does notam PP conformance, the
PP claims part of the ST shall contain a statement that the TOE does not claim carddoaan
PP.

3.3.3 Evaluator ta sks

3.3.3.1 Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Evaluators performing an ST evaluation that does nodude equirementsfrom outside the
standard shall applythe requirements of th&SE class as described Tablk 3.3.

Table 3.3-Security Target families - only ISO/IEC 15408 requirements

Class Family Abbreviated Name|
Securiy Target, TOE description ASE_DES
SecurityTarget, ®curity environment ASE_ENV

Class ASE:[SecurityTarget, ST introduction ASE_INT
S.I?grlgé? SecurityTarget, ®curity objectives ASE_OBJ
evaluation |SecurityTarget, PP claims ASE_PPC
SecurityTarget, IT securityequirements ASE_REQ

Securiy Target, TOE summary specification ASE_TSS

3.3.3.2 Evaluator tasks for a ISO/IEC 15408 extended evaluation

Evaluators performing an ST evaluation thatudes requirements from outside gtndard shall
apply therequrements bthe ASE clasas desgbed inTable 3.4.

Table 3.4 -Security Target families- ISO/IEC 15408 extendedequirements

Class Family Abbreviated Nameg
Security TargetTOE description ASE_DES
Security TargetSecurity environment ASE_ENV
Security TargetST introduction ASE_INT
ClSa:suﬁtSE: Security TargetSecurity objectives ASE_OBJ
Targety Security TargetPP claims ASE_PPC
evaluation |Security TargetlT security requirements ASE_REQ
Security Target, Explicitly stated IT
securit;/ requirgements i ASE_SRE
Security TargetTOE summary specification ASE_TSS
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4 Class APE: Protection Profile evaluation

The gal of a PP evaluation is to demonsgritat tre PPis complek, consisent and techrgally
sound. Anevaluated PP $ suitable for usesthe basis for tadevelopnent of STs. Sucta PPis
eligible for inclusion in a registry.

Figure 4.1 shows the farre within this class.

Class APE: Protection Profile evaluation

— APE_DES: Protection Profil§,0E description —

— APE_ENV: Protction Profile, Securitygnvironment .

— APE_INT: Praecion Profile, PRintrodudion o

— APE_OBJ: Protection Profile, Security etiives .

— APE_REQ: Protection Profile, I13ecurity requirements |

L_| APE_SRE: Praiction Profile, Explicitly stagd IT security ||
requirements

[~ J =] =] o] L] [

Figure4.1 - Protection Profil e evaluation class deomposition
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4.1 TOE description (APE_DES)

Objectives

The TOE descriptiorsian ad to the understandirg of the TOE’s securiy requirements. Evaluation
of the TOE description igequred toshow that it is coherent, internally consistent eodsistent
with all othe pats ofthe PP.

APE_DES.1 Protection Profile, TOE description, Evaluation requirements

Dependencies:
APE_ENV.1 Protection Profile, Security environment, Evaluation requirements
APE_INT.1 Protection Profile, PP introduction, Evaluation requirements
APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements

Developer action elements:
ape DeEs.1ip  The PP dewloper shall provide aTOE description as part of the PP.
Content and presentation of evidence elements:

ape pes.1ic  The TOE description shall as a minimum decribe the product type and the
generalI T feaures of the TOE.

Evaluator action elements:

APE DEs.11E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

APE DEs.12e  The evaluator shall confirm that the TOE description is coherent and
internally consistent.

APE DES.13e  The evaluator shall confirm that the TOE description is consistent with the
other parts of the PP.
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4.2 Security environment (APE_ENV)

Objectives

In order to determine whether the IT security requirements in the PP are sufficient, it is important
that the security problem to be sobd is ckarly understood byall parties to tle evaluation.

APE_ENV.1 Protection Profile, Security environment, Evaluation requirements

Dependencies:
No degendencies.

Developer action elements:

APE_ENv.11D  The PP developer shall provide a statement of TOE security environment as
part of the PP.

Content and presentation of evidence elements:

APE_ENv.11c  The statement of TOE security environment shall identify and explain any
assumptiors about the intended usage of the TOE and the environment of use
of the TOE.

APE_ENv.12c  The statenment of TOE security environment shall identify and explain any
known or presumed threats to the assets against which protection will be
required, either by the TOE or by itsenvironment.

APE_ENv.13c  The statement of TOE security environment shall identify and explain any
organisational security policies with which the TOE must comply.

Evaluator action elements:

APE_ENV.11E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

APE_ENV.12E  The evaluator shall confirm that th e statement of TOE security environment
is coherent and internally consistent.
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4.3 PP introduction (APE_ INT)

Objectives

The PP introduction contains docemh management and oveew information neessry to
operatea FP registry. Evalation of the PP introduction is requed to demonstrate thahe AP is
correctlyidentified and that it is conseit with all otherparts of thePP.

APE_INT.1 Protection Profile, PP introduction, Evaluation requirements

Dependencies:
APE_DES1 Protection Profile, TOE description, Evaluation requirements
APE_ENV.1 Protection Profile, Security environment, Evaluation requirements
APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements

Developer action elements:

APE_INT.1.1D  The PP dewloper shall provide aPP introduction as partof the PP.

Content and presentation of evidence elements:

APE_INT.1.1c ~ The PP introduction shall contain a PP identification that provides the
labelling and descriptive information necessey to identify, catalogue, register,

and crossreference the PP.

ape_INT.1.2c  The PP introduction shall contain a AP overview which summarises the PP in
narrative form.

Evaluator action elements:

APE_INT.11E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

APE_NT.12E  The evaluata shall confirm that the PP introduction is cohetent and internally
consisent.

APE_INT.1.3e  The evaluator $all confirm that the PP ntroduction is consisten with the
other parts of the PP.
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4.4 Security objectives (APE_OBJ)

Objectives

The security objectives is a concise atant of the intended response the security problem.
Evaluation of tle security objectives is required todemonstrate that éhstatel objectives
adequatelyaddress the ezurity problem. The securitpbjectives are categoes as security
objectivesfor the TOE and as security ebjives forthe environment. The securitpjectives for
both the TOEand the environment must be shown to be traced back to the identiatstta be
counered and/or policies and assumpsdo bemet byeach.

APE_OBJ. 1 Protection Profile, Security objectives, Evaluation requirements

Dependencies:
APE_ENV.1 Protection Profile, Seurity environment, Evaluation requirements

Developer action elements:

APE_oBJ11D  ThePP developer shall provide astatementof security objectives as part ofthe
PP.

APE_oBi12p  The PP developer shallprovide the securityobjectives rationale.
Content and presentation of evidence elements:

APE_oBJL1Cc  The statement of seurity objectives shall define the security objectives for the
TOE and itsenvironment.

APE_oBJ12c  The seurity objectives for the TOE shall be atarly stated and traced bak to
aspects of the identified threats to be counted by the TOE and/or
organisational security policies tdbe met by the TOE.

APE_oBJ.L13c  The security objectives for the environment shall be cledy stated andtraced
back to aspects of identified theats not compétely countered by the TOE and/
or organisational security policies or assumptions not complely met by the
TOE.

APE_oBJ.14C  The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to counter the identified theats tosecurity.

APE_oBJL15C  The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to cover all of the iehtifi ed organisational seurity
policies and assumptions.

Evaluator action elements:

APE_0BJL1E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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APE_0BJ12E  The evaluator shall confirm that the statement of security obgctives is
complete, coherent, andnternally consistent.
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4.5 IT security requirements (APE_REQ)

Objectives

The IT security requirements chosen for a TOE assigmted or cited in a PP need to be evatlat
in order to confirm that they are interngltonsistent athlead tothe deelopment ofa TOE that
will meetits security objectives.

Not al of the securityobjectives expressed in a PP may be met by a compliant @&na TOEs
may depend on ertain IT scurity requirements to beenby the IT environment. When this is the
case the environmental I'Becurity requiements mustbe clearly stad andevaluated incontext
with the TOE requirements.

This family presnts evaluationequirements tbt permit the ewauator to édtermine that a PP is
suitable foruse as a atement of requirements f@an evaluatable TOE. The additional criteria
necessaryor the evaluation of explicitlgtated requireents is covereth the APE_SRE family.
Application notes

The &rm “IT security requirerants” refers to* TOE security equirements” and the optionally
included*“security requirementdor the IT environment”.

The term “TOE scurity requirenents” refers to “TOE seurity functional requirementsind/or
“TOE securityassurance requirements”.

In the APE_REQ.1 compent, the word*appropriate” is used to indicate thagrtainelements
allow options incertain cases/Nhich options are appiable depends otihe given corext in the
PP. Detailed inforrtion for allthese aspects tontained in ISO/IEC 15408-1, AexB.
APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements

Dependencies:
APE_OBJ.1 Protection Profil e, Security objectives, Evaluation requirements

Developer action elements:

APEREQL1D  The PP developer shall provide a stateemt of IT security requir ements as part
of the PP.

APE_REQ.12D  The PP develope shall provide the security requirements rationale.
Content and presentation of evidence elements:
APE_REQ.11C  The statenent of TOE security functional requirementsshall identify the TOE

security functional requirements drawn from ISO/IEC 15408-2 funcional
requirements components.
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APE_REQ.12C

APE_REQ.13C

APE_REQ.14C

APE_REQ.15C

APE_REQ.16C

APE_REQ.1.7C

APE_REQ.18C

APE_REQ.19C

APE_REQ.1.10C

APE_REQ.1.11C

APE_REQ.1.12C

APE_REQ.1.13C

APE_REQ.1.14C

© ISO/IEC

The statement of TOE security assurance requiraents shall identify the TOE
security assurance requirements drawn from ISO/IEC 15408-3 assurance
requirements components.

The statement of TOE security assurance requirenents should include an
Evaluation Asaurance Level (EAL) asdefined in ISO/IEC 15408-3.

The eviderce shall justify that the staement of TOE security assurance
requirements is appropriate.

The PP shall, if appropriate, identify any security requirements for the IT
environment.

All completed operations on IT security requrements included in the PP shall
be identified.

Any uncompleted operations on IT security requirements included in the PP
shall be identified.

Dependencies among the IT security requirements included in thePPshould
be satisfied.

The evidence shall justify why any non-satisfaction of dependencies is
appropriate.

The PP shall include a $atemert of the minimum strength of fundion level for
the TOE security functional requirements, eithe SOF-basic, SOF-medium or
SOF-high, as appropriate.

The PP shall identify any specific TOE security function&requirements for
which an explicit strength of function is appropriate, together with the specific
metric.

The security requirements rationale shall demonstratethat the minimum
strength of function level for the PP,togeher with any explicit strength of
function claim, is consistentwith the security objectives for the TOE.

The security requirements rationale shall demonstrate that the IT security
requirements are suitable to meet the securitybjectives.

The security requirements rationale shall demonstrate that the set of IT
security requirements together forms a mutuallysupportive and internally
consisent whole.

Evaluator action elements:

APE_REQ.11E

34
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APE_REQ.12E  The evaluator shall confirm that the statement of IT scurity r equirements is
complete, coterent, and internally consistent.
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4.6 Explicitly s tated IT security requirements (APE_SRE)

Objectives

If, after carefulconsideation, none of the requiremestomporentsin ISO/IEC 154082 or ISO/
IEC 15408-3 are readily appéicle toall or parts of the IT securityequirements, the PP author
may sate other requirements which do not referef®0/IEC 15408. Tie use of sud requirements
shall be justified.

This family presents evaluation requirements thatnpt the evalator to determine that the
explicitly stated requements are early and unambiguouslyexpressed. The evadtion of
requirements taken from ISOME154@ in conjunction with valid explicitly steted security
requirements is adessed by theAPE_REQ family.

Explicitly stated IT security requirements for a TOE presentedited in aPPneed tde evaluated
in order todemonstrathatthey areclearly aml unambiguously expressed.

Application notes

Formulation of the exptitly stated requirements in a structucemparable to those of existing
ISO/IEC 15408 componesitand elements involves choosing similar labelling, marofe
expression, and level of detail

Using the ISO/IEC 15408 regeinents as a mo@ means tht the requirements can be clearly
identified, that they are self-contained, and thatag@ication of eacheguirement is feasibland
will yield a meaningful evaluation result based oncamplian@ staement of the TOE for that
paticular requirement.

The term “IT security requirements” refs to “TOE security requirements” and the optionally
included “securityrequirements fothe IT environment”.

The term “TOEsecurity requirements” refers to “TOE security funcilorequirements” and/or
“TOE security assuranceequirements”.

APE_SRE.1 Protection Profile, Explicitly stated IT security requirements,
Evaluation requirements

Dependencies:

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements

Developer action elements:

AapE_sre.11D  ThePP develope shall provide a statement of T security requirements a part
of the PP.

AaPE_sre.12D  The PP dewloper shall provide the security requir ements rationale.
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Content and presentation of evidence elements:

ape_sreric  All TOE security requirements that are explicitly stated without reference to
ISO/IEC 154@8 shall be identified.

ape_srer2c  All security requir ements for the IT environment that are explicitly stated
without reference to ISO/IEC 15408shall be identified.

APE_srRer3c  The evidene shall justify why the security requirements hadto be explicitly
stated.

APE_SREr4c  The explicitly stated IT security requirements shal use the ISO/IEC 15408
requirements componentsfamilies and classes aa modelfor presentation.

APE_srReisc  The explicitly stated IT security requirements shall be measurable and state
objective evaluationrequirements segh that compliance or noncomplianceof
a TOE can be determined and systematically demonstrated.

APE_srRei6c  The explicitly stated IT security requirements shall be cledy and
unambiguously expressed.

APE_SREL7C  The security requirements rationale shall demonstrate that the assurance
requirements are applicable and appropriate tosupport any explicitly stated
TOE security functional requirements.

Evaluator action elements:

APE_SREL1E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

APE_SRe12E  The evaluator shall determine that all of tle dependencies of the explicitly
stated IT security requirements have been identified.
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5 Class ASE: Security Target evaluation

The goal ofan ST evaluation is toainonstate that the ST is complete, consistent, tecdhyi
sound, and hence suitable tare as tabasis for theeorrespondingl OE e\aluation.

Figure 5.1 shows the fanmes within this class.

Class ASE: Securityarget evalwation

— ASE_DES: Securityfarget, TOE description —

— ASE_ENV: Security Target, Security environment —

— ASE_INT: SecurityTarget, ST introduction .

— ASE_OBJ:SecurityTarget, Security objectives —

— ASE_PPCSecurityTarget, PP claims —

— ASE_REQ:SecurityTarget, IT securityequirements  —

| ASE_SRE: 8curity Target, Explicitly statedT security |
requirements

L ASE_TSS: Securitfarget TOE summary specificatior—

1|
i
1|
1|
i
1|
|
i

Figure 5.1 - Searity Target evaluation class deomposition
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5.1 TOE description (ASE_DES)

Objectives

The TOE descriptiorsian ad to the understandirg of the TOE’s securiy requirements. Evaluation
of the TOE description igequred toshow that it is coherent, internally consistent eodsistent
with all othe pats ofthe ST.

ASE_DES.1 Security Target, TOE description, Evaluation requirements

Dependencies:
ASE_ENV.1 Security Target, Security environment, Evaluation requirements
ASE_INT.1 Security Target, ST introduction, Evaluation requirements
ASE_OBJ1 Security Target, Security objectives Evaluation requirements
ASE_PPC1 Security Target, PP claims, Evaluation requirements

ASE_REQ. Security Target, IT security requirements, Evaluation
requirements

ASE_TSS1 Security Target, TOE summary specification, Evaluation
requirements

Developer action elements:

Ase_Des.1.1D  Thedevelger shall providea TOE description as part ofthe ST.

Content and presentation of evidence elements:

Aase_pes.1.ic  The TOE description shall asa minimum describe the product orsystem type,
and the scpe and bourdaries of the TOE in general terms both n a physical
and a logicalway.

Evaluator action elements:

Ase_Des.1.1iE  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

Ase_Des.12e  The evaluator shall confirm that the TOE description is coherent and
internally consistent.

Ase_Des.1.3e  The evaluator shall confirm that the TOE description is consistent with the
other parts of the ST.
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5.2 Security environment (ASE_ENV)

Objectives

In orderto determine whether the Becurity requiremensin the ST are sufficient, it is important
that the security problem to be sobd is ckarly understood byall parties to tle evaluation.

ASE_ENV.1 Security Target, Security environment, Evaluation requirements

Dependencies:
No demndencies.

Developer action elements:

Aase Env.11p  The developer shalprovide a statenent of TOE security environment as part
of the ST.

Content and presentation of evidence elements:

Ase_ENv.1ic  The statenment of TOE security environment shall identify and explain any
assumptiors about the intended usage of the TOE and the environment of use
of the TOE.

AsE_ENv.12c  The statenment of TOE security environment shall identify and explain any
known or presumed threats to the assets against which protection will be
required, either by the TOE or by itsenvironment.

AsE_ENv.1.3c  The statement of TOE security environment shall identify and explain any
organisational security policies with which the TOE must comply.

Evaluator action elements:

AsSE_ENV.L1E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

Ase_ENv.12E  The evaluator shall confirm that th e statement of TOE security environment
is coherent and internally consistent.
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5.3 ST introduction (ASE_INT)

Objectives

The ST introduction contains identification and indexing material. Evaluation of the ST
introduction is required todemonstrate that the S3 correctlyidentified andthatit is consistent
with all othe pats ofthe ST.

ASE_INT.1 Security Target, ST introduction, Evaluation requirements

Dependencies:
ASE_DES1 Security Target, TOE description, Evaluation requirements
ASE_ENV.1 Security Target, Security environment, Evaluation requirements
ASE_OBJ1 Security Target, Security objectives Evaluation requirements
ASE_PPC1 Security Target, PP claims, Evaluation requirements

ASE_REQ. Security Target, IT security requirements, Evaluation
requirements

ASE_TSS1 Security Target, TOE summary specification, Evaluation
requirements

Developer action elements:

Ase_INT.1.1D  The develger shall provide an STintroduction as part of the ST.

Content and presentation of evidence elements:

Ase_NT.1.1c  The ST introduction shall contain an ST identification that provides the
labelling and descriptive information necessary to control and identify he ST

and the TOE to which it refers.

Ase_INT.2.2c  The ST introduction shall contain an ST oerview which summarises the ST in
narrative form.

Ase_INT.2.3¢  The ST introduction shall contain a ISO/IEC 15408 conformance claim hat
states any evaluatable clan of ISO/IEC 15408 conformance for the TOE.

Evaluator action elements:

Ase_INT.L1E  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

AsE_INT.1.2E  The evaluata shall confirm that the STintroduction is coheent and internally
consisent.

ASE_INT.1.3E The evaluator $all confirm that the ST introduction is consisteh with the
other parts of the ST.
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5.4 Security objectives (ASE_OBJ)

Objectives

The seurity objectives are a conaesstaement of the irgnded response to the security problem.
Evaluation of tle security objectives is required todemonstrate that éhstatel objectives
adequatelyaddress the exurity problem. The securitpbjectives are categoes as security
objectivesfor the TOE and as security ebjives forthe environment. The securitpjectives for
both the TOEand the environment must be shown to be traced back to the identiatstta be
countered and/or policies and assumpsdo bemet byeach.

ASE_OBJ.1 Security Target, Security objectives, Evaluation requirements

Dependencies:
ASE_ENV.1 Security Target, Security envronment, Evaluation requirements

Developer action elements:

Ase_oBi11D  Thedeveloper shalprovide a statement of security objectiveaspart of the ST.
Ase_oBi12p  The developer shall grovide the security obgctives rationale.

Content and presentation of evidence elements:

AsE_oBi1ic  The statement of seurity objectives shall define the security objectives for the
TOE and its environment.

Ase_oBy12c  The seurity objectives for the TOE shall be atarly stated and traced bak to
aspects of the identified threats to be counted by the TOE and/or
organisational security policies tdoe met by the TOE.

Ase_oBJ13c  The security objectives for the environment shall be cledy stated andtraced
back to aspects of identified theats not compétely countered by the TOE and/
or organisational security policies or assumptions not complely met by the
TOE.

AsE_oBJ14c  The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to counter the identified theats tosecurity.

AsE_oBJ15C  The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to cover all of the iehtified organisational seurity
policies and assumptions.

Evaluator action elements:

AsE_oBi1iE  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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Ase_oBJ.1.2E  The evaluator shall confirm that the statement of security obgctives is
complete, coherent, andnternally consistent.
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5.5 PP claims (ASE_PPC)

Objectives

The goal of the ealuation of the Security Target PPaghs is todeermine whethethe ST is a
correct instantation of the PP.

Application notes

The family applies only in thease of a PP claim. In all other cases, no developer action and no
evaluatoraction is necessary.

Although additional evaluation activity is ressary when a PP claim is maglthe STevaluation
effort is generally smaller than itases whre no PP is used because it is possibleuse the PP
evaluation esultsfor the § evaluation.

ASE_PPC.1 Security Target, PP claims, Evaluation requiements

Dependencies:
ASE_OBJ.1 Security Target, Security objectives, Evaluation requrements

ASE_REQ. Security Target, IT security requir ements, Evaluation
requirements

Developer action elements:
Aase_pprc.1ip  The developer shall povide any PP clains aspart of the ST.

Aase_ppc.12p  The developer shall provide the PRlaims rationale for each provided PP
claim.

Content and presentation of evidence elements:

ase_ppc.1ic  Each PP clim shall identify the PP for which compliance s being claimed,
including qualification s needed for thatclaim.

ase_ppc.i2c  Each PP claim shall identify the IT security requirement statements that
satisfy the permitted operations of the PP or otérwise further qualify the PP
requirements.

Aase_ppc.13c  Each PP claim shall identify security objectives and IT security requirenents
statements contained in tie ST that are in addition to tho® contained in the
PP.

Evaluator action elements:

Aaseppc1iE  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ase ppc.12e  The evaluator shallconfirm that the PP claims ae a corr ect instantiation of
the PP.
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5.6 IT security requirements (ASE_REQ)

Objectives

The IT security requireemtschosen for a TOE and presented or cited in an ST need to be ethluat
in order to confirm that they are interngltonsistent athlead tothe deelopment ofa TOE that

will meetits security objectives.

This family presents evaluatioequirements that permit the @uator to deérmine that an ST is
suitable for use as aagment of requirements for tiserresponding TOE. The additidrcriteria
necessaryor the evaluation of explicitlgtated requireents is covereth the ASE_SRE family.
Application notes

The &rm “IT security requirerents” refers to*TOE security equirements” and the optionally
included“security requirementdor the IT environment”.

The term “TOE ecurity requirenents” refers to “TOE seurity functional requirementsind/or
“TOE securityassurance requirements”.

In the ASE_REQ.1 compent, the word*appropriate” is used to indicate thagrtainelements
allow options incertain cases/Nhich options are appiable depends otihe given corext in the
ST. Detailed informatio for all theseaspecsis contain€ in ISO/IEC 154081, Annex C.
ASE_REQ.1 Security Target, IT security requirements, Evaluation requirements

Dependencies:
ASE_OBJ1 Security Target, Security objectives, Evaluation requrements

Developer action elements:

AsE REQ.11D  The developr shall provide a statement of IT security r equirements as part of
the ST.

Ase REQ.12p  The developer shall povide the security requirements rationag.

Content and presentation of evidence elements:

AsE REQ.11c  The statement of TOE security functional requirementsshall identify the TOE
security functional requirements drawn from ISO/IEC 15408-2 funcional
requirements components.

ASE_REQ.12c  The statament of TOE security assurance equirements shall identify the TOE
security assurance requirements drawn from ISO/IEC 15408-3 assurance
requirements components.

ASE REQ.13c  The statement of TOE security assurace requirements should include an
Evaluation AssurancelL evel EAL) as definedin ISO/IEC 15408-3.
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ASE_REQ.1.4C

ASE_REQ.1.5C

ASE_REQ.1.6C

ASE_REQ.1.7C

ASE_REQ.1.8C

ASE_REQ.1.9C

ASE_REQ.1.10C

ASE_REQ1.11C

ASE_REQ1.12C

ASE_REQ1.13C

The eviderce shall justify that the staement of TOE security assurance
requirements is appropriate.

The ST shall, if appropriate, identify any security requirements for the IT
environment.

Operations on IT securityrequirements included in the ST shall be identified
and performed.

Dependencies among the IT security requirements included the ST should
be satisfied.

The evidence shall justify why any non-satisfaction of dependencies is
appropriate.

The ST shall include a statement ofthe minimum strength of function level for
the TOE security functional requirements, eithe SOF-basic, SOF-medium or
SOF-high, as appropriate.

The ST shall identify any specific TOE security function& requirements for
which an explicit strength of function is appropriate, together with the specific
metric.

The security requirements rationale shall demonstratethat the minimum
strength of function level for the ST togeéher with any explicit strength of
function claim is consistent with the security obgctives for the TOE.

The security requirements rationale shall demonstrate that the IT security
requirements are suitable to meet the securitybjectives.

The security requirements rationale shall demonstrate that the set of IT
security requirements together forms a mutuallysupportive and internally
consisent whole.

Evaluator action elements:

ASE_REQ.1.1E

ASE_REQ.1.2E
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The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

The evaluator shall confirm that the statement of IT security requiements is
complete, coherent, andnternally consistent.
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5.7 Explicitly stated IT security requirements (ASE_SRE)

Objectives

If, after careful consideration, none oétlequirements components ISO/IEC 15408-2 otSO/
IEC 15408-3 are readilgpplicable to all or parts of thél security requirements, the Suthor
may stateother requirements whh do not eferene ISO/IEC15408. Thauseof suchrequirements
shallbe justfied.

This family presents evaluatioequirements thapermit the evaluator to determine that the
explicitly stated requirements are clearly and unambiguously expressed. The evaluation of
requiremerg taken from ISO/IEC 15408 in conjunction with validxplicitly stated seurity
requirements is addressieylthe ASE_REQamily.

Explicitly stated IT scurity requirements for a TOE presented orctite an ST need to be
evaluated in order tdemonstratéhat they are clearly andunambiguously expressed.

Application notes

Formulation of the explicitly statecquirements in a structure comparable to those of existing
ISO/IEC 15408 components and ebts involves choosing similar labelling, manner of
expression, ancevel of detail.

Using the ISO/IEC 15408 requirements as a modenmséhat the requirementarcbe clarly
identified, that theyare self-contained, and that the application @he@&quirement is feasible and
will yield a meaningful eauation result kased ona compliace statement of the T©for that
particular requirement.

The &rm “IT security requirerants” refers to*TOE security equirements” and the optionally
included*“security requirementdor the IT environment”.

The term “TOE scurity requirenents” refers to “TOE seurity functional requirementsind/or
“TOE securityassurance requirements”.

ASE_SRE.1 Security Target, Explicitl y stated IT secu rity requirements, Evaluation
requirements

Dependencies:

ASE_REQJ1 Security Target, IT security requir ements, Evaluation
requirements

Developer action elements:

Aase_sre.1.1D  The develogr shall provide a statement of IT security r equirements as part of
the ST.

Ase_sre.12D  The developer shall grovide the security requirements rationag.
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Content and presentation of evidence elements:

ASE_SRE.1.1C

ASE_SRE.1.2C

ASE_SRE.1.3C

ASE_SRE.1.4C

ASE_SRE.1.5C

ASE_SRE.1.6C

ASE_SRE.1.7C

All TOE security requirementsthat are explicitly stated without reference to
ISO/IEC 15408 shall beidentified.

All security requirements for the IT environment that are explicitly stated
without reference to ISO/IEC 15408 shall be identified.

The evidence shdljustify why the security requrementshad to be explicitly
stated.

The explicitly stated IT security requirements shalluse the ISO/IEC 15408
requirements components, families and classes as a model for presentation.

The explicitly stated IT security requirements shall be measurable and state
objective evaluationrequirements such that compliance or noncompliance of
a TOE can be determinel and systematically demonstrated.

The explicitly stated IT security requirements shal be clkarly and
unambiguously expressed.

The security requirements rationale shall demonstrate that the assurance
requirements are applicableand appropriate to support any explicitly stated
TOE security functional requirements.

Evaluator action elements:

ASE_SRE.1.1E

ASE_SRE.1.2E
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The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

The evaluator shall determine that all of the dependencies dhe explicitly
stated IT security requirements have bea identified.
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5.8 TOE summary specification (ASE_TSS)

Objectives

The TOE sumrary specificationprovides a high-level definition of the security functedaimed
to meet the functional requirements and of the assurance measures taleen ttterassurance
requirements.

Application notes

The reltionship ketween the IT scurity functions and the TOE security functnequirements
can be a “many to manyelationship. Nevertheless, every security function shall contribute to the
satisfaction of atéad one security requirement arder be able toclearly define the TSF.Security
functions that do not fulfil this requirement should normally be necessary. Note, howevest th
the requirement that security function contribugeto the stisfaction of at leas one seurity
requirement is worded in a quite gesd manner, so # all the security functions found to be
usefulfor the TOE should bpistifiable.

The sttement of assance measures is of specific relevance in all those cases where assurance
requirements not taken from ISO/IEG408 arencluded in the ST. If the TPsecurity assurance
requirements in theTSare exclusively based on ISO/IEC 15408 evaluation assurance levels or
other ISO/IEC 1540&ssurance components, then the assurance nesasuid be presnted in
theform of areference to the documents that stibatthe assuwance requirements areet.

In the ASE_TSS.1 component, the woabpropriate” is used to indicate thegrtainelements

allow options incertain cases/NVhich options are appiable depends otie given corext in the

ST. Detailed informatiofor all theseaspecsis containé in ISO/IEC 154081, Annex C.

ASE_TSS.1 Security Target, TOE summary specification, Evaluation requirements

Dependencies:

ASE_REQJ1 Security  Target, IT security requir ements, Evaluation
requirements

Developer action elements:

AsE_Tss.1.1D  The developer shall povide a TOEsummary specification agart of the ST.
Ase_Tss.1.2p  The developer shall povide the TOEsummary specificationrationale.
Content and presentation of evidence elements:

Ase_tss.1.ic  The TOE summary specification shall describe the IT security functions and
the assurance measures of the TOE.

Ase_tss.12c  The TOE summay specification shall tace the IT security furctions to the

TOE security functional requirements such that it can be seen which IT
security functions satisfy which TOE security functional requirements and
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that every IT security function contributes to the satisfaction of at least one
TOE security functional requirement.

Ase_tss.1.3c  The IT seaurity functio ns shall be defind in an informal style to a level of
detail necessary for understanding theiintent.

ase_Tss.1.4c  All refer encesto security mechanisms inclued in the ST shall betraced to the
relevant seurity functions so that it can beseen which security mechanisms
are used in theimplementation of each function.

Ase_Tss.1.5¢c  The TOE summary specification rationale shall demonstrae that the IT
security functions are suitable to meet the TOE seurity functional
requirements.

Ase_Tss.1.6c  The TOE summary specification rationale shall demonstrate that the
combination of the specifed IT security functions work together so as to satisfy
the TOE security functional requirements.

Ase_tss.17c The TOE summary speciftation shall trace theassuance measues to the
assurance requirements so that itan beseen whitt measures contributeto the
satisfaction of which requirements.

Ase_tss.18c  The TOE summary specification rationale shall demonstrate that the
assurance measues meet all assurance requirenents of the TOE.

Ase_Tss.1.9c  The TOE summary specification shall icentify all IT security functions that
are realised by a probabilistic or permutational mechanism, as appropriate.

Ase_tss.1.10c - The TOE summay specification shall, for each IT security function for which
it is appropriate, state thestrength of function claim either as a specifianetric,
or as SOF-basic SOF-medium or SOF-high.

Evaluator action elements:

Ase_Tss.1.iE  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

Ase_Tss.1.2E  The evaluator shall confirm that the TOE summay specification is complete,
coherent, and internally consistent.
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6 Evaluation assurance levels

The Evaluation Assuranceelels (EALS) provide an increasing scaleatipalances the level of
assurance obtained with theg and feasibility obcquiring that égree ofassurace. TrelISO/IEC
15408 approeh identifies the separate capts of assurance in a TOE at the end of the eirahy
and of mainenance of that assurance durthg operational wsof the TOE.

It is important to note that not all families and components from ISO/IEC 154@8k3cluded in
the EALSs. This is not to say that thesendd provide meaningful and desirable assurancegalhst
it is expeotd that these families andcomponents will beonsidered foaugmentation ocdn EAL
in thosePPs and&Ts forwhich theyprovideutility.

6.1 Evaluation assurance leve | (EAL) overview

Table 6.1 repesents a summary of the EALs. Temlumns epresent dierarchically ordred st
of EALs, while the rows represent assurance familiesh Eagnber in the resulting matrix
identifies a specific assura@comporent where applicable.

As outlined in the next subclauseven hierarchically ordered awation assurance levels are
defined in ISO/IEC 15408 for theting of a TOE's assurae. They are lerarchically ordeed
inasmuch as e EAL represents more assurance than all lower EALsindnease in assurance
from EAL to EAL is acomplisheal by substitutionof a hierarchically higler assurace component
from the same assuranfamily (i.e. inceasing rigour, scopand/or depth) and from theddition

of assuance components from other assurance familiesg@ddingnew requirements).

These EALSs consist @h appropriate combinatiasf assuance components as described in clause
2 of this part of ISO/IEC 15408. More preciselysle&AL includes no moréhan one component
of each assuranceamily andall assurance @endenas of every component are addressed.

While the EALs aredefined in ISO/IEC 15408, it is possible to resent other combinations of
assurane. Specifically, thenotionof “augmentatioh allows the additionof assuranceomponents

(from assuence families not already included in the EAL) or thabstitution of assurance
comporents (with another hierarchically higher assurance component in the same assurance
family) to an EAL. Of the assance constructs defined in ISO/IEC 15408, only EALsS may be
augmented The notion of an “EALminus a constituenassuance component” is not cegnised

by the standard as a validchich. Augmentation carries with it thebligation on the part of the
claimant to justify the utility andaddded value of the added assw&component to the EAL. An

EAL may also be exterd with explicitly stated assurance requirements.

6.2 Evaluation assurance leve | details

The following subduses provide definitions @he EALS, highlightingdifferences beteen the
specific requirerants and the prose charactetfisns of those requirements using bold type.
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Table 6.1 - Evaluation assurance level summay
Assurance | Assurance Assura_rmeComponents by
Class Family Evaluation Assurace Level
EALL1 | EAL2 | EAL3 |EAL4 | EALS | EALG6 | EAL7
. . | ACM_AUT 1 1 2 2
Configuration xey"capl™ 1 | 2 | 3 | 4 | 4 | 5 | 5
management —
ACM_SCP 1 2 3 3 3
Delivery and | ADO_DEL 1 1 2 2 2 3
operation | ADO_IGS 1 1 1 1 1 1 1
ADV_FSP| 1 1 1 2 3 3 4
ADV_HLD 1 2 2 3 4 5
ADV_IMP 1 2 3 3
Development ADV_INT 1 2 3
ADV_LLD 1 1 2 2
ADV_RCR| 1 1 1 1 2 2 3
ADV_SPM 1 3 3 3
Guidance |AGD_ADM 1 1 1 1 1 1 1
documents | AGD_USR]|| 1 1 1 1 1 1 1
ALC_DVS 1 1 1 2 2
Life cycle | ALC_FLR
support | ALC LCD 1 2 2 3
ALC_TAT 1 2 3 3
ATE_COV 1 2 2 2 3 3
Tests ATE_DPT 1 1 2 2 3
ATE_FUN 1 1 1 1 2 2
ATE_IND 1 2 2 2 2 2 3
AVA_CCA 1 2 2
Vulnerability | AVA_MSU 1 2 2 3 3
asessnent | AVA SOF 1 1 1 1 1 1
AVA_ VLA 1 1 2 3 4 4
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6.2.1 Evaluation as surance | evel 1 (EAL 1) - functionall y tested
Objectives

EALL is appli@ble where some confidence @orrect operation is requéd, but the thrats to
security are not vewed as serious. It will be of value where independent assurance is required to
support the contention that dugre has been excised with respect tthe protection of persoal

or similarinformation.

EAL1 provides an evaluation of the TOE aadmavailable to the customer, including independent
testing aginst a speification, and an examination of the guidance doentation provided. It is
intended thaan EAL1 evalation could be successfully conducted without assistance from the
developernf the TOE and for minima outlay.

An evaluation at thiselel should provide evidencedtthe TOE fumtions in a maner consistent
with its daumentationand that it provides useful protecti@gainst identified treats.

Assurance components

EAL1 (see Table 6.2) movides a basiclevel of assuranceby an analysis of thesecurity
functions using a functional and interface ecification and guidance documentation, to
understand the securitybehaviour.

The analysis s supported by independent testing of the TOE security functions.

This EAL provides a meaningful increase in assurance over an unevalwalt 1T product or
system

Table 6.2- EAL1

Assurance class Assurance components

Configuration management| ACM_CAP .1 Version rumbers

Delivery and operation | ADO_IG S.1 Installation, generation, and start-up procedures
ADV_FSP.1 Informal functional specification
ADV_RCR.1 Informal correspondence demonstration
AGD_ADM.1 Administrato r guidance
AGD_USR.1 User guidance
Tests ATE_IND.1 Independent testing - conformance

Develgpment

Guidance documents
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6.2.2 Evaluation assuranc e level 2 (EAL2) - structur ally tested
Objectives

EAL2 requires the co-operatiafithe developer iterms d the delivery édesign information and
test results, ishould not derand more effort orthe part of the developer thaxconsistentvith
good commercial paiice. As seh it should not require a substatiyi increased investment of
cost or time.

EAL2 is therefore applicable in those circumsenwhere developers ores require a low to
moderate level of independently assured security in the absence of ready availability of the
compkte development record. Such a situation may arise when securing leganssgstwhere

acass to the developer may hmited.

Assurance components

EAL2 (see Bble 6.3 provides assance by an analysis of theecuirity functions, using a
functioral and interéce specification, gumhce documentatioand the high-level desigrof the
TOE, to understand the securighaviour.

The analysis is supported by independent testing of the TOE security funotddsnce of
developer testingbased m the functional specificatian, selectiveindependent confirmation of

the developer test resultsstrength of function analysis and evidence of adeveloper search
for obvious vulnerabilities (e.g. thogin the public domain).

EAL2 also provides assurance throuly a configuration list for the TOE, and evidence of
secure delivery procedurs.

This EAL represents a meaningful increase in assurancerbm EAL1 by requiring developer

testing, a vulnerability analysis, and independent testing basedipon more detailed TOE
specifications.
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Table 6.3 - EAL2

Assurance class Assurance components
Configuration manageent | ACM_CAP.2 Configuration items
ADO_DEL.1 Delivery procedures
ADO _IGS.1 Installation, generation,and start-up procedures
ADV_FSP.1 Informal functional specification
Devdopment ADV_HLD.1 Descriptive high-level design
ADV_RCR.1 Informal coresponence demonstration
AGD_ADM.1 Administator guidance
AGD_USR.1 Useguidance
ATE_COV.1 Evidence of coverage
Tests ATE_FUN.1 Functional teging
ATE_IND.2 Independent testing - sample
AVA_SOF.1 Strengh of TOE security function evaluation
AVA_VLA.1 Developer vulnerability analysis

Delivery and operation

Guidance documents

Vulnerability assessment
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6.2.3 Evaluation assurance level 3 (EAL3) - methodically tested and checked
Objectives

EAL3 permits a conscientious developer to gain maximum asseirfrom positive security
engineering at theedign stage without substantial alteration of existing soumeldpment
practices.

EALS3 is applicable in those cnmstances where develwp or ugrs require a modate level of
independently assured security, arefjure a thoough investigation of the TOE and its
developnent without subsdntial re-engineering.

Assurance components

EAL3 (see HBble 6.4 provides assance by an analysis of theecuirity functions, using a
functioral and inerface specifiation, guidance documentation, and the high-level design of the
TOE, to understand the securtghaviour.

The analysis is supported bypdepenént testing of theTOE security functions,eviderce of
developer esting kased on thefunctional specifietion and high-levd design selective
independent confiration of the developer test results, strength of function analysis, and evidence
of a developer search for obvious vulneraleditie.g. those in theublicdomain).

EAL3 also provigs assurance throughe use of development environment controls, TOE
configuration management,and eviégnce of securéelivery procedures

This EAL represents a meaningful increase n assurance fom EAL2 by requiring more

complete testing covieage of the security functios and mechanisms and/or procedures that
provide someconfidence that e TOE will not be tampered with during development.

58



© ISO/IEC

ISO/IEC 15408-3:1999(E)

Table 6.4 - EAL3

Assurance class

Assurana components

ACM_CAP .3 Authorisation controls

Corfiguration managemer

ACM_SCP.1 TOE CM cove age

ADO_DEL.1 Delivery pocedures

Delivery and operation

ADO_IGS.1 Ingtallation, generation, ahstart-up pocedures

ADV_FSP.1 Informal functional specification

Development

ADV_HLD.2 Security enforcing high-level design

ADV_RCR.1 Irformal corespondencdemorstration

Guidance documents

AGD_ADM.1 Administator guidance

AGD_USR.1 Useguidance

Life cycle support

ALC_DVS.1 Identification of searity measures

ATE_COV.2 Analysis of coverage

Tests

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA_MSU.1 Examination of guidance

Vulnerability assessment

AVA_SOF.1 Strength & TOE securityfunction evaluation

AVA_VLA .1 Developer vulnebility analysis
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6.2.4 Evaluation assurance level 4 (EAL4) - methodically designed, tested, and
review ed

Objectives

EAL4 permits adeveloper tgain maximumassurance from positive agrity engineering based
on goodcommecial development practices whichthough rigorous, do not requissibsantial
specialist knowledge, skills, and aghresoures. EAL4 is the higest level at which it is likely to
be economcally feasible toretrofit toan existingproduct lire.

EALA4 is thereforeapplicable in those cicumstances where developers or users require a moderate
to high level of inépendently assured security in conventiamahmodity TOEsand are pepared
to incur additional security-specifiengineering costs.

Assurance components

EAL4 (see Bble 6.5 provides assance by an analysis of theecuirity functions, using a
functioral andcompleteinterface speification, guidancedocumentation, #high-leveland low-
level design of the TOEand a subset of the implementationto understand the security
behaviour Assurane is additionally gained through an informal model of the TOE security

policy.

The analysis is supported bypdepenént testing of theTOE security functions,eviderce of
develope testing based on the funct@nspecification ad high-level design, selective
independent confirmation of the d#oper test results, strength of function analysigjence of a
developer search for vulnerabilitieand anindependent vulnerability analysis demonstrating
resistarce topenetration attackers with a lowattack potential.

EAL4 also provides assurape through the use of developm environment controls and
additional TOE configuration manageent including automation, and evidence of secure
delivery proceduses.

This EAL represents a meaningful increase n assurance fom EAL3 by requiring more
design description, a subset of the implementation, and improved mechanisms and/or
procedures that provide confidence that the TOE will not be tampered with during
development or delivery.
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Table 6.5 - EAL4

Assurance class Assurance components

ACM _AUT.1 Partial CM automation

Configuration managemenACM_CAP.4 Generation support and accetanceprocedures
ACM_SCP.2 Problem tracking CM coverage
ADO_DEL.2 Detedion of modification

ADO_IGS1 Installation geneation, and start-uprocedures
ADV_FSP.2Fully defined external interfaces
ADV_HLD.2 Security efiorcing high-levédesign
ADV_IMP.1 Subset of heimplementation of the TSF
ADV_LLD.1 D escriptivelow-level design

ADV_RCR.1 Informal correspondeeademonstration
ADV_SPM.1 Informal TOE security policy model
AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance

ALC_DV S.1 Identification of security measures

Life cycle support ALC_LCD.1 Developer defind life-cycle model
ALC_TAT .1 Well-defined developmert tools
ATE_COV.2 Analysis 6coverage

ATE_DPT.1 Testing: high-level design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testingsample

AVA_MSU.2 Validation of andysis

Vulnerability assessment AVA_SOF.1 Strengtlof TOE security function evaluation
AVA_VLA.2 Independent vulnerability analysis

Delivery and operation

Development

Guidance documents

Tests
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6.2.5 Evaluation assuranc e level 5 (EAL5S) - semiformally designed and tested
Objectives

EALS5 permits a developer to gain maximum assurance from security engineering based upon
rigorous commercial development practices supported by moderate applicHtiopecialist
securityenginering techniques. Such TCE will probably be designednd developed witkhe

intent of achieving EAL5 assurance. It is likely that the additional costs attributable to the EAL5S
requirements, relative to rigorous development without the application oblsgetitechniques,

will not be large.

EALS is theefore applicable in those circumstances where developersisrreguire a high level
of independently assured security in a planned development and require a rigevelespdent
approach withouincurring unreasonable casattributableto speialist security enginering
techniques.

Assurance components

EALS5 (see HBble 6.6 provides assance by an analysis of theecuirity functions, using a
functioral and complete interface specificatiguidance documentation, the high-level and low-
level design of the TOE, arall of the implementation, to understand the securiyalsiour.
Assuince is additionallygained througha formal model of the TOE security policyand a
semiformal presentation of the functional specification and high-level @sign and a
semiformal demonstration of correspondene between them. A modula TOE design is also
required.

The analysis is supported bypdepenént testing of theTOE security functions,eviderce of
developer testing based on the functional specification, tegél-ldesignand low-level design
selective independent cormation of thedevelope test resultsstrength offunction analysis,
evidence of a develog search for vulerabilities, and an independent vulnerability analysis
demonsteting resistance to penetration akars with amoderate attack potential.The analysis
also includes validationof the developer’s covert channel analysis.

EALS5 also providesassurance through the use of a development em&oin controls and
comprehensiveTOE configuration nanagement including automatioand evidewe of secure
delivery proceduses.

This EAL represents a meaningful increase in assurance from EAL4 by equiring
semiformal design descriptions, the entire implementation, a more structured (and hence
analysable) achitecture, cowert channel analysis, and improved mechanmes and/or
procedures that provide confidence that the TOE will not be tampered with during
development.
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Table 6.6 - EAL5

Assurance class Assurance components

ACM_AUT.1 Partial CMautomation

Configuration managerent | ACM_CAP.4 Generation support and acceptancerocedures
ACM_SCP.3 Developmentools CM coverage
ADO_DEL.2 Detection of modification

ADO_IGS.1 Installationgereration and start-up procedures
ADV_FSP.3 Semiformal functional specification
ADV_HLD.3 Semiformal high-level design

ADV_IMP.2 Implementation of the TSF

Development ADV_INT.1 Modularity

ADV_LLD.1 Descriptive low-level design

ADV_RCR.2 Semiformal corresponderce demonstr ation
ADV_SPM.3 Formal TOE security policy model
AGD_ADM.1 Administator guidance

AGD_USR.1 Useguidance

ALC_DVS.1 Identification of security meassr

Life cycle support ALC_LCD.2 Standardised life-cycle model

ALC_T AT.2 Compliancewith implementation standards
ATE_COV.2 Analysis of coverage

ATE_DPT.2 Testing: low-kevel design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA_CCA.1 Covert channel analysis

AVA_MSU.2 Validation of aalysis

AVA_SOF.1 Strength & TOE securityfunction evaluation
AVA_VLA.3 Modera tely resigant

Delivery and opration

Guidance documents

Tests

Vulnerability assessmen
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6.2.6 Evaluation assuran ce level 6 (EALG6) - semiform ally verified de sign and test ed
Objectives

EAL6 permit developes to gain high assurandeom application 6 secuity engineeing
techniques to a rigorous development environment in order to produce a premium TOE for
protecting highvalue assets against significaisks.

EALSG is therefore applicable to the dvelopnent of security TOEs for application in high risk
situations whezthevalue of theprotected assets justifies the additional costs.

Assurance components

EAL6 (see HEble 6.7) provides assance by an analysis of theecuirity functions, using a
functioral and complete interface specificatiguidance documentation, the high-level and low-
level design of the fothe TOE, ad a structured presentation of the implementation, to
uncerstandthe security behaviguAssuiance is additionally gned throughaformal model othe
TOE security policy, a semiformal presentation of thedtional specification, high-level desig,
and low-level designand a semiformal demonstration of corresporaemetveen them. A
modularand layered TOE desig is also required.

The analysis is supported byndepenént testing of theTOE security functions,eviderce of
developer testing based on the functional spedtiba, high-evel design and low-level design,
selective independent conmation of thedevelope test resultsstrength offunction analysis,
evidence of a develog search for vulerabilities, and an independent vulnerability analysis
demonsteting resistancéo penetration attackers with lsigh attack potential. The alysis also
includes validation of tle develope's systematiccovert clannel analysis.

EAL6 also provides assurance through the use doftractured development process,
developnent environment contrgland compehensive T@ corfiguration management including
completeautomationand eviderce of secure delivery procedures.

This EAL represents a meaningful increase n assurance fom EAL5 by requiring more
comprehensive analysis, a structed representation of the implementation, more
architectural structure (e.g. layering), more comprehensive independent vulnerability
analysis, systematic covert channetientificatio n, and improved configuration management
and developmen environment controls.
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Table 6.7 - EAL6

Assurance class

Assurance components

ACM _AUT.2 Complete CM automation

Configuration

ACM_CAP.5 Advanced support

management
ACM_SCP.3Development tools CM coverage

Delivery and ADO_DEL.2 Detection bmodification

operation ADO_IGS.1 Installation, genation, and start-up procedures

ADV_FSP.3 Semiformal functional specification
ADV_HLD .4 Semiformal high-level explanation
ADV_IMP.3 Structured implementation of the TSF

Development ADV_INT .2 Reductian of complexity

ADV_LLD.2 Semiformal low-level design

ADV_RCR.2 Semiformal correspondendemonstration

ADV_SPM.3 Formal TOE security policy model

Guidance document

AGD_ADM.1 Administrator guidance

"AGD_USR.1 User guidance

Life cycle support

ALC_DVS.2 Sufficiency of security measu es

ALC_LCD.2 Standardised lifeycle moat

ALC_TAT.3 Compliance with implementation standards - all parts

ATE_COV.3 Rigorous analysis of coverage

ATE_DPT.2 Testing: low-levadesign

Tests ATE_FUN.2 Ordered functional testing
ATE_IND.2 Independent testingsample
AVA_CCA.2 Systematic covert channel analysis
Vulnerability AVA_MSU.3 Analysis and testirg for insecure states
assessment AVA_SOF1 Strength of T& securityfunction evaluation

AVA _VLA.4Highly resistant
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6.2.7 Evaluation assuranc e level 7 (EAL7) - fo rmally verifi ed design and tested
Objectives

EALY is appli@ble to the developrrent of security TOEs for application inextremey high risk
situations and/or where the high valueled assetpistifies the higher costBracticalapplication

of EAL7Y is currently limited to TOEs with tightly focused security functionality thes amenable
to extensive formal analysis.

Assurance components

EAL7 (see HEble 6.8 provides assance by an analysis of theecuirity functions, using a
functioral and complete interface specification, guidance documentation, the high-level and low-
level design of the TOE and a structured presentationtiee implementation, to understand the
security behaviour. Assuranceadditionally gained through a formal moaé the TOE security
policy, a formal presentation of the functional speification and high-level desig, a
semiforma presentation of the low-levelesign, andformal and semformal demongration of
correspondere betwen them, as appropriate A modular layeredand simpleTOE design is also
required.

The analysis is supported bypdepenént testing of theTOE security functions,eviderce of
developer testing ba&d on the functional specification high-levedsign, low-level desigrand
implementation representation, complete indepeneént confirmation of the develag test results,
strength of function analysis, evidence of a dewlogearch for vulnerabilities, and an
independent vulnerability analgsilemonstrating resistaa to penetration attackers with a high
attack potential. Thanalysis also includesalidation of the @veloper’s sysgmatic covert channel
analysis.

EAL7 also provides assurance through the use of a struatignetbpment proess, avelopnent
environment controls, and comprehensive TOE configuratiamagement includingomplete
autonation, and evidence of secureligery procedues.

This EAL represents a meaningful increase n assurance fom EAL6 by requiring more

comprehensive analysis using formal epresentations and formal correspondence, and
comprehensive testing.
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Table 6.8 - EAL7

Assurance class

Assurance components

ACM_AUT.2 Complete CM automation

Configuration manageme

NACM_CAP.5 Advared support

ACM_SCP.3Development toks CM coverage

Delivery and operation

ADO_DEL.3 Prevention of modification

ADO_IGS.1 Installation, generation, and start-up ptoces

ADV_FSP.4 Formal functional specification

ADV_HLD .5 Formal high-level design

ADV_IMP.3 Structured implementation of the TSF

Development

ADV_IN T.3 Minimisation of complexity

ADV_LLD.2 Semiformal low-level dsign

ADV_RCR.3 Formal correspondence demonstration

ADV_SPM.3 Formal T@ security policy model

AGD_ADM.1 Administrato guidarce

Guidance docuents

AGD_USR.1 User guidnce

ALC_DVS.2 Sufficency of security measures

Life cycle support

ALC_LCD.3 Measurable life-cycle model

ALC_TAT.3 Compliance with implementation standards - all g

ATE_COV.3Rigorous analysis of coverage

ATE_DPT.3 Testing: implementation representation

Tests

ATE_FUN.2 Ordeedfunctionaltesting

ATE_IND. 3 Independent testing - complete

AVA _CCA.2 Systematic covert chadranalysis

AVA_MSU.3 Analysis and testing for insecure states

Vulnerability assessment

AVA_SOF.1 Strength of OE security functiorevaluation

AVA_VLA .4 Highly resistant
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7 Assurance classes, families, and components

The next seven clausprovide the deta@d requirements, psentel in alphabetical orderof each
of the asstance canponentsgroupel by clas and family.
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8 Class ACM: Configuration management

Corfiguration managemenCM) is onemethod ormears for establishing thatthe functional
requirements and specificatioa® realised irthe implementation of the TOE. CM meets these
objectives by requirirg disciplineand control inthe processes of refinemeartd modifcation of
the TOE and theelated information. CM systems grat in placeto ensure t@integrity of the
portions & the TOE that they cordl, by providing a methodof trackingany changes, and by
ensuring thatll change areauthorised.

Figure 8.1 shows the families within thisas$, and théhierarchy of components within the
families.

Class ACM: Configurationmanagement

— ACM_AUT CM automaion 12

— ACM_CAP CM capabiities — 12
-+ ACM_SCP CM scqe — 12

Figure 8.1 -Configuration management class de@mposition
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8.1 CM automation (ACM_AUT)

Objectives

The obgctive ofintroducing automated CM tools isitwrease the effectiveness thfe CM system.
While both automated and manual Glétems can bbypassedignored, o prove instficient to
prevent unauthorised modiéiton, automated systems ass susceptibléo human erroror

negligence.
Component levelling

The components in this familgire levelled on the basis ofthe set ofconfiguratian items that are
controlled through automted means.

Application notes

ACM_AUT.1.1C introdues a requirement that is agd to the implementation repeasation of
the TOE. The implementation representatiothef TOE consists of all hardwesoftware,and
firmware that compristhe physicATOE. Inthe case o softwae-only TOE, the implementation
representation may consistaglof source anabjectcode.

ACM_AUT.1.2C introduces a requirement that the CM eyisprovide an automated means to
support the gneration of the TOE. This reqes that the CM system provide an automated means
to assist in determininidpat the correct configuration items amused in generatindpe TOE.

ACM_AUT.2.5C introduces a requirement that the CM @ysprovide an automated means to
asceréin the changes between the TOE and itegug version. If no previousession of the
TOE exists, the deloper still needs to providan automated means to ascertain thanges
between the TBand a future version of the TOE.

ACM_AUT.1 Partial CM automation

Objectives

In developnent environments where theplementation representation is complex or is being
developd by multiple develogrs, it is difficult to control changes without the support of
autonated tools. In partical, these automated toolsegeto be able to support the numerous
changes thataowur duringdevelopment and ensutkat those changes aaathorised. It is the
objective of this componerib ensure that the implementation esgntatioris controlled through
autonated mans.

Dependencies:
ACM_CAP.3 Authorisation controls

Developer action elements:
AcM_AUT.1aD  The developer shaluse a CM system.

AcM_AUT.12D  The develger shall providea CM plan.
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Content and presentation of evidence elements:

AcM_AuT.11c  The CM system #$all provide an automaed means by which onlyauthorised
changes are made to the TOlnplementation representation.

AacM_AuT.1.2c - The CM system shall provide an automated means to support the generation
of the TOE.

AcMm_AuT.1.3c  The CM plan shall describe the automate tools used in the CM system.

AcM_AuT.14c  The CM plan shall describe how the autamated tools are used in the CM
system.

Evaluator action elements:

AcM_AuT.11E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ACM_AUT.2 Complete CM autom ation
Objectives

In developmenénvironments where the configuration items are complea&rerbeing develogl

by multiple developers, it is difficult to control chasgvithout the support of automated tools. In
particular, these automated tools need to be able to support the numenges ¢hat occur during
development ashensue that those changes are authoriseds thié objetive of this component to
ensure that all configuratiotems are controllethrough automati means.

Providing anautomated means of as@ming changs betweenversions of te TOE and
identifying which configuration iems areaffected by modifcations to other configuration items
assists in dtermining the impact of thehanges between swessive versions of the TOE. This in
turn can provide valuable inforation in determining whether changes to the TOE result in all
configuration itens being consistent witbhne another.

Dependencies:
ACM_CAP.3 Authoristion controls

Developer action elements:

AcM_AuT.21D  The ceveloper shallusea CM system.

AcM_AuT.22D  The developer shalprovide a CM pdn.

Content and presentation of evidence elements:

AcM_AuT.21c The CM systm shal provide an automated means Wich only authorised

changes are made the T(E implementationrepregntation, and to dl other
configuration items.
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ACM_AUT.2.2C

ACM_AUT.2.3C

ACM_AUT.24C

ACM_AUT.25C

ACM_AUT .2.6C

TheCM systenshall provige an automated meaits suppot the generation of the
TOE.

The CM planshalldescribe th@utomated tools used in ti@M system.
The CM planshalldescribe how the automated toale used in th€M system.

The CM system shall provide an automated means to ascertain the chasg
between the TOE and its preceding version.

The CM system shall provide an automated means to identify all other
configuration items that are affected ly the modification of a given
configuration item.

Evaluator action elements:

ACM_AUT .2.1E
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8.2 CM capabilities (ACM_CAP)

Objectives

The capabilities of the CM system address the likelihood abeidental or uauthorised
modifications of the configuration items will occur. The CM system should ensure the integrity of
the TOE from the earlylesign stages through all subsequeainterance efforts.

The objectives of thitamily includethe following:
a) ensuringthatthe TOE is correct and complete before it is derthe consumer;
b) ensuringthatno configuration ms are misseduring evaluation;

c) preventing unauthorised modification, addition, or deletion of T€&figuration
items.

Component levelling

The components in this family alevelled on the &sis of the CM system capabilities, the scope
of the CM documentation provided by the develpmerd whether the developer provides
justification that the CMsystem meets its security requirements.

Application notes

ACM_CAP.2 introdues several @ments which efer to configuration iems. TheACM_SCP
family containgequirements fothe configuration éms to be tracketly the CMsystem.

ACM_CAP.2.3C introdues a requirement that aonfiguration list be provided. Thenfiguration
list contains allconfiguration iems thatare mainained by theCM system.

ACM_CAP 2.6C introduces aequirement that the OM system uniquely identify all configuration
items. Thisalso requires that modifations to configuation items resulin a rew, unique identifier
being assigned.

ACM_CAP.3.8C introduces the requirement that the evidenaé demonstete that the CM
system operates in accordance with the CM plan. Examples of such cevideght be
documentation suclas screen snapshots ardit trail output from the CM system, or a albid
demonstration of 8@CM systen by the aveloper. The evaluator is responsible for determining
that this evidence isufficient toshow that the CM systen operates inaccordance withthe CM
plan.

ACM_CAP.3.9C introdues the requirement that evidence be provided to show that all
configuration itemsre being maintained under tlM system. Since a configuration itesfers

to anitem thatis on the configurationlist, this requiement setes tlat all itemson the configuration

list are mainained under the CM system.
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ACM_CAP.4.11C introduces the requirement that the CM system support thetigenef the
TOE. This requires that the CM system provigrmation and/oelectronic neans to assist in
determining that the correct configuratitems are useth generating taTOE.

ACM_CAP. 1 Version numbers

Objectives

A unique reference is required to ensure theretis no ambiguity in tersof which insance of
the TOE is beig evaluatedL abelling the TOE wihiits referene ensures that useof the TOE can
be aware of which instarce of tre TOE theyare using.

Dependencies:
No dependenas.

Developer action elements:

AcMm_cap11D  The develogr shall provide a reference for the TOE.

Content and presentation of evidence elements:

acm_capiic  The referencefor the TOE shall be unigue to eal version of the TOE.
Acm_capi2c  The TOE shall belabelled with itsreference.

Evaluator action elements:

AcM_cAp1iE  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ACM_CAP. 2 Configuration items

Objectives

A unique reference is required to ensure theretis no ambiguity in tersof which insance of

the TOE is beig evaluatedL abelling the TOE wihiits referene ensures that useof the TOE can

be aware of which instarce of tre TOE theyare using.

Unique identification of theonfiguration items lads to a clearer understanding of the composition
of the TOE, which in turn helps tce@rmine those @ns which are subject to the evaluation
requirements for the TOE.

Dependencies:
No dependenas.

Developer action elements:

AcM_cAp21D  The developer shall provide a refecefor the TOE.
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AcM_cAp22p  The developer shall usea CM sysem.

AcM_cAp23p  The developer shall povide CM documentation.

Content and presentation of evidence elements:

Acm_cAp2ic  The reerence forthe TCE shall be unique to each version o TOE.
AcMm_cAp22c  The TCE shallbe labelled with #&reference.

AcMm_cAp23c  The CM documentation shall include a configuration list.

AcMm_cap24c  The configuration list shall describe the configuration itemshat comprise the
TOE.

acm_cap2sc  The CM documentation shall describe the method used taniquely identify the
configuration items.

acm_cap2ec  The CM system shalluniquely identify all configuration items.
Evaluator action elements:

AcM_cap21E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

ACM_CAP. 3 Authorisation controls

Objectives

A uniquereference s requred to ensure that there is ambiguity in terms bwhich instance of
theTOE is being evaluated. Labellythe TOE with its reference ensures that usdrthe TCE can
be awareof which instance of &@TOE they are using.

Unique identifcation of the configurativitems leads to a cheer understanding of tre@mposition
of the TOE, which in turn helps to @ahine those items whichre subject to thevaluation
requrements fothe TOE.

Providing controls toensure that unauthorised modifications are not made to the TOE, and
ensuringproper functionality and use of the CM system, helpsdiotain the integrity of the TOE.

Dependencies:
ACM_SCP.1 TOE CM coverage
ALC_DVS.1 Identification of security measures

Developer action elements:
AcMm_cAr31D  The ceveloper shalprovide a refrence forthe TOE.

AcM_cAP32p  The ceveloper shalusea CM system.
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AcM_cap33p  The developer shall provide CM documentation.

Content and presentation of evidence elements:

Aacm_caraic  The referepefor the TOE shHIl be unique teeach versiorof the TOE.
AcMm_cap32c  The TOE shall béabelled with its reference.

AcM_cAr33c  The CM documentation shaficlude a configuration listnd a CM plan.
AcM_cAr34c  Theconfiguration listshalldescribehe configuratioritems that comprise tHEOE.

AcM_car3sc  The CM docurentation shall describe the methodedsto uniquely identifythe
configuration items.

Aacm_cap3ec  The CM system shall uniquely identify all configtion items.
Aacm_cara7c  The CM plan shall describe howthe CM system is used.

AcM_cAp3sc  The evidence shall demonstrate that the CM systemaperating in accordance
with the CM plan.

AacM_cap3oc  The CM documentation shall provide evidence that dlconfiguration items
have be@& and are being effectively maintained undethe CM system.

AcM_cApaioc The CM system shal provide measures such thabnly authorised changgs are
made to the configuration items.

Evaluator action elements:

AcM_cAp31E  The evaluator shall confirm th#tie informationprovided meets all equirements
for content and presentation of evidence.

ACM_CAP.4 Generation support and acceptance procedures

Objectives

A unique reference is required to ensure theretis no ambiguity in tersof which insance of

the TOE is beig evaluatedLabelling the TOE wh its referene ensures that useof the TOE can

be aware of which instarce of the TOE theyare using.

Unique identification of theonfiguration items lads to a clearer understanding of the composition
of the TOE, which in turn helps tcetgrmine those @mns which are subject to the evaluation
requirements for the TOE.

Providing controls to ensure that unautBed modifications are not made to the TOE, and
ensuring poperfunctionality and use of the CM system, helps to mainkesintegrity ¢ the TOE.

The purpose of aeptance procedures is to confirm thaany creation or modifi@étion of
configurationitems is authorised.

78



© ISO/IEC ISO/IEC 15408-3:1999(E)

Dependencies:
ACM_SCP.1 TOE CM coverage
ALC_DVS.1 Identification of securityneasures

Developer action elements:

AcMm_cAr41p  The developer shalprovide a refrence forthe TOE.

AcM_cAP42p  The ceveloper shalusea CM system.

AcM_cAp.43p  The developer shalprovide CM documentation.

Content and presentation of evidence elements:

AcM_capaic  The retrence forthe TCE shall be unique to each version o¢ TfOE.
acm_cap42c  The TCE shallbe labelled with &reference.

AcM_capa3c  The CM documentation shall include a confagion list, a CM plan and an
aceceptance plan.

AcM_cApa4c  The configuration list shall desbe the configuration itesthatcomprise the TOE.

AcMm_capasc  The CM documentation sl describe the method used to uniquely identify the
configuration items.

AcMm_cApasc  The CMsystem sHll uniquely identify all configurationitems.
Aacm_caparc  The CMplan shall degibe howthe CM system is used.

AcMm_cApasc  The evidence shall demonstrate that the CM system is operating in aceondn
theCM plan.

Acm_cApagc  The CM docurrentation shal provide evidence that atonfiguration itens have
been andre being effetively maintainedunderthe CM sysém.

AcMm_cApaloc  The CM system sl provide mesures such dt only authorised chameg are made
to the configuratiortems.

AcM_capai1ic  The CM systemshall support the generation of the TOE.

AcM_capai12c  The acceptance plan shall describe the procedures used tocapt modified or
newly created configuration items as part of the TOE.

Evaluator action elements:

AcM_capaiE  The evaluator shall confirm that the information provided saktequirements
for content and prestation of evidence.
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ACM_CAP.5 Advanced support

Objectives

A unique reference is required to ensure theretis no ambiguity in tersof which insance of

the TOE is beig evaluatedL abelling the TOE wihiits referene ensures that useof the TOE can

be aware of whichinstarce of tre TOE theyare using.

Unique identification of theonfiguration items lads to a clearer understanding of the composition
of the TOE, which in turn helps tce@rmine those @ns which are subject to the evaluation
requirements for the TOE.

Providing controls to ensure that unauiked modifications are not made to the TOE, and
ensuring poperfunctionality and use of the CM system, helps to mainkeaintegrity ¢ the TOE.

The purpose of aeptance procedures is to confirm thaany creation or modifi@tion of
configurationitems is authorised.

Integration procedures help to ensure thgéreration of the TOE from a managedet of
configurationitems is correctlyperformed in an authoed manner.

Requiring that the CM system be able to identify thastar copy of the material used tengrate
the TOE helps to ensure that the integrity of this materiabgepred by the appropriatchnical,
physicaland procedural safeguards.

Dependencies:
ACM_SCP.1 TOE CM coverage
ALC_DVS.2 Sufficiency of securitymeasures

Developer action elements:

AcM_cAps1D  The developer shall provide a refecefor the TOE.

AcMm_cArs2Dp  The developer shall use a CM system.

AcM_cArs53D  The developer shall provide CM documentation.

Content and presentation of evidence elements:

acm_caprsic  The referenefor the TOE shHIl be unique teeach versiorof the TOE.
AcMm_caps2c  The TOE shall béabelled with its reference.

AcM_cArs3c  The CMdocumentation shall include a configuration list, a CM plmaceptance
plan and integration procedu es.

AacM_capsac  Theconfiguration listshalldescribehe configurationtems that comprise thEOE.
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ACM_CAP.55C

ACM_CAP.56C
ACM_CAP.5.7C

ACM_CAP.58C

ACM_CAP.59C

ACM_CAP.5.10C

ACM_CAP.5.11C

ACM_CAP.512C

ACM_CAP.513C

ACM_CAP.5.14C

ACM_CAP.5.15C

ACM_CAP.5.16C

ACM_CAP.517C

ACM_CAP.518C

ACM_CAP.519C

ACM_CAP.520C

ACM_CAP.521C

ISO/IEC 15408-3:1999(E)

The CM documentation sh describe the method used to uniquely identify the
configuration items.

The CMsystem sl uniquely identify all configurationitems.
The CMplan shall degibe howthe CM system is used.

The evidence shall demonstrate that the CM system is operating in aceosain
theCM plan.

The CM docunentation shal provide evidence that atlonfiguration itens have
been andre being effetively maintainedunderthe CM sysém.

The CM system sl provide mesures such # only authorised charmeg are made
to the configuratiortems.

The CMsystem sHll support the genation of the TOE.

The acceptance planaldescribe the procedures usdd accept modifiedr newly
created configuration itens as part ofthe TOE.

The integration procedures shall describe how the CM system is applied in the
TOE manufacturing process.

The CM system shall require that the peson responsible for accepting a
configuration item into CM is not the persa who developed it.

The CM system shall clearly identify theconfiguration items that comprisethe
TSF.

The CM system shall suport the audit of all modifications to the TOE,
including asa minimum the originator, date, and time in the adit trail.

The CM system shall be aldto identify the master copy of all material used to
generate tre TOE.

The CM documentation shall demonstrate that the use of the CM system,
together with the development security measues, allow only authorised
changes to be made to th€ OE.

The CM documentation shall demonstrate that the use of the inggration
procedures ensures that the generation of th& OE is correctly performed in
an authorised manne.

The CM documentation shall demonstrate that the CM system is sufficient to
ensure that the @rson responsible for accepting a configuration item into CM
is not the person wio developel it.

The CM documentation shall justify that the acceptance pocedures provide
for an adequate aml appropriate review of changes tall configuration items.
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Evaluator action elements:

AcM_cApPs1E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

82



© ISO/IEC ISO/IEC 15408-3:1999(E)

8.3 CM scope (ACM_SCP)

Objectives

The objective of this family is to ensure tlaitnecessary TOE configuration iterae tracked by
the CMsystem This helps tocensure that #hintegrity of theg configuration iters is proteced
through tte capabilities of theCM system.

The objectives of thitamily includethe following:
a) ensuring that the TBimplementatiorrepresentation is aicked;

b) ensuring that all necessary documentatiooluging problem reports, are tramk
during deelopment andperation;

c) ensuringthatconfiguration optios (e.g. compiler swihes) are treked; and
d) ensuring that developmetools ae tracked.
Component levelling

The components in this family are levelled on the basis ofhwdii the following are tracked by

the CM system: the TOE implementation representation; design documentation; test
documentation; usr docunentation; administrator documentation; CM documentatioogirsy

flaws; ard development tools.

Application notes

ACM_SCP.1.1C introduces thequirement that the TOE implementation representation be
tracked by the CM system. The TOE implemation representation refers to albrbdware,
software, and firmware that compriseethhysical TOE. In the casof a software-onl TOE, the
implementation repreatation may consissolely of soure and objectcode.

ACM_SCP.1.1C also introduces the requirement that thel@WMmentation be tcked bythe CM
system. This idudes the CMplan, as well as infor@tion on the current versions of any toolatth
comprisethe CM system.

ACM_SCP.2.1C introduces the requiremeiat gecurity flaws be tracked by the CM system. This
requires that information regardipgevious security flaws anddin resolution be maintained, as
well as detas regarding current security flaws.

ACM_SCP.3.1C introdwes the requiremnt that development tools and ethelated information
be tracked byhe CM sysem. Examples of development ts@re programmindangueges and
compilers. Information pertaining to TOE generation itemsh{®s compiler options, installation/
genestion options, and build options) is anaaxple of information relating to development tools.
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ACM_SCP.1 TOE CM coverage

Objectives

A CM system an control changes only to those items that hawa Ipdaced uner CM. Placing
the TOE implementation reggentation, desigriests user and adminisator documentatiorand
CM documentation under CM provides assuwaithat tiey have been modified in a controlled
manner with poper authasations.

Dependencies:
ACM_CAP.3 Authorisation controls

Developer action elements:

Acm_scp.11p  Thedevelmer shall provide CM doaumentation.

Content and presentation of evidence elements:

AacM_scp.iic  The CM documentation $all show that the CM system, as a mininum, tracks
the following: the TOE implementation representation, design doumentation,
test documentation, user documentation, admisirator documentation, and

CM documentation.

acm_scrpi2c  The CM documentation shall describe how configuration items are tracked by
the CM system.

Evaluator action elements:

AacM_scp.1ie  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ACM_SCP.2 Problem tracking CM coverage

Objectives

A CM system an control changes only to those items that haea ipdaced uner CM. Placing
the TOE implementation reggentation, desigrests user and adminisator documentatiorand
CM documentation under CM provides asswmithat tley have been modified in a controlled
manner with poper authdsations.

The ability totradk security flaws undeCM ensures that security flaw repoere nad lost or
forgotten, and allows a develogertracksecurity flawsto their resolution.

Dependencies:
ACM_CAP.3 Authorisation controls

Developer action elements:

acm_scr21p  The developer shall provide CM documentation.
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Content and presentation of evidence elements:

AcMm_scp21ic  The CM docurentation slall show that the CM sysin, as aminimum, tracks the
following: the TOE implemertion representationdesign documentation, test
documentation, user documentation, administrator documentation, CM
documentationand searity flaws.

acm_scp22c  The CM documentation shall describe how configuration items anieett by the
CM system.

Evaluator action elements:

AcMm_scp21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

ACM_SCP.3 Development tools CM coverage

Objectives

A CM system carcontrol changes only to thosernts that lave been @ced under CM. Ptang
the TOE impémentation representation, desigtests userand administrator documentaticand
CM docunentation under CM provides assurance that they have been modified in a cedtroll
manner with proper authorisations.

The ability to track seurity flaws under CMensures that securityflaw reports are not Idsor
forgotten, and allows a developerttack securityflaws totheir resolution.

Development tools play amportantrole in ensuring the production of a qualityrsien of the
TOE. Thereforgit is important to contrainodificationsto these tools.

Dependencies:
ACM_CAP.3 Authoristion controls

Developer action elements:

AcMm_scp31D  The developer shalprovide CM documentation.

Content and presentation of evidence elements:

acm_scpzic  The CM docurentation slall show that the CM sysin, as aminimum, tracks the
following: the TOE implemertion representationdesign documentation, test
documentation, user documentation, administrator documentation, CM

documentation,esurity flaws, and development tools and related information.

acm_scp3z2c  The CM documentation shall describe how configuration items anieett by the
CM system.
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Evaluator action elements:

AcM_scr3iE  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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9 Class ADO: Delivery and operation

Delivery andoperation provides requementsfor correct delivery, installation, geradon, and
start-ip of the TOE.

Figure 9.1 shows the families within thisas$, and théhierarchy of components within the
families.

Class ADO: Blivery and opegtion

ADO_DEL Delivay

ADO_IGS Installation, generaticard stat-up

Figure 9.1 -Delivery and ope ation class decmpositi on
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9.1 Delivery (ADO_DEL)

Objectives

The requirements for deliery call for system control and distribution facilities and procedures that
provide assurance that theeipient ieceives thé OE that the sender intended to send, witlaoyt
modifications. For a valid delivery, what isaeived must correspondegisely to the TOE master
copy, thus avoidingny tampering with thectual version, or substitution affalse version.
Component levelling

The components in this family are éived on the basis aficreasing requirements on the developer
to detect and prevent modifications to theEduring delivery.

ADO_DEL.1 Delivery procedures

Dependencies:
No dependenas.

Developer action elements:

Apo_DEL.11D  The developer shal document procedures for delivery of the TOE or parts of
it to the user.

Apo_DEL.120  The develogr shall use the deliery procedures.
Content and presentation of evidence elements:

apo_peL.1ic  The delivery documentation shall describeall procedures that a e necessaryto
maintain security when distributing versions ofthe TOE to a userssite.

Evaluator action elements:

Apo_DEL.11E  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

ADO_DEL.2 Detection of modification

Dependencies:
ACM_CAP.3 Authorisation controls

Developer action elements:

Apo_DEL.21D  The dewloper shall document procedures for delivery of the TOE or parts of it to
the user.

Apo_DEL.220  The developer shall use thelidery proceduses.
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Content and presentation of evidence elements:

ADO_DEL.21Cc  The delivery documentation shlabdescribeall procedures that are neessary to
maintain security whedistributing vesionsof the TOEto a us€s site.

ADO_DEL.22c  The delivery documentation shall describe how the various procedures and
technical measures provide for the dtection of modifications, or any
discrepancy between the eveloper's maser copy and the vesion received at
the user site.

ADO_DEL.23c  The delivery documentation shall describe how the various procedures allow
detection of attempts to masquerade as the developer, even in cases in which
the developer has seamothing to the user’s site.

Evaluator action elements:

ADO_DEL.21E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

ADO_DEL.3 Prevention of modification

Dependencies:
ACM_CAP.3 Authoristion controls

Developer action elements:

ADO_DEL.31D  The developr shall document peedures for delivery of th€OE or mrts of it to
the user.

ADO_DEL.32D  Thedevelope shall ugthe delivery procedures.
Content and presentation of evidence elements:

Aapo_DEL.31Cc  The delivery documentation shiadescribeall procedures that are neessary to
maintain security whedistributing veasionsof the TOEto a us€s site.

ADO_DEL.32c  The delivery documentation shallestribe how the various procedures and
technical mesures provide for thprevention of modiications or ary discrepancy
between tb developer’'s master cond the versioreceived at the user site.

ADO_DEL.33c  The ctlivery docunentation shall describe how the various proedures allow
detection of attempts toasqlerade as the deloper, even in cases in which the
developer has sent nothingtte user’s sé

Evaluator action elements:

ADO_DEL.31E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.
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9.2 Installation, generation and start-up (ADO_IGS)

Objectives

Installation, generation, and start-up pealures are useful for ensuring that the TQ@E een
installed, generated, and started upairsecure manner faintended by the developer. The
requirements for installation, generatiordatart-up call fora secure transition from the TOE’s
implementationepresentation being uedconfiguration control to its initial operation in the user
environment.

Component levelling

The components in thisrhily are levelled on thbasis of whetér the TOE generatio optiors are
logged.

Application notes

It is recognised that the apgdtion of these requirements will vary dependingaspects suchs
whether the TOE is an IT product or system, whether it is delivered in an operational state, or
whether it has to berbught up at the TOE owriersite etc For a given TOE, there will mmally

be a divisiorof responsibility with respect to installation, gesteon and start-up between the TOE
developer and the owner of the TOE, but there are examples whetvilka take plae at one

site For examplefor a smart card all aspts of installationgeneration and start-up may have been
performedat the TOE @veloper’s site. On the otheatd the TOE might beelivered & an IT

system in the form of softwarwhere all aspects of installatiorengration and start-up are carried

out atthe TOE owner’s site.

It might also be thease that the TOE #&ready installed by the time the evaluation starts. In this
case it may beappropria¢ to demandind analyse installation praclures.

Furthermore, the generatioequirements are applicable oty TOEs that provide #hability to
generate portions of apeaationd TOE from itsimplementatiorrepresentation.

Theinstallation, generation, arstiart-upprocedures may exist as a sgpadocunents or could be
groupal with other administrative guidance. The requirengeimt this assurane family are

presentedeparately from those the AGD_ADM family, due to tleinfrequent, possiblgne-time

use of the installation, gemation and sta-up procedtes.

ADO_IGS.1 Installation, generation, and start-up procedures

Dependencies:
AGD_ADM.1 Administrato r guidance

Developer action elements:

apo_es.1ap  Thedeveloper shall document procedures necessary fordkecure installation,
generation, and start-up of the TOE.
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Content and presentation of evidence elements:

Aapo_Ics1ic  The documentation shall describeghe steps necessary for smire installation,
generation, andstart-up of the TOE.

Evaluator action elements:

ApO_Is11E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ADO_IGs12E  The evaluator $all determine that the installation, generation, and start-up
procedures result in a secure configuration.

ADO_IGS.2 Generation log

Dependencies:
AGD_ADM.1 Administrator guidance

Developer action elements:

Apo_Ics21p  The developer shall document procesunecessary for the secure afistion,
genestion, and start-up ahe TOE.

Content and presentation of evidence elements:

Aapo_ics2ic  The documentation shall describe the stepecessary for secure installation,
genestion, and start-up ahe TOE.

Aapo_Ics22c  The documentation shall describe procedures capable of creating a log
containing the generation optionsused to generatelie TOE in such a way that
it is possible to de¢rmine exactly how and when theTOE was generated.
Evaluator action elements:

ADO_IGs21E  The evaluator shall confirm that the information provided saktequirements
for contentand presntation of evidcence

ADO_IGs22E  The evaluator sl determire that the installation, generation, and start-up
procedures result ia secureonfiguration.
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10 Class ADV: Development

The development class encompasses four families of requirements fserdjg the TSRt
various levels of abstraction from the functional interface to the implementation regiiesent
The development class also inatada family of requirements for a correspondemmapping
betweerthe varios TSF representations, ultimately reqgug ademonstration focorrespondence

from the least abstract representation through all interveningseegiations to the TOE summary
specification provided in the ST. In addition, there is a family of requirements for a TSP model,
and for correspondete neppings betwen the TSP, the TSP model, and the function
specification. Finally, there isfamily of requirements on the internal structure of &, whch
covers aspects sh as modudrity, layering, andminimisation ofcomplexity.

Figure 10.1 showshe families within ths class, and # hierarchy of components within the
families.
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Class ADV: Development

— ADV_FSP Fuwtional specification -

— ADV_HLD High-level design .

o ][]

— ADV_IMP Implementatiorrepresentation |—

— ADV_LLD Low-level design .

— ADV_RCR Representatiotorrespondence—

1]
1]
1]
— ADV_INT TSF internals —T—
1]
1]
- ADV_SPM Security policy modeling —T

3
3
3
ey
3
3
3

(o] o] [o] [o] ]

Figure10.1 - Development class decompositi

o

n

The paradig evident fo these families is oa of a functional specifiation of the TSF,
decomposing the TSF into subsystems, decomposing the subsystems intesrsbawing the
implementation of the modules, and demonstration of correspomtietween all dmmpositions
that are provided & evidence The requirements fothe various TSF represtations are €paraed
into different families, however, to allow ti&P/STauthor to sgcify which subset of the TSF
representations are equired.
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ADV_FSP ' ADV RCR
Functlonal
ADV_SPM

ADV_HLD v

ADV_LLD v

ADV_IMP

———» Source corrgponds

< Environment ) to target.
i APEIASE OBJ » Sourceis refined in
target.

Security
Objectives

1 APE/ASE_REQ

Functional ADV_SPM
Requwements/T

ASE TSS

TOE Summary TSP Model
Specification

Specifiation

" ADV_RCR

(High-level Design)

© ADV_RCR

< Low-level DesigrD

. ADV_RCR

Implementation
Representation

Figure 10.2 - Relationships between TOHepresentations and requirements

Figure 10.2 indietes the relationships between the various TSF representations and thieasbje
and requirements that they are intended to esfdrAs the figurendicates, the APE and ASE
classes define the reqamentsfor the correspondence between the dtional requirements and
the security objectives as well as betnethe security objectives and the TOE’s anticipad
envirorment. Clas ASE also déines requirement$or the correspondeecbetweenboth the
security objectives and functionalequirements and the TOE summargcfication.
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The requirementdor all other correspondence shown in Figlie2 are defined in #ADV class.

The ADV_SPM family defines the requirements for correspondence éethve TSP and the TSP
model, and between the TSP model and the functiepecifcation. TheADV_RCR family
defines the equirements forcorresponance between all aitable TSF represitations from the

TOE summary sgification through the implemeation representation. Finally, €& assurance
family specific to a T6 representation (i.e. ADV_FSP, ADV_HLD, ADV_LLD dADV_IMP)
defines equirements relating that TSF representation to the functional requirements, the
combiration of which helg to ensure that the TEOsecurity functioral requirements have be
addressed.The tracebility analysis is alwaydo be performed from the highestdel TSF
representation down through each of the TSF representations that are provided. ISO/IEC 15408
captures this trability requirement via degmdencies on the ADV_RCR family. The ADV_INT
family is not representeid this figure, ait is related tothe internal structure dhe TSF, and is

only indirectly related to theprocess of refinement oféfT SF iepresentations.

Application notes

The TOE security policy (TSP) isdlsetof rules that regulatbow resoures are managed,
protected and distributed within a TOE, expres®y the TOE security functional requirements.
The developr is not explicitlyrequiredto providea TSP,as the TSP is expressed by {FOE
security functiona requirementsthrough a combination oesurity function policies (SFPs) and
theother individual requirement elements.

The TOE security functions (TSF) are all the paiftthe TOE that hawto be relied upon for
enforcement of the TSP. THESF includes both functions thdirectly enforce the TSP, and also
those functions that, while not datey enforcing the TSP, contribute to the enforcement of the TSP
in a more indirect manner.

Althoughthe requirements within 6 ASE_TSSfamily ard within several families othis class

call for several diffeent TSF representations, it is not absolutely necessarydbraga every TSF
representation to be in a separate document. Indeed, it may be the case that a single do@etsent m
thedocumentation requirements for main@an onel SF epresentation, since it is the information
about eah of theseTSF repregntations that is required, rather thanetresulting document
structure. In cases wte multipleTSF representations are combined within a single document, the
developer should indate whch docunents meetvhich requirements.

Three types of specification style are mandaiethis cless: informal, semiformal and formal. The
functionalspecifcation, high-level design, low-level designd TSP moels will bewritten using
one @ more d these spefication stylesAmbiguity in these specificationsrieduced by sing an
increaed level of formality.

An informal sgecification is writien as pros in naturd language. Natural langge is usd here as
meaning communication in argpmmonly spoken tongue.. Dutch, English, French, German).
An informal sgcification is not subjeicto any nogétional or special restations other tha those
requred as adinary conventions for thdanguage (e.g.rgmmar and syntax). While no notational
restrictionsapply, threinformal speciftationisalso required to provide defined amngs for terms
that areused in a context other than tlaatepted by nor@ usage.

A semiformal specification is written in a restricted syntax language and is typically accechpani

by suppeting explanatoy (informal) prose. The restricted syntaxanguagemay be anatual
languege with restricted sentea stricture and keywords with sp@l meanings, or it may be
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diagrammatic (e.g. &a-flow diagrams, ste transition diagramsentity-relationship diagrams,
data structure diagramand process or program structure diagrams). Whetsdbon diagrams
or natural languagea set of conventions must be supmito define the restrictions plzed on the
syntax.

A formal specification is written in a notation based upet-establisted mathematical concepts,
and is typcally accompanied by supporting egphtory (informal) prose. These mathemdltic
concepts are used to define the sym@ak semantics dhe notatiorand the proof rules that support
logical reasoning.The syntactic and semantic rules supporting adbnatation should definleow

to recognise constructs ambiguouslyand determine their raning. There needs to be evidence
that it is impossible to derive contradictiorand all rules suppting the notation need to be
defined orreferenced.

Significant assurance can be gained by ensuriagtiie TSF can be tcad though eacbf its
representations, and by ensuring that tié&P model corresponds to the functionadc#ication.

The ADV_RCR family contains requirements for correspondence mappingsehdtveevarious

TSF epresentations, and the ADV_SPM family contains requirements for a correspondence
mapping betwen the TSP model and the fttional specification. A correspondencan tke the

form of an informal demonstration, a semiformedndnstration, oaformal proof.

When an informal demonstron of correspondence is required, thisangethat only a &sic

corresponence is required. Caesponence nethods irtlude, for example, the use of a two-
dimensional d@ble with entries denoting correspondence, or the ussppfoprate notation of
design diagams. Pointers aneference$o othe documents may also be used.

A semiformal demonstration of coespona@nce equires a structured approach at the analysis of
the correspondenceThis approachshould lessen ambiguity that couldxist in an infornal
corresponance by limiting the interpretatiorof the ternsincluded in tke correspondere Pointers
andreferences to other documents may be used.

A formal proof ofcorrespondererequites tha well-established mathematical cepts be used to
definethe syntax ath semantis of the formal notationand the probrules that support logical
reasoning. Theesurity propertis needto beexpressiblen the formal specification language, and
thesesecurity proprties need to be shown to be satisfied by the formal specification. Pointers and
referenesto other documents mayjso beused.

The ADV_RCR.*.1C elements require that the develgpovide evideoe, for eah adjacent pair
of TSF repesentations, that all relevant security functionality ofetimore abstract TSF
representation is refined in the Issabstract BF representation. The ADV_FSP.*.2E,
ADV_HLD.*.2E, ADV_LLD.*.2E and ADV_IMP.*.2E element®ach require the evaluator to
determine that the TSF represented by that family of requirements is an accurate and complete
instantiation of the TOE security functional requirements. In order to determine ¥faF a
representation is an accurate and compdte instantation of the TOE security functioa
requirements, it is intended that thealuator usehe evidence provided by thaeveloper in
ADV_RCR.*.1C as an input to this determination. 8tablishing aorresponence ketween the
TOE security functiod requirements andeeh ofsucessive TSF representations dowretthain,
this step-wise process will ultimely provide more assance that the least abstract TSF
representation corresponds to the TOE security dtianal requirements, which is the ultimateabo
of this class. If the euator makes no coesponance determinations back to th©E seurity
functional requirementgor intermediate BF representationsthen tying to detemine the

97



ISO/IEC 15408-3:1999(E) © ISO/IEC

corresponance from the least abstct TSF representation back to the TOE security funation
requirements may reprd too large a sp to be accuratelygoformed. Finally, depending on the
set of TSFrepresentations #éharerequired, it is qui possiblethatthe low-level design, high-lel/
design or even tle functional specifietion might be tle least abstract TSF representatiba is
provided.
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10.1 Functional specificat ion (ADV_FSP)

Objectives

The functional specifaion is a high-level escription of the usr-visible interface and bekiour
of the TSF.It is an instantiation othe TOE securityfunctional equirements. The functi@h
specificatiorhas toshow that all the TOE security functionalequirementsare addressed.

Component levelling

The components in this family are levellen the basis of the degree of formalism required of the
functionalspecifcation, and the dege of detil providedfor the externainterfaces to the TSF.

Application notes

The ADV_FSP.*.2E elemestvithin this family define a requirement that the evaluator determine
that the functional sgcification is an acurate and complete instaaiion of the TOE seurity
functional equirements. This provides a direct correspondence between the TaDEYyse
functional requiements and the functional sp#ication, in addition to the pairwise
corresponences requid by the ADV RCR family. It is expected that the evaluator will ube
evidence provideth ADV_RCRas an input to making this determinatiandtherequirement for
compleeness is intenatl tobe kelative to the level of absaction of the functioml specification.

For ADV_FSP.1.8, it is intended tht sufficient information is proviel in the functioal
specificationto understand how the TOE secuffityctional requirements havedsmeaddressed,
and to enable the speciéiion of tests wheh reflect the TOE security fational requirements in
the ST.It is na necessarily tie case that suctesting willcover all possibé return values anderror
messages which could be generatetthe interface, but the information proeeshould make
clear the results of usingn interfece inthe case ofucessand the mostcommon insénces of
failure.

ADV_FSP.2.3C introduces aquirement for a complete pesgation of the functional irerface.
This will provide the necessanetdil for supporting both thorough testing of the TOE and the
assessment of vulnerabilities.

In the context of the leb of formality of the functional sgcification, informal, semiformal and
formal are considered to be hierarchical in naflines, ADV_FSP.1.1C and ADV_FSP.2.1C may
aso be met with either a semiformal or formal dtional specification, provided that it is
supported bynformal, explanatory textvhere appropriate. laddition, ADV_FSE3.1C may also

be met with a formdunctional speciftation.

ADV_FSP.1 Informal functional specification

Dependencies:
ADV_RCR.1 Informal correspondence demonstration

Developer action elements:

abv_rsp11D  The developer shall provide a functionalspecification.
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Content and presentation of evidence elements:

ADV_FSP.1.1C

ADV_FSP.1.2C

ADV_FSP.1.3C

ADV_FSP.14C

The functional specifcation shal descibe the TS and its external interfaces
using an nformal style.

The functional specification shall be internally consistent.

The functional specificationshall describe the pur pose and method of use of all
external TSF interfaces, providing details of effects, exceptions anerror
messages, as appropriate.

The functional specification shall completely represent the TSF.

Evaluator action elements:

ADV_FSP.11E

ADV_FSP.12E

The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

The evaluator shall deermine that the functional specification is anaccurate
and complete instantiation of theTOE security functional requirements.

ADV_FSP.2 Fully defined external interfaces

Dependencies:

ADV_RCR.1 Informal carespondencdemonstation

Developer action elements:

ADV_FSP.2.1D

The developer shall provide a functiosgkcification.

Content and presentation of evidence elements:

ADV_FsSP.2.1C

ADV_FSP.22C

ADV_FSP.2.3C

ADV_FSP.24C

ADV_FSP.25C
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The functional specification sh describe tB TSFand its external interfas using
an informalstyle.

The functionabkpecificationshallbe interrally consisent.

The functional sgcification shall @scribe the purpose andetimod of use of all
external TSF interfaces, providimgmplete details ofall effects, exceptionand
error messages.

The functionakpecificationshallcompletly represent the TSF.

The functional specification shall include rationale that the TSF is aapletely
represented.
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Evaluator action elements:

ADv_Fsp21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

Aapv_Fsp22e  The evaluator shall determine that the functional specification is an accurate and
completeinstantiation of th@ OE security functional requirements.

ADV_FSP.3 Semiform al function al specification

Dependencies:
ADV_RCR.1 Informal correspondemdemonstration

Developer action elements:

ADv_Fsp3i1D  The developer shalprovide a functional spéication.

Content and presentation of evidence elements:

apv_rspaic  Thefunctional speification shall describe the TSFaits externdinterfaces using
a semifamal style supported by informal, explanatory text where
appropriate.

apbv_Fsp32c  The functiora specification shall benternally consistent.

Aapv_rsp33c  The functional specification shall describeetpurpose ad method of use oéll
extern& TSF interfaces, providig complete details of all effectexceptions and
error message

apv_rsp3ac  The functior specification shall completely represetiie TSF.

Aapbv_rsp3sc  The functional secification shall include raticsie that the TSF is comgikly
represented.

Evaluator action elements:

ADV_Fsp31E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

ADV_FsP32E  The evaluator shall determine that the functional specification is an accurate and
completeinstantiation of th& OE security functional requirements.

ADV_FSP.4 Formal functional specification

Dependencies:
ADV_RCR.1 Informal correspondemdemonstration
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Developer action elements:

ADV_FSP.4.1D

The developer shall provide a functiosgkcification.

Content and presentation of evidence elements:

ADV_FSP.4.1C

ADV_FSP.42C

ADV_FSP.43C

ADV_FSP.44C

ADV_FSP.45C

The functional specification sh describe th TSFand its external interfas using
aformal style, suppded by irformal, explanatoy text where appropriate.

The functionakpecificationshallbe intermlly consisent.

The functional sgcification shall @scribe the purpose andetimod of use of all
exterral TSF interfaes, providing complet details ofal effects, exceptiongand
error messages.

The functionakpecificationshallcompletly represent the TSF.

The functional specification shall includationale tlat the TSF is completely
represented.

Evaluator action elements:

ADV_FSP.4.1E

ADV_FSP.42E
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The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

The ewuator stell determine that the functional specdtion is an ecurateand
complete instantiationf the TCE security functionalrequirements.
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10.2 High-level design (ADV_HLD)

Objectives

The high-level design of a TOE provides a description of the TSF in terms of major structural units
(i.e. subsystems) and relates thegmits tothe functions thathey provide. The high-level design
requirements arimtended to provideassurancehat the TOE provides an architecture appropriate

to implement the TOE security functiomaljuirements.

The high-level design refines the functional speatfon into subsystems. Foralasubsystem of

the TSF,the high-level desig describes & purpo® and function,and identifies the security
functionscontained inthe subsystem. The interrelationships bsabsystermare ale defined in

the high-evel design. These iatrelationships will be represented as external interfaces for data
flow, control flow, etc, as appropria

Component levelling

The components in this family are levellen the basis of the degree of formalism required of the
high-leveldesign, and othe degree of detaiequired for the interface spécations.

Application notes

The developer is expected to délse the design of theSF in terms of subsystem$he tem
“subsysterh is used here to express the idea of decomposing the TSF into a relatively small
number & parts. While the developer is mequired to actually have “subsystems”, the developer

is expeatd to repesent asimilar level of decomposition. For example, a desigy besimilarly
decomposed usirigayers, “domains”, or*servers”.

The term “security fuctionality” is used to remsent the set of operations that a subsystem
performs in contribution to securitjunctions implemented by the TOE. This distinction is made
because design constructs, such as subsystehmodules, dmot neessarily relate to specific
security functions. Whilegiven subsystem myaorrespond dectly to a security fuction, oreven
multiple security functions, it is also possible that many subsystems must be combined to
implementasingle securitfunction.

The term “TSP-enfaing subsysm” refers to a subsyan thatcontributes to the enforcement of
the TSP gither directy or indirectly.

The ADV_HLD.*.2E elements within this family defireequirement that the evaluator determine
that the high-levedesigis an accuratand complete instantiation of the TOE security funaion
requirements. This prows a direct correspondesn ketween the TOE security functian
requrements and thieigh-leveldesign, in addition to #pairwise correspondenseequiredby the
ADV_RCR family. It is expeted that theevaluator will use the evidence provided in ADV_RCR
as an input tenaking this determination, and the recgiment for completeness is intended to be
relative to thdevel of abstration of the high-levetesign.

ADV_HLD.3.8C introduces a requirement fora compéte presentation for the intedes to the

subsystems. This will provide the necessary detail for supporting both thoestigd of the TOE
(using componentsom ATE_DPT), and the assessmenvuolnerabilities.
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In the context of the level of formality of the high-level design, informal, semiformal and formal
are considered to be hierarcHhizanature. Thus, ADV_HLD.1.C and ADV_HLD.2.C may also

be met with eithe a seniformal o formal high-level design, and BV_HLD.3.1C and
ADV_HLD.4.1C may also benet with a formal high-level design.

ADV_HLD.1 Descriptive high-lev el design

Dependencies:
ADV_FSP.1 Informal functional specification
ADV_RCR.1 Informal correspondence dmonstration

Developer action elements:

Aabv_HLD.1.1D  The developer shallprovide the high-level desigrof the TSF.
Content and presentation of evidence elements:

Aabv_HLD.1.1c  The presentationof the high-level desigrshall be informal.
apbv_HLb.12c  The high-level design shall beinter nally consistent.

Aabv_HLD.1.3c  The high-level design shall deste the structure of the TSF in terms of
subsystems.

apbv_HLD.1.4c  Thehigh-level design shall describe thessurity fun ctionality provided by each
subsysten of the TSF.

Aapbv_HLD.15c  The high-level design shalidentify any underlying hardware, firmware, and/
or software required by the TSF with a presentation of he functions provided
by the supporting protection mechanisms implememd in that hardware,
firmware, or software.

apv_Hip.16c  The high-level designshall identify all interfaces to the subsystems of the TSF.

apbv_Hib.17c  The high-level designshall identify which of the interfaces to the subsystms of
the TSF are externally visible.

Evaluator action elements:

Apv_HLD.1.1E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ADV_HLD.12E  The evaluator shall determine that the high-level design is an awirate and
complete instantiation of the TOE securityfunctional requirements.

ADV_HLD.2 Security enforcing high-level design

Dependencies:
ADV_FSP1 Informal functionaspecification
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ADV_RCR.1 Informal correspondemdemonstration
Developer action elements:
ADV_HLD.21D  The developer shalprovide the high-lesl designof the TSF.
Content and presentation of evidence elements:
ADV_HLD.21c  The presentation of tHagh-leveldesign shall benformal.
Aapbv_HLD.22c  The high-lewl designshall be internally consit.
Apv_HLD.23c  The high-level dsign shall degibe the strature of the TSF in terms of subsystems.

Apv_HLD.24c  The high-level design shall dgi#e the seurity functionality provied by e&h
subsystem of the TSF.

Aapbv_HLp25c  The hghdewel desgn shd identify any underlying hardare, firmware,and/or
software required by the TSF with agsentation bthe functions mvided by the
supporting protection achanisms implemented in that hardware, fitaray or
software.

Aapbv_HLD.26c  The high-lewl designshall icentify all interfagsto the subsystns of the TSF.

apbv_HLp.27c  The high-level design shall identify which of the interfaces to the subsystems of the
TSF are externally visible.

Aabv_HLD.28c  The high-level design shall describe the purpose and method ofsa of all
interfaces tothe subsystens of the TSF, providing details ofeffects, exceptions
and error messages, as appropriate.

Aapv_HLD.29c  The high-level design shalldescribe the separationof the TOE into TSP-
enforcing and other subsystems.

Evaluator action elements:

ADV_HLD.21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

ADV_HLD.22E  The evaluator shall determine that the high-leesigh isan accurate and complete
instantiation of te TOE security functional requirements.

ADV_HLD.3 Semiformal high-level design

Dependencies:
ADV_FSP.3 Semiformalfunctional specfication
ADV_RCR.2 Semiformal correspondence demonstration
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Developer action elements:

Apv_HLD.31D  The developer shall provideghigh-leveldesign of the TSF.

Content and presentation of evidence elements:

ADV_HLD.31c  The presentationf the high-level dsign shall besemiformal.

Apbv_HLD.32c  The high-levedesign shall be internallyonsistent.

Aabv_HLD.33c  The high-level design shall describe thesture of the TSF in tersof subsygtems.

ADv_HLD.34c  The high-level dsign skl describe the security functionality provided by each
subsystenof the TSF.

Aabv_HLp.35c  The high-level desigrshall identfy any underlyinghardware, firmwee, and/or
software requied by the TSF with a presentation of thediions provided by the
supporting protection mechanisms implemented in that resegviirmware, or
software.

Aabv_HLb.36c  The high-evel design sHIl identify all interfaces tahe subsystems of thESF.

abv_HLp.37c  The high-level design shall identify which of the integ&to the subsystems of the
TSF are exterlly visible.

Aapbv_HLD.38c  The high-level design shall describe the purmosemethod of use of all interfes
to the subsystent the TSF, providingomplete details ofall effects,exceptions
and error messages.

Abv_HLD.39c  The high-level design shall describe the separation of the TOE into TSP-enforcing
and dher subsytems.

Evaluator action elements:

ADV_HLD.31E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

ADvV_HLD.32E  The evaluator shall determine that the high{lelesign is an accatie andcomplete
instentiation of the TOE searity functional requirements.

ADV_HLD.4 Semiformal high-level explanation

Dependencies:
ADV_FSP3 Semiformal functional specification
ADV_RCR.2 Semifamal corespondencdemorstration

Developer action elements:

ADv_HLD.41D  The developer shall provideghigh-leveldesign of the TSF.
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Content and presentation of evidence elements:

ADV_HLD.41C

ADV_HLD.42C

ADV_HLD.43C

ADV_HLD.44C

ADV_HLD.45C

ADV_HLD.46C

ADV_HLD.4.7C

ADV_HLD.48C

ADV_HLD.49C

ADV_HL D.4.10C

ADV_HLD.4.11C

The presentation of tHegh-leveldesign shall beamiformal.
The high-lel designshall be internally consistt.
The high-level dsign shall degibe the strature of the TSF in terms of subsystems.

The high-level design shall deibe the seurity functionality provieged by e&h
subsystem of the TSF.

The hgh4evel desgn shdl identify any underlying hardare, firmware,and/or
software required by the TSF with agsentation bthe functions pvided by the
supporting protection achanisms implemented in that hardware, firrey or
software.

The high-lew designshall icentify all interfacesto the subsystns of the TSF.

The high-level design shall identify which of the interfaces to the subsystems of the
TSF are externally visible.

The high-level design shall descritbe purpose and method of use of all interfaces
to the subsystins of the TSF, providing completietils of all effects, exeptions
and erro messages.

The high-level design shall describe the separation of the TOE into TSP-enforcing
and other subsystems.

The high-level desig shall justify that the identified mears of achieving

separation, including any protection mechanisns, are sufficient toensure a

clear and effective separation of TSP-enforcing from non-TSP-enforcing
functions.

The high-level design shall justify thatthe TSF mechanisms aresufficient to
implement the security functions identified in the high-level dsign.

Evaluator action elements:

ADV_HLD.4.1E

ADV_HLD.42E

The evaluator shall confirm that the information provided s@ktequirements
for contentand preentation of evicence.

The evaluator shall determine that the high-leesigh isan accurate and complete
instantiation of te TOE security functional requirements.

ADV_HLD.5 Formal high-level design

Dependencies:
ADV_FSP.4 Formal functional specfication
ADV_RCR.3 Formal correspondence demonstration
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Developer action elements:

Apbv_HLD.51D  The developer shall provideghigh-leveldesign of the TSF.

Content and presentation of evidence elements:

ADV_HLD.s1c  The presentatioof the high-level dsign shall béormal.

Aapbv_HLD.s2c  The high-levedesign shall be internallyonsistent.

Aapbv_HLD.s.3c  The high-level design shall describe thesture of the TSF in tersof subsygtems.

Apbv_HLD.s4c  The high-level dsign skl describe the security functionality provided by each
subsystenof the TSF.

Aabv_HLb.s5c  The high-level desigrshall identiy any underlyinghardware, firmwee, and/or
software requied by the TSF with a presentation of thediions provided by the
supporting protection mechanisms implemented in that resegviirmware, or
software.

apbv_HLb.s6c  The high-evel design sHIl identify all interfaces tahe subsystems of thESF.

apbv_HLp.s7c  The high-level design shall identify which of the integ&to the subsystems of the
TSF are exterlly visible.

Aapbv_HLD.s8c  The high-level design shall describe the purmosemethod of use of all interfes
to the subsystems dhe TSF providing complete eails of all effects exceptions
and error messages.

Aabv_HLD.s.9c  The high-level design shall describe the separation of the TOE into TSP-enforcing
and otler subsystems.

Apv_Hp.s.10c  Thehigh-leveldesign shall justifghatthe identified means of achievingpsration,
including any protection nohanisms, are sufficient to ensure eaclandeffective
separation of TSP-enforcing fronon-TSP-enforcing functions.

Apbv_HLD.s11c  The high-evel design shalljustify that the TSF mechanisms are sufficient to
implement the securitjunctionsidentified in the high-ével design.

Evaluator action elements:

ADV_HLD.51E  The evaluator shall confirm th#ie informationprovided meets all equirements
for content and presentation of evidence.

ADV_HLD.52E  The evaluator shall determine that the high-lelsign is an accaie andcomplete
instantiation of the TOE searity functional requirements.
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10.3 Implementation representation (ADV_IMP)

Objectives

The descriptia of the implementation represtation in the form of souce code, firmware,
hardware drawing®tc. @ptures tle detailedinternal workingsof the TS in suppot of aralysis.

Component levelling

The components in this family are levelled on the basis of the etanpks and structure of the
implementation represtation provided.

Application notes

The implementation representation is useekfiyess the notion of the least abstract representation
of the TSF, specifically the one that usedto create the TSF itself without fugthdesign
refinement. Soce code that ithen compiled pa hardvare dawing that is @ed to build the actual
hardwareare examples gbarts of an implementation representation.

It is possiblethatevaluators may use thplementation re@sentation talirectly support other
evaluation activities (e.g. vulnerability aalysis, test coerage analysis, or identitation of
additional evaluator tests). It is expedtthat PP/ST authors will gt a component that requires
that the impkementatian is compleé and compehensiveenoughto addres the needs of Abther
requirements included e PP/ST.

ADV_IMP.1 Subset of the implementation of the TSF
Application notes

ADV_IMP.1.1D requires that thdevelor provide tleimplementation repreatation for asubst

of the TSF The intentionis that access to at least a portion of the=W8ll provide the evalator

with an opportunityto examine thémplementation re@sentatiorfor those portions othe TOE
where such an @riination can add signdantly to the unestanding of, and assuranite the
mechanisms employed. Provision of a sample of theemphtation representation will also allow
the evaluator to sample the traceabiydence to gain assurance in the approach taken for
refinementand to assessdlpresentatiof the implementationepresentation itself.

ADV_IMP.1.2E ekment defines a requirement that the evaluaédermine that the least abstra
TSF representation is amcurate and complete instantiation of theET&curity functioral
requirements. This prowd a direct correspondem ketween the TOE security functian
requirements anithe leastabstract TSF repsentation, in additioto the pairwise correspondences
required bythe ADV_RCR family. It is expected that the evaluatdl use the evidencprovided
in ADV_RCR as an input to aking this determination. Thedst abstact TSF repesentation for
this component is an aggregate of the impleatemt repesentation that is provided andath
portion of the low-ével design for which no corresponding implementatigoresentation is
provided.

Dependencies:
ADV_LLD.1 D escriptive low-level design
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ADV_RCR.1 Informal correspondence eémonstration
ALC_TAT.1 Well-defined developmen tools

Developer action elements:

apbv_ivp.11D0  The dewloper shall provide the implementation representation for a selected
subset of he TSF.

Content and presentation of evidence elements:

abv_iMp.11c  The implementation representation shall unambiguously define the TSF to a
level of detail such that the TSF can be generated without further design
decisions.

Apbv_iMp.12c  The implementation representation shalbe internally consistent.

Evaluator action elements:

Aapv_IMp.11E  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

abv_iMp.12e  The evaluata shall determine that the least abstract T$ representation
provided is an accurate and complete instantiation of the TOE security
functional requirements.

ADV_IMP.2 Implementation of the TSF
Application notes

The ADV_IMP.2.2E element defines a requiremerdt tthe ewluator determine that the
implementation representatios an accurate andomplete instargtion of the TOE security
functional requirements. This proesl a direct correspondencestiween the TOE security
functional equirements and the implementation representation, in addition to the pairwise
correspondences required by the ADV_RCR family. It is expetiat the esuator will use the
evidenceprovided in ADV_RCR as afnput to making this detenination.

Dependencies:
ADV_LLD.1 Descriptivelow-level design
ADV_RCR.1 Informal carespondencdemonstation
ALC_TAT.1 Well-defired developrent tools

Developer action elements:

apbv_Imp.21D  The ceveloper shall provide the implementation representatioth®entire TSE
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Content and presentation of evidence elements:

ADv_IMP2ic  The impkementation representation shall unambiguouslgfohe the TSF to a lesf
of detll such that the TSEan be generated without further desigcid®ns.

Aapbv_mp22c  The implementationepresentation shall be rhally consistent.

Aapv_IMpP23c  The implementation representation shall @scribe the relationships between
all portions of the implementation.

Evaluator action elements:

Aapbv_mMpP21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

Aapv_IMP22e  The evaluator shall eermine thé the implementation representation is an
accurate andompleteinstantiation of th& OE security functionalequirements.

ADV_IMP.3 Structured implementation of the TSF

Application notes

The ADV_IMP.3.2E element defines a reqement that the evaluator etkrmine that the
implementation representation is accurate ad complete insntiation of the TOE seurity
functional equirements. This provides a direct correspondence between the ToDEYyse
functional requirements and thenplementation representation, in addition to thmairwise
corresponances requid by the ADV RCR family. It is expected that the evaluator will ube
evidence provided in ADV_RCRsan input tomaking this étermination.

Dependencies:
ADV_INT.1 Modularity
ADV_LLD.1 Descriptive low-level design
ADV_RCR.1 Informal correspondemdemonstration
ALC_TAT.1 Well-defined deglopmenttools

Developer action elements:
apbv_mMp31p  The developer shall provide the implementati@presentation for the entire TSF.
Content and presentation of evidence elements:

ADv_IMP3ic  The impkementation representation shall unambiguouslgfohe the TSF to a lesf
of detl such that the TSEan be generated without further desigidiens.

Apv_IMpP32c  The implementationepresentation shall be mhally consistent.

ADv_IMP33c  The implementation representation shall describe the relationships between all
portions oftheimplementation.
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ADv_IMP.34c  The implementation representation shall be structured into small and
comprehensible sections.

Evaluator action elements:

abv_iMp.31E  The evaluator shall confirm th#tie informationprovided meets all equirements
for content and presentation of evidence.

Apv_IMP.32E  The evaluatoshal determire that treimplementation represeation is an &curate
and compdte instantiation of the TOE security function@fuirements.
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10.4 TSF internals (ADV_ INT)

Objectives

This family addresses the internal structure of the TSF. Reeggrits are preseed for modularity,
layering (to separate lel of abstraction and minimis&cular dependenes), minimisation of the
complexity of polcy enforement nechanisms, and the minimisation of the amount of non-TSP-
enforcingfunctionality within the TSF — thus resulting in BSF thatis simple enough to be
analysed.

Modular design reduces the inteygendence éween elements of the TSF and thus reduces the
risk that a change or error in one module will have effects throughout the TOE. Thodukar
design provides #hbasisfor determiniig the scope ointeraction with othe elementsf the TSF,
provides for increased assuance ttat unexpected effects do not occur, and also provides the basis
for designing and ealuating test suites.

The use oflayering anl of simple designsfor the TSRenforcing functionality reduce the
complexity ofthe TSF. This irturn enables a bettunderstanding ofhe TSF, providig more
assurance i the TOE scurity functional requirements are acatety and completely inahtiated
in the implementation.

Minimising the amount of functionality in the TSF that does erdorce the TSP,educes the
possibility of flaws in the TSF. In combination with modularityddayering, it allows the
evaluator to focus only on that functionality which is necessary &?® enforcement.

Designcomplexity minimisation contributes to the asgae that the code is uadtood — the less
complex the code in the TSF, theegter the liklihood that the design of the TSF is
comprehensibleDesign complexity minimisatio is a key characteristic ofarefererte validation
mechanism.

Component levelling

Thecomporentsin this familyarelevelled on the basis of the amountgifucture ad minimisation
requred.

Application notes

The erm “portions of the TSF” is usedto represent parts of the TSF with a varyingngtarity
basedon the avadble TSF epresentations. The functiongpecifcation allows identifi@tion in
termsof interfaes, the high-levé design allows idntification in terms ofsubsystems, the low-
level designallows identifi@tion in terms of moduks, and tle implementation representation
allows identificationin terms of implementationnits.

The ADV_INT.2.5C and ADV_INT.3.5C elements address minimisation of mutual interactions
betveen layes. Nevetheless, it is still penissibleto havemutual inteactionsbetveenlayers, but

in such cases the developer is required to demon#teitthese mutual iatactions are Bcessary

and cannot reasonablye avoided.
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ADV_INT.2.6C introduces areference monitor concept by regng the minimisation of
compkxity of the portionsof the TSF that enforce the &ss control and/or inforation flow
control policies identified in the TSP. ADV_INT.3.6C furth#evelops theaference monitor
concept by equiring minimisation of theomplexity of the entire TSF.

Several of the elements within themporents for this family refer to the architectural destion.
The achitectural description iat a similar level of abstraction to the loew€l design, in that it is
concerned with the modules of the TSF. Whereas thedogl-tlesign describes the design of the
modules ofthe TSF,the purpose othe architetural description is to provid evidence of
modularity, layering, and minimisation of complexity of the TSFpgdicable. Boh the low-kevel
design and the implementation representatioare required to ben compliarce with the
architectural description, tprovideassurance that the3 SF representations possathie required
modularity,layering, and minimisation of complexity.

ADV_INT.1 Modularity

Dependencies:
ADV_IMP.1 Subset of the implementation of the TSF
ADV_LLD .1 Descrigive low-level design

Developer action elements:

abv_INT.11D  The developer shall design and structure the TSF in a modular fashion that
avoids unnecessary interactions between the modules thie design.

apv_INT.120  Thedevelope shall provide an architectural description.
Content and presentation of evidence elements:
apbv_INT.1ic  The architectural deseiption shall identify the modules of the TSF.

apv_INT.12c  The architectural description shall describe the purpose, interface,
parameters, ard effects ofeach module of theT SF.

Aapbv_INT.23c  The architectural description shall describehow the TSF design provides for
largely independentmodules that avoid unnecessary interactions.

Evaluator action elements:

ADV_INT.L1E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ADV_INT.12E  The evaluator shall determine that both the low-level design and the

implementation representation are in compliance with the architectural
description.
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ADV_INT.2 Reduction of complexity

Application notes

This component introduces a esfnce monitor concept by requiring the minimisation of
complexity of the portions of tle TSF that enforce theaccess controénd/or information flow
control policiesidentified in the TSP.

Dependencies:
ADV_IMP.1 Subset othe implemerdtion of the TSF
ADV_LLD.1 Descriptive low-level design

Developer action elements:

Aapv_NT.21D  The developer shall design and structure the TSEmodular fashion that avoids
unnecesxy interactions betweethe modules of thdesign.

ADV_INT.22D  The developer shalprovide ararchitectural desiption.

Aapbv_NT.23D  The developer shall design and structure the TSF in a layered fashion that
minimises mutualinteractions between the layers of the design.

ADV_INT.24D  The developer shall design and structure the TSF in such a way that mmises
the complexity of the portions of the TSF that enforce any access control and/
or information flow control policies.

Content and presentation of evidence elements:

ADV_INT.21c  The architectural description shalleidify the modués of the TE and shall
specify which portions of the TSF enfoce the acess control and/or
information flow control policies.

ADV_INT.22c  The architectural description shall describe the purpose, inted@ameters, and
effects of each module ahe TSF.

ADV_INT.23c  The achitectural descriptioshalldescribe how tke TSF design providsfor largely
independeninodules that avoid ueoessary interactions.

ADV_INT.24c  The architectural description shall describethe layering architecture.

ADV_INT.25c  The architectural description shall show that mutual interactions have been
minimised, and justify those that remain.

ADV_INT.26Cc  The architectural description shall describe how the portios of the TSF that

enforce any acess control and/or information flow contol policies have been
structured to minimise complexity.
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Evaluator action elements:

ADV_INT.21E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

ADV_INT.22E  The evaluator shall aermine tlat both the low-level design and the
implemenétion represntation are in compliance with the arcbdtural desription.

ADV_INT.3 Minimis ation of compl exity

Application notes

This compoent requires that the refereno®nitor property “simple enough to bealysed’is
fully addressed. When this component is combined welffutictionalrequirements FPT_RVM.1

and FH _SEP.3the reference monitaoncept would be fully realised.

Dependencies:
ADV_IMP.2 Implementation of the TSF
ADV_LLD.1 Descriptivelow-level design

Developer action elements:

ADv_INT.31D0  The developer shall desigmd structure the TS- in a modula fashion that avoids
unnecessary interactions beem the modus of the aesign.

ADV_INT.320  The developer shall provide an architeal description.

Aabv_INT.330  The developer shall design and structure the TSF in a layered fashion that
minimises mutual interactions betwea the layers of the design.

ADV_INT.340  The developer shall design and structure the TSF in such a way that minimises the
complexity of theentire TSF.

ADV_INT.35D  The developer shall design and structure the portions of the TSF that enforce
any access control and/or information flow control polcies such thatthey are
simple enough to beanalysed.

ADV_INT.36D  The developer shall ensuréhat functions whose objectives ar@aot relevant for
the TSF are excludeal from the TSF modules.

Content and presentation of evidence elements:

Aapbv_INT.31c  The architectudadescription shall identify the modsl of the TSF and shall specify
which portions of the TSkenforce the agess control and/or information flow
control policies.

ADv_INT.32¢  Thearchitectudl description shall describe the purpomiterface, paramets, and
side-effects otach module of th€SF.
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The achitectural descriptioshalldescribe how tlke TSF design providsfor largely
independeninodules that avoid ueoessary interactions.

The architetural description sHll describethe layering architgure.

The archiéctural description shall show that mutual interactions hawen be
minimised and justiy those thatemain.

The archiéctural description shalledcribe how theentire TSF has been structwed
to minimise complexity.

The architectural description shall justify the inclusion of any non-TSP-
enforcing modules in the TSF.

Evaluator action elements:

ADV_INT.3.1E

ADV_INT.3.2E

ADV_INT.3.3E

The evaluator shall confirm that the information provided s@ktequirements
for contentand presentation of evidence.

The evaluator shalldeermine that both the low-level design and the
implementationepresentation are in compliance with thehaectural description.

The evaluata shall confirm that the portions of the TSF that enfarce any

access controland/or informatio n flow control policiesare simple enough tde
analysed.
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10.5 Low-level design (ADV_LLD)

Objectives

The low-level design of a TEprovides a description of the ietnhal workingsof the TSF in terms
of modules antheir interrelationshipand dependencies. The ldavel design povides assurance
that the T subsystems have &ecorrectly and efdively refined.

For emh module of the TSF, the low-level design describes its purpose, functionadeserf
dependenes, and the implementation afly TSP-enforcing functions.

Component levelling

The components in this family are &hed on the basis of the degree of formaligeuired ofthe
low-level design, and othe degree ofelail requied for the interface sgifications.

Application notes

The term “TSP-enforcing module” refers to any module that must be relied upon for correct
enforcementof the TSP.

The term “security functionality” is used to represent the sepaftions that a module performs
in contributionto security functiosimplemented by the TOE. Thigdistinction is made because
modules do not recessarily relate to spedfisecurity functions.While a given module may
correspond diretly to a security function, or exen multiple seurity functions, it is also possible
that many modules must bembined tamplement a single security function.

The ADV_LLD.*.6C elements require that the low-level desigscdbe how each TSP-enforcing
function is provided. The intent of thigguirement is that the low-lelV design provide a
description of how each moduledagpected to be implemented froadesign perspecte/

The ADV_LLD.*.2 E elements within this family defirerequirement that the aeluator determine

that the low-level design is asccurate and cometie insantiation of the TOE secuyitfunctional
requirements. This provides a it correspondence betee the TOE scurity functional
requirements and the low-level designadgidition to the pairwiseorrespondencesquired by the
ADV_RCR family. It is expected that the evaluator will use the evidence provided in ADV_RCR
as an input to making this @emination, and the requirement for complesnis intended to be
relative to the leleof abstraction othe lowlevel design.

ADV_LLD.2.9C introdwces a requirement for a complete presentation for the inésrtacthe
modules. This will provide the nessary detail for supporting both thorough testing of the TOE
(using components frn ATE_DPT), and thasessnent of vulnerabilities.

In the context of the level of formality of the low-level design, informal, semiformal and formal
are considred to be hierarchical in nature. Thus, ADV_LLD.1.1C ralsp be met with either a
semifamal a formal low-level design, and ADV_LLD.2.1C may also be met wifiloranal low-

level design.
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ADV_LLD.1 Descriptiv e low-level design

Dependencies:
ADV_HLD.2 Security enforcing high-level design
ADV_RCR.1 Informal correspondence demonstration

Developer action elements:

ADV_LLD.1.1D

The developer shall grovide the low-leveldesign of the TSF.

Content and presentation of evidence elements:

ADV_LLD.1.1C

ADV_LLD.1.2C

ADV_LLD.13C

ADV_LLD.14C

ADV_LLD.15C

ADV_LLD.16C

ADV_LLD.1.7C

ADV_LLD.18C

ADV_LLD.19C

ADV_LL D.1.10C

The presentation of the low-ével design shallbe infor mal.

The low-level desigrshall be internally consistent.

The low-level desigrshall descrikethe TSF in terms of modules.
The low-level desigrshall descrike the purpose ofeach module.

The low-level design shall define the interrelationshipsdiween the modués in
terms of provided security functionality and dependencies on other modules.

The low-level design shdl describe how each TSP-enforcing function is
provided.

The low-level desigrshall identify all interfa cesto the modules of the TSF.

The low-lewvel design shall identify which of the interfaces to the modek of the
TSF are exte nally visible.

The low-level design shall describe the purpose and method o$e of all
interfaces to the modules of the TSF, providing details of effects, exceptions
and error messages, as appropriate.

The low-level designshall descrike the sparation of the TOE into TSP-
enforcing andother modules.

Evaluator action elements:

ADV_LLD.1.1E

ADV_LLD.12E

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall determire that the low-level design isan acurate and
complete instantiation of the TOE security functional requirements.
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ADV_LLD. 2 Semiformal low-level design

Dependencies:
ADV_HLD.3 Semiformal high-level design
ADV_RCR.2 Semiformal correspondence demongation

Developer action elements:

apv_LLp.21p  The developer shall providedlow-level design ofthe TSF.
Content and presentation of evidence elements:

Aapbv_Lip.21c  The presentation of gnlow-level desigrshall besemifar mal.
apv_LLb.22c  The low-level @sign shall be irnally consistent.

Aapv_LLp.23c  The low-level design shall describe the TSF in ssofrmodules.
Aapbv_Lip.2ac  The low-level @sign shall describe the purpose of each madul

apbv_LLb.25c  The low-level design shall define the ingationships between the modules in
terms of provided securifynctionality anddependencies asthermodules.

Aapbv_Lip.26c  The low-level @sign shall describe how @aTSP-enfoecing function is provided.
apv_LLp.27c  The low-level @sign shall identify all interfeesto the modulsof the TSF.

apv_LLp.28c  The low-level design shall identify which of the inteda to the modules of the
TSF are exterlly visible.

Aapbv_LLb.29c  The low-level design shall describe the purpose and method of use of all egerfac
to the modules of the TSF, providingmpletedetails ofall effects, exceptionand
error messages.

apv_LLb.210c  The lowlevel design shall degbe the separation of the TOE into TSP-enforcing
and otler modules.

Evaluator action elements:

Apv_LLD.21E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

Aapv_LLp.22e  The evaluatoshall deérmine thet the low-levd design isan accurate andomplete
instentiation of the TOE searity functional requirements.

ADV_LLD. 3 Formal lo w-level design

Dependencies:
ADV_HLD.5 Formal high-level design
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ADV_RCR.3 Formal correspondence demonstration

Developer action elements:

ADV_LLD.31D

The developeshal provide the low-levedesign of the BF.

Content and presentation of evidence elements:

ADV_LLD.31C

ADV_LLD.32C

ADV_LLD.33C

ADV_LL D.34C

ADV_LL D.35C

ADV_LLD.36C

ADV_LLD.3.7C

ADV_LLD.38C

ADV_LLD.39C

ADV_LL D.3.10C

The presentation of ¢How-level design shall béormal.

The low-kevel design shll be internallyconsistent.

The low-leveldesign shall descriltbe TS in terms of modules.
The low-levé design shall descrilibe purposef each module.

The low-lewel design shall define the mrrelationships betwan the modules in
ternms of providedsecurity functionality and dependencies on other maasul

The low-kvel design shll describehow eachl SP-enforcing functiors proviced.
The low-kevel design shll identify all interfaces to thenodules of tke TSF.

The low-level @sign shall identify which of the interfaces to the modules of the
TSF are externally visible.

The low-level design shall dasbe the purpose and method of use of all interfaces
to the modulsof the TSF, providing complete detdlf all effects, exceptions and
error message

The low-level design shall describe #eparation of the TOE into TSP-erdimg
and other modules.

Evaluator action elements:

ADV_LLD.3.1E

ADV_LL D.32E

The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

The evaluator shall @ermine thathe low-kvel design is an accate and complete
instantiation of tk TOE security functional requirements.
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10.6 Representa tion correspondence (ADV_RCR)

Objectives

The correspondenceebween the various TSrepresentations (i.8 OE summary specification,
functional specification, highelel design, low-level design, implementation representation)
addresses the correatd complete instantiation of the requirements to the least abSt&F
representation provided. This conclusiordhieved by step-wise refinement and the cumulative
results of comsponaence determinationgetween albdjacentabstractions of representation.

Component levelling

The components ithis family ae levelled on the basis of the requireel&l of formality ofthe
correspondence beterethe various TErepresentations.

Application notes

The developer must demonstratethe evaluator that theost dtailed, or least abstract, TSF
representation provided is an aatar consistent, and complete erdiation of the functions

expressé as functionarequirenentsin the ST. This is accomplisti by showirng correspondence

between adjgentrepreserdtions ata commensurate level of rigour.

This family d requrements is not intended to address correspondefating to the TSP model
or the TSP Rathe, as shwn in Figure 10.2 it is intended to addss corespondence between
various TSF representations (i.e. the TOE summary specification, functionidicagien, high-
level design, low-level design, and implementatiepregntation) that are provided.

The ADV_RCR.*.1C elermnts refer ¢ “all relevant security functionality” in defining the scope
of what must be refined between agjacent pir of TSF representations. For the refinements
between the TOE summaryesgfication and the functional gpification, thiselement requies

only that tle TOE security functions ithe TOE sumrmary speciftation be refired in the functional
specification, and des not require that the functional spewtion contain any details regarding
assurance measures (whiele presented in the T sumnary specification). Where the
implementation representation is only provided for a eutisthe TSF (as in ADV_IMP.1), the
required refinements between the low-level design and the implementgpi@sentation are
limited to the security functionality that is presented in the implementation representation. In all
other cags, thiselement requires thall parts of the more abstract TSF representation be refined
in the less abstret TSF representation.

In the conéxt of the level of formality for correspondence betweencasjTSF representations,
informal, semiformal and foreh are considered to be herarchical in nature. Thus,
ADV_RCR.2.2C and ADV_RCR.3.2C may be met with a formal proof ofesponance, and in
theabsence o&ny requiremeston its kvel of formality,a demonstration oforrespondere may
beinformal, semiformal or formal.

ADV_RCR.1 Informal correspondence demonstration

Dependencies:
No dependenas.
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Developer action elements:

ADV_RCcR.11D  The developer shdl provide an analyss of correspondence betwee all
adjacentpairs of TSF representations thatare provided.

Content and presentation of evidence elements:

ADvV_Rcr.1ic  For each adjacent pair of proviced TSF representations, the analysis shall
demonstrate that all relevant scurity functionality of the more abstract TSF
representation is correctly and completely efined in the less abstract TSF
representation.

Evaluator action elements:

ADV_RCR.11E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ADV_RCR.2 Semiformal correspondence demonstration

Dependencies:
No degendencies.

Developer action elements:

Aapv_Rcr21D  The developr shall provide an analysis of correspondebetveen all adjacent
pairs of TSF representations that are provided.

Content and presentation of evidence elements:

ADV_RcR21c  For eachadjacent pair of provided TSF repeedations, the analysis shall
demonstrate that all relevant security functionality of the more agbsTiSF
representation is corely and completly refined in the less abstract TSF
representation.

ADV_RcR22c  For each adjacent pair of provided TSF representations, where portions of
both representations are at least semiformally spiied, the demonstration of
correspondence between those portions of the representations shall be
semiformal.

Evaluator action elements:

ADV_RCR21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

123



ISO/IEC 15408-3:1999(E) © ISO/IEC

ADV_RCR.3 Formal correspondence demonstration
Application notes

The developer must either demonstrate or prove correspomdendescribed in thequirements
below,commensurate with thevMel of rigour of presentation style. For example, correspondence
mustbe proverwhen correspondingepresentatiosare formally speified.

Dependencies:
No dependenas.

Developer action elements:

ADv_Rcr31D The dewloper shall provide an analysis of correspondence leetwl adjaent
pairs of TF representations thategprovided.

ADV_RCrR32D For those coresponding potions of representations that are formally
specified,the develope shall prove that correspondence.

Content and presentation of evidence elements:

ADV_RcR31Cc For each adjacent pair of providE8F representations, the analysis spedve or
demonstrate #i all relevant security functionality of the morabstract TSF
representation is correctly and coeiply refined in the less abstract TSF
representation.

ADV_RCcR32c For each adjacent pair of providkTSF representations, where port®of one
representation areemiformally specified and the other at least semiformally
specified, the demonstration of correspondence between those portions of the
representations shall lsemiformal.

ADV_Rcr33c For each adjacent pair of provided T$ representations, whee portions of
both representations ae formally specified, the proof of correspondence
between those portiors of therepresentations shall béor mal.

Evaluator action elements:

ADV_RCR3.1E  The evaluator shall confirm th#ie informationprovided meets all equirements
for content and presentation of evidence.

ADV_RCR32E  The evaluator shall determine the acuracy ofthe proofs of correspondence by
selectiwely verifyin g the formal analysis.
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10.7 Security policy modeling (ADV_SPM)

Objectives

It is the objectiveof this family to provide additionahssuance that tle security functions in the
functionalspecification enforce the polesin the TSPThis isaccomplished vidhedevelopment
of a secuty policy model that is based on a subset of the polidigBeoTS?, and establishing a
corresponance betweethe functional speciéation, the securitpolicy modl, and tlese polcies
of the TSP.

Component levelling

Thecomporentsin this familyare levellel on the basiof the degre of formality required of the
TSP model, and theedree of formality required of the correspondence betwiee TSP mod
and the functional secification.

Application notes

While a TSP may include gupolicies, TSP modslhave teditionally represented only subsets of

those policies, lmuse modeling certain polgsiis currently beyond the state of the art. The
current stae of the art @termines the policies thatc®e modeled, and the PP/ST author should
identify specific functions and assiated policies that an, and thus are required to be, modeled.
At the very kast, access contrahd information flow control policies arequired to be moded

(if they are part of the TSP) since they are within the state @ifrthe

For each of thecomporents within this family, there is a requirement tsatibe the rules and
characteristics odipplicable policies of the TSP ingff SP model and to ensure that &SP mocel
satisfies the corresponding paies ofthe TSP. Tk “rules” and “claracteristics” ofa TSP moda!
are intended tallow flexibility in the type of model t&t may be desloped (e.g. ste transition,
non-interference). For example, eslmay be epresented as “properties” (e.g. simgkeurity
property) and characteristics may tepresented as dfinitions swch as “initial stag”, “secure
stag’, “subjects” and “objects”.

In the context of the level of formality of the TSP model andctineesponence between the TSP
model and the functional specdition, informal, semiformal and foahare considered to be
hierarchical in nature. Thus, ADV_SPM.1.1C may also be met with either a semiformal ar form
TSP model, and ADV_SPM.2.1C may also be met with a formal TSP model. Furthermore,
ADV_SPM.2.5C andADV_SPM.3.5C may be met with a formal préoof comrespondence.
Finally, in the absence of any reguments on its leel of formality, a demonstration of
corresponence maybe informa, senmformal orformd.

ADV_SPM.1 Informal TOE security policy model

Dependencies:
ADV_FSP.1 Informal functional specification

Developer action elements:

apbv_spmi1D  The developer shall grovide a TSP model.
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apbv_spv.12p  The develogr shall demonstrate corespondere between the functional
specification andthe TSP model.

Content and presentation of evidence elements:
apv_smm.1ic The TSP model shall be informal.

apv_smm.12c  The TSP model shall describe the rules and chacteristics of all policies of the
TSP that can be modeled.

apv_spem.13c  The TSP model shall include a rationale that demonstrates that it is consistent
and complete with respecto all policies of the TSP that ca be modeled.

Abv_smm.14ac  The demonstration of correspondene between the TSP model and the
functional specification shall show that all of the security functions in the
functional specification are consistert and completewith resped to the TSP
model.

Evaluator action elements:

abv_smm.11E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ADV_SPM.2 Semiformal TOE security policy model

Dependencies:
ADV_FSP1 Informal functionaspecification

Developer action elements:
apbv_spv.210  The developer shall provide a TSP model.

Aapbv_spv.220  The dewloper shall demonstrate correspondence between the functional
specifiation and the TSP model.

Content and presentation of evidence elements:
apv_smm.2ic  The TSP model shall lsemiformal.

apv_smm.22c  The TSP mod shall describe the rules anlaracteristis of all policies of the TSP
thatcan be modeled.

apbv_spv.23c  The TSP model s#il include a rationale thatlemonstrags thatit is consistenand
complete with respedto all policies of thel SP that cale modeled.

ADV_sPv.24c  The demonstration of casponence betweerthe TSP mod and the functional

specifiation shall show that all of the security functions in the functional
specifi@tion are consistersnd complete with respetb the TSP model.
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apv_spm2sc  Where the functional specification is atéast semifg mal, the demonstration of
corresponaence between the TSP modeé and the functional specification shall
be semiformal.

Evaluator action elements:

ADv_spMm21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

ADV_SPM.3 Formal T OE security policy model

Dependencies:
ADV_FSP.1 Informal functional sp#ication

Developer action elements:
Apv_spm31D  The developer shalprovide a T® model.

apbv_spm32p  The developer shall demonsteabr prove, as appropriate, correspondence
betweerthe functional specitation arl the TSP model.

Content and presentation of evidence elements:
Apv_spm3ic  The TSP model shalbe formal.

apbv_spmzz2c  The TSP model shall describe the rules aradecteristics ofall policies of the TSP
that carbe modeled.

apv_spm33c  The TS modelshallinclude a rationale #it demonstrates #hit is consistent and
completewith respet to all policies of the TSP thaan bemodeled.

ADV_spm34c  The demonstetion of correspondence betevethe TSP model and the functabn
specification shall show thadll of the security functions in thdéunctioral
specification are consistent and complete witheetsjpthe TSP mod.

apbv_spm3sc  Where tle functional spgcification is semiformal, the demonstration of
corresponence between the TSP modeand tre functional sgcification shall be
semiformal.

apv_spm3ec  Where the functional speciftation is formal, the proof of carespondence
between the TSP modednd the functional specification shall be formal.

Evaluator action elements:

ADv_spMm3.1E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.
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11 Class AGD: Guidance documents

ISO/IEC 15408-3:1999(E)

The guidance documents class prasdhe requirements foruserand administrator guidance
documentation. For theesure administration and use of the TOE it isessary to describe all

relevant aspects for tlsecure applicatioof the TOE.

Figure 11.1 showshe families within ts class, and th hierarchy of components within the

families.

Class AGD: Guidance documents

AGD_ADM Administrata guidance

AGD_USR User guidance

Figure 11.1 - Guidance documents class decompaosition
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11.1 Administrator guidance (AGD_ADM)

Objectives

Administrator guidance refers to writtenat@rial that is intended to be etsby those persons
responsible for configuring, maintainingnd administering 8@ TOE in a correct manner for
maximum security. Because the secure ajmr of the TOE is dependent upon the correct
performance athe TSF, prsons esponsible foperformingthese functiosare trusted by th€SF.
Administrator guidance is intended t@ln administetors understand the @ity functions
provided by the TOE, oiuding both those functions dhrequire the adminisdtor to perform
security-criti@ actions andhose functions that provide security-critical information.

Component levelling

This family contains only one component.

Application notes

The equirements AGD_ADM.1.3Cand AGD_ADM.1.7C encompass theaspect thatany
warnings to the users of a TOE with regard to the TOE seaamiiyonment and the security
objectives desribedin the PP/$ are appropriadly covered in the administrator guidance.

The corcept of secure slues, as emplogd in AGD_ADM.1.5C, las relevage where an
administrator has control over security parameters. Gogdaeeds to be prowed on securand
insecure settings for sugbarametersThis concept is relatetb the use of the component
FMT_MSA.2 from ISO/IEC 15408-2 .

AGD_ADM. 1 Administrator guidance

Dependencies:
ADV_FSP.1 Informal functional specification

Developer action elements:

Acb_apm.110  The developer shall provide administrator guidance addressed to system
administrative personnel.

Content and presentation of evidence elements:

Acb_ADM.11c  The administrator guidance shall describe the administrative functions and
interfaces availabkto the administrator of the TOE.

AGD_apMm.12c  The administrator guidance shall eéscribe how to adninister the TOE in a
secure manner.

AGD_ADM.13c The administrator guidance $all contain warnings abaut functions and
privilegesthat should be controlled in a secure processing environment.
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AGD_ADM.1.4C

AGD_ADM.1.5C

AGD_ADM.1.6C

AGD_ADM.1.7C

AGD_ADM.1.8C

ISO/IEC 15408-3:1999(E)

The administrator guidance shall describe all assumptions regarding user
behaviour that are relevant to secure operation of the TOE.

The administrator guidance shall desrib e all security parameters under the
control of the administrator, indicating secure values as apprapate.

The administrator guidance shall describe eeh type of security+elevant eent
relative to the administrative functions that neel to be performed, including
changing the securitycharacteristics of entities under thecontrol of the TSF.

The administrator guidance shall be consistent with all other documentation
supplied for evaluation.

The administrator guidance shall desribe all security requirements for the IT
environmentthat are relevant to theadministrator.

Evaluator action elements:

AGD_ADM.1.1E

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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11.2 User guidance (AGD_USR)

Objectives

User guidance refs to magrial that is intended to be used by non-administrative human users of
the TOE, and by oths (e.g. programmersjsing the TOE's extesh interfaces. User guidance
describes the security faimons provided by the TSF and provides instructions and guidelines,
including warningsfor its secuve use.

The user guidance provides a basis for assumptions about the use of the TOE and aomeasure
confidence thanon-ndlicious users, application prowd ard others exasising the external
interfaces othe TCE will understand theesure opeation of the TOE and will use itas intended.
Component levelling

This family contains only one component.

Application notes

Therequirements AGD_USR.1.3.C aA6GD_USR.1.5C ecompass the asp that anywarnings

to the users o0& TOE with regard to th& OE securityenvironment and the security objects
described inthe PP/ST arappropriatelycovered inthe user guidance.

In many cases it may be appriate that guidance isqvided in sepate documents: onir
human uers, and one foapplication progammers and/or hard-wareedigners using software or
hardware interfaces.

AGD_USR.1 User guidance

Dependencies:
ADV_FSP.1 Informal functional specification

Developer action elements:
Aacb_Usr11D  The developer shalprovide user guidance.
Content and presentation of evidence elements:

AGD_usr11c  The user guidanceshall describe the functions and interfaces available to the
non-administrativ e users of e TOE.

Acb_Usr12c  The user guidarce shall describethe use of ugr-accessible security functions
provided by the TOE.

AGD_Usr13c  The user guidanceshall contan warnings aboutuser-accessit# functions and
privileges that should be controlled in a secure processig environment.
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AGD_USR.14C

AGD_USR.15C

AGD_USR.16C

ISO/IEC 15408-3:1999(E)

The user guidance shall clearly present all useresponsibilities neessary for
secure operation of the TOE, including those related to assumptions regding
user behaviour found in the statementof TOE security environment.

The user guidance shall be consistent with all other documentation supplied
for evaluation.

The user guidance shall describe all security requirements forthe IT
environmentthat are relevant to theuser.

Evaluator action elements:

AGD_USR.1.1E

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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12 Class ALC: Life cycle support

Life-cycle support is an aspeof establishing discipline and control in the proesss refinement

of the TOE during its e/eloprment and maintenance. Confidence in the correspondencedoetwe
the TOE secuty requirements and the TOEis gederif secuity analysis and the production of the
evidenceare dore on a regular basias an integral part ofthe developmenand mainenance
adivities.

Figure 12.1 showshe families within ts class, and th hierarchy of components within the
families.

Clas ALC: Lifecycle support

— ALC_DVS Developmensecurity .

— ALC_FLR Flaw remediation —

— ALC_LCD Life cycle definition .

L ALC_TAT Toolsand techniques —

1
1
1
1

2
2
2
2

3
— 3
3

Figure 12.1 -Life-cycle support clasdecomposition
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12.1 Development security (ALC_DVS)

Objectives

Development security is comoed with physical procedual, pesonnel, and othiesecuity
measurs that may be ugkin the development environment to pecttthe TOE. Itincludes the
physicalsecurity of the @velopnent location and any procedures used ¢est development aff.
Component levelling

The components in this family are levelled on the basis of whether justification of the sufficiency
of the security measures is required.

Application notes

This family deak with measures to remove oeducethreas existing at the developer’s site.
Conversely, threats to be countered at the TOE user’s site are nocoadhged in the security
environment subclause of a PP ar. S

The evaluator should determine whether there is a need for visiting the developer’s site in order to
confirm that therequirements of thisamily are met.

It is recognised that confdtiality may not always be an issue for the protection of the TOE in its
development environment. The use of the word “necessary” allows for €ag@ebf appropriate
safeguards.

ALC _DVS.1 ldentification of security measures

Dependencies:
No dependenas.

Developer action elements:

ALc_pvsiib  The develogr shall produce development security documentation.

Content and presentation of evidence elements:

ALc_pvsiic  The dewlopment security documentation shall describe all the physical,
procedural, personnel, and other security measures that are necessary to
protect the confidentiality and integrity of the TOE design and
implementation in its development environment.

ALc_pvsi2c  The development security documentation shall povide evidence that these

security measures are followed during the developent and maintenance of
the TOE.
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Evaluator action elements:

ALc_pvs.1iE  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALc_pvs.12e  The evaluatorshall confirm that the security measures are being applied.
ALC_DVS.2 Sufficiency of security measures

Dependencies:
No degndencies.

Developer action elements:

ALc_pvs.2ip  The ceveloper shalproduce éveloprent security documentation.

Content and presentation of evidence elements:

ALc_pvs2ic  The dewelopment security documeaaiion shall cebscribe all the physical,
procedural, personnel, and other security measures that are necessary to protect the
confidentiality and irdggrity of the TOE dsign and implementation in its

development environment.

ALc_pvs22c  The development seurity documentation sl provide evidence that thesecurity
measures ar&llowed duringthe developmerdand maintenance of the TOE.

AaLc_pvs23c  The evidence shall justify that the security measuresrpvide the necessy
level of protectionto maintain the confidentiality and int egrity of the TOE.

Evaluator action elements:

ALc_pvs.2iE  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

ALc_pvs.22e  The evaluator sl confirm that the gcurity measures are beiagplied.

137



ISO/IEC 15408-3:1999(E) © ISO/IEC

12.2 Flaw remediation (ALC_FLR)

Objectives

Flaw remediation equires that discovered security flaws becked and corrected byhe

developer. Althouglfuture complance withflaw remediation procedues cannot baletermined at
the time of the TOE evaluation, it is possible to evaluhee policies and predures thata

developer has in plac® track andcorrect flaws, and to distribute the flaw informati@md

corrections.

Component levelling

Thecomponents ithis familyare levelled othe bass of theincreasingextent in scope dhe flaw
remediation procedures and érigour of theflaw remediation policies.

Application notes

This family provides assuraecha the TOE will be maintairet and supported ithe future,
requiring the T@& develogr totradk and correct flaws in #89/TOE. Additionally, requirenents are
included for the distribution of flaw corrections. Hewver, this family des not impose evaluation
requirements beyond the curr@vialuation.

The flaw remediation paedures should desbe the methods for dealing with all types of flaws
encounteed. Some flaws may not be fixable immediately. There may be sorasi@ts where a

flaw cannotbe fixed and other (e.g. procedural)easures must be taken. The documentation
provided should covehe procedres for providing the operational sitegh fixes, and poviding
information on flaws wére fixes are delayed (and what to do in the interim) or when fixes are not
possible.

ALC_FLR.1 Basic flaw remediation

Dependencies:
No dependenas.

Developer action elements:
ALc_FLR.11D  The developer shaldocument theflaw remediation procedures.
Content and presentation of evidence elements:

ALc_FLr.11c  The flaw remediation procedures documentation shall describe the procedures
used totrack all reported security flaws in each release of th€OE.

ALc_FLr.12c  The flaw remediation procedures shall require that a description of the nature
and effed of each security flaw be provided, aswell as the status of finding a
correction to that flaw.

ALc_FLr.13c  The flaw remediation procedures shallrequire that corrective actions be
identified for each of the security flaws.
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ALc_FLr.14c  The flaw remediation procedures documentation shall describe the methods
used to provide flaw information, corrections and guidance on corrective
actions to TOE users.

Evaluator action elements:

ALC_FLR.11E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_FLR.2 Flaw reporting procedures

Dependeaies:
No degendencies.

Developer action elements:
ALc_FLrR21D  The developer shaldocument thélaw remediation procedures.

ALc_FLR220  The developershall establish a procelure for accepting and actng upon user
reports of security flaws and requests for carections to those flaws.

Content and presentation of evidence elements:

ALc_FLr.21c  The flaw remediation procedures documentation shall describe the procedetres us

to track all reported security flasin each release of the TOE.

ALc_FLr.22c  The flaw remediation pr@dures shall require that a description of the nature and
effect of ech security faw be providedas wellas the sétus of finding a correction
to thatflaw.

ALc_FLr.23c  The flawremediatiorprocedurs shallrequire that correctivections be identiigd
for each of thesecurity flaws.

ALC_FLR24c  The flaw remediation procedures documentatiat slescribe the methods used to
provide flaw information, corrections and guidance on correetitiens to TOE
users.

ALC_FLR25c  The procedures for processingeported security flaws shall ensure that any
reported flaws are corrected ard the carection issued to TOE users.

ALC_FLR26Cc  The procedures for processing repoted security flaws shall provide
safeguards that any corections to these security flaws do not introduce any
new flaws.

Evaluator action elements:

ALC_FLR21E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.
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ALC_FLR.3 Systematic flaw remediation

Dependencies:

No dependenas.

Developer action elements:

ALC_FLR.3.1D

ALC_FLR.3.2D

ALC_FLR.3.3D

The developer shall document the fleemediation proedures.

Thedeveloper shall establish a procedurestmepting and actingpon ugr reports
of securityflaws and regests for corrections tthose flaws.

The developer shal designate one or more specific points otontact far user
reports and inquiries about security issues involvirg the TOE.

Content and presentation of evidence elements:

ALC_FLR.3.1C

ALC_FLR.3.2C

ALC_FLR.3.3C

ALC_FLR.3.4C

ALC_FLR.3.5C

ALC_FLR.3.6C

ALC_FLR.3.7C

The flaw remediation paedures documentation shall delse the proedures used
to trackall reported security flaws in eachlease of thelfOE.

The flaw remediation procedures shall require thagsarghtion of the naturend
effect of each security flaw be provided, as well as the status of findingeatworr
to that flaw.

The flaw remediation praceduses shall require that corrective actionsbe icentified
for eachof the securityflaws.

The flaw remediation procedesr docunentation shall describe the methods used to
provide flaw information, corrections and guidance on corrective actions to TOE
users.

The proedures for processing reportedsaty flaws shall ensure that any reported
flaws are corrected and the correction ékto TOE users.

The procedures for processirgpored scurity flaws shall provig sakguards that
any corrections tthese security flaws do not introduce any new flaws.

The flaw remediation procedures shall islude a procedure requring timely
respanses for he automatic distribution of seawrity flaw reports and the
associated corrections toegister ed users wio might be affected ly the security
flaw.

Evaluator action elements:

ALC_FLR.3.1E
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12.3 Life cycle def inition(ALC_LCD)

Objectives

Poorly controlled development anaimterance of the TOE can result in a flawed implementation
of a TOE (ora TOE thatdoes not reet all of its security requements) This, in turn, esults in
security violations. Therefore, it is important that a model for the development and nasioteof
aTOE be established as gaals possible in the TOElife-cycle.

Using a model for the developmeaantd maintenace of a TOE does not guaranteettthe TOE
will be free of flaws, nor does it guarantetha the TOE will meet all ofts security functioal
requirements. lis possibé that the model chosen will be insufficient or inadequate and therefore
no benéts in the quality of the TOE can be observed. gsalife-cycle model that has been
approved by somgroup ofexperts €.g.academic exgrts, standards bodies) improves thances
that the development and antenancemodelswill contribute tothe overall gality of the TOE.

Component levelling

The componentsin this family are levelled on the bas of increasing requirements for
standardisation and measurability of life-cycle model, andor compliarce with that model.

Application notes

A life-cycle model encompassteproceduregools andechnigesused to develop and maintain
the TOE. Aspects of the process that may bereavby such a model include design methods,
review proedures, project mnagement controlsshange control procedures, test methods and
acceptance procedures. Affective life-cycle model will addss these aspcts of the development
and maintenance process within averall management structure that assigns responsibilities and
monitors progress.

Although life-cycle definition deals with the minterance of the TOE andehce with aspcts
becoming relevant aftéihe compétion of the evaluation, gevaluationadds assuraet¢hroughan
analysis of the life-cycle informatiofor the TOE provided ahetime of the evaluation.

A standrdised life-cyle model is a model that hasdm approved by some group of experts (e.qg.
acacemic experts, standards bodies).

A measuable life-cycle moel is a model witharithmetic parameterand/or metrics that easure
TOE development properties (e.g. source code complexity metrics).

A life-cycle model povides for the necessary cositover the development and maintenance of
the TOE, if the develag@ can supply information # shows that the model approgely
minimises the danger of security violations in the TOE. Informatioangin the ST about the
intendedenvironment of the TOE and about the TOE's security objectiagsba useful in
defining the model for the portion of the life-cle after tle deliveryof the TOE.
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ALC_LCD.1 Developer defined life-cycle model

Dependencies:
No dependenas.

Developer action elements:

ac_Lcp.1ip  Thedeveloper shal establish a life-cycle model to &used in the development
and maintenance ofthe TOE.

ALc_tcp.i2p  The develger shall provide life-cycle definition documentation.
Content and presentation of evidence elements:

ALc_tcpiic  The life-cycle definition documentation shall describe the model used to
develop and maintain the TCE.

ALc_tcpi2c  The life-cycle model shall provide for the necessey control over the
develgpment and maintenanceof the TOE.

Evaluator action elements:

Alc_Lcp.iie  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ALC_LCD.2 Standardised life-cycle model

Dependencies:
No dependenais.

Developer action elements:

ALc_Lcp21p  Thedeveloper shall establish a life-cycle model to belus the developmerdnd
maintenance of te TOE.

ALc_Lcp22p  The developer shall provide life-cyclefohition documentation.

ALc_Lcp23p  The developer shall use a standdised life-cycle model to develop and
maintain the TOE.

Content and presentation of evidence elements:

AaLc_tcp21c  The life-cycle definition docurnentation shall describe the model useddevelop
and maintain the TOE.

ALc_Lcp22c  Thelife-cycle modd shall provice for the necessy control overthe development
and maintenance of tiHeOE.
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ALc_Lcp23c  The life-cycle definition documentation shall explain why the model was
chosen.

ALc_Lcp.24ac  The life-cycledefinition documentation shall explain how the model is used to
develop andmaintain the TOE.

ALc_Lcp.2sc  The life-cycle definition documentation shall demonstrate compliance with the
standardised life-cycle moé!.

Evaluator action elements:

ALc_Lcp2iE  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

ALC LCD.3 Measurable life-cycle model

Dependencies:
No degndencies.

Developer action elements:

ALc_Lcp3ip  The ceveloper shll establisha life-cyclemodel to bausedin the development and
maintenance of the TOE.

ALc_Lcp32o  Thedevelope shall povidelife-cycle definition documentation.

ALc_Lcp33p  The developer shall use a standardesetimeasurablelife-cycle model to desiop
ard maintain tke TOE.

ALc_Lcp34p  Thedeveloper shalimeasure the TOE develoment using the standardigd and
measurable life-cycle mod!.

Content and presentation of evidence elements:

ALc_Lcp3ic  The life-cycle definition documentation shall describe the model usede@lop
and maintain the TOBRnpcluding the details of its arithmetic parameters and/or
metrics usal to measure the TGE development against thenodd.

ALc_Lcp32c  The life-cycle model shall provide ftine recessary contrabver tre development
andmainterance of the TOE.

ALc_Lcpasc  The life-cycledefinition documentation shall explain why the model was chosen.

ALc_Lcp3ac  The life-cycle dé@énition documentation shall explain how the model is used to
develop and maintain the TOE.

ALc_Lcp3sc  The life-cycle definition documentation shall demonstrate comg@iawith the
standardisednd measirable life-cyclemodd.
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ALc_Lcpasc  The life-cycle documentation shall povide theresults of the measuremnts of
the TOE development usinghe standardised and measurable life-cycle model.

Evaluator action elements:

ALc_Lcp31e  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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12.4 Tools and techniques (ALC_TAT)

Objectives

Tools am techniques is aaspect oeleting toolsthat are usd to developanalyse adimplement

the TOE. It includes requements to prevent ill-defied, inconsisent or incorrectdevelopment
tools fom being used to develop the TOE. This includes, but is not limiteddgrgmming
langueges, documentation, implementation stadd, and otér parts of the TOE such as
supporting runtire libraries.

Component levelling

The components in thisarhily are kvelled on the basis of increasing requirements on the
descriptionand scop®f the mplementationstandard and the documentation ahplementation-
dependent options.

Application notes

There is a requirement for well-defthdevelopment tools. These are tools thatetbeen shown

to be applicable withouhe ned for intensive further clarification. Fa@xample programming
languages and compui@ded design(CAD) systems thatrabased on an a standard published by
standards bodies atensideredo bewell-defined.

Tools and tehniques distinguishestween the im@mentation standards applied by the developer
(ALC_TAT.2.3D) and the implementation standards for “all parts of the TOE” (ALC_TAT.3.3D)
that additionally includethird party sdtware, hardvare, orfirmware.

The equirementin ALC_TAT.1.2Cis especially applicable tprogramming languageso as to
ensure that all statements in the source code have an unambigesmisgn

ALC_TAT.1 Well-defined development tools

Dependencies:
ADV_IMP. 1 Subset of heimplementation of the TSF

Developer action elements:
ALC_TAT.11D  The developer shall identify the dexlopment tools being usel for the TOE.

ALc_TAT.12D  The developer shall docurent the selected implenentation-dependent options
of the development tools.

Content and presentation of evidence elements:
aLc_tat.11c  All developmenttools usel for implementation shall be well-defined.

ALC_TAT.12c  The documentation of the development toslshall unambiguously define the
meaning ofall statements used in themplementation.
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ALc_TAaT.13c  The documentation of the develpment tools shall unambiguously define lte
meaning of all implementation-dependent options.

Evaluator action elements:

ALc_TAT.L1E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

ALC_TAT.2 Compliance with implementation standards

Dependencies:
ADV_IMP.1 Subset of the implementationtbe TSF

Developer action elements:
ALc_TAT.21D  The developer shall identify the development tools basegl for thef OE.

ALc_TAT.22D  The deweloper shall document the selected implementatiorem#gnt options of
the development tools.

ALc_TAT23D  The developershall describe the implementation standards to bapplied.
Content and presentation of evidence elements:
aLc_tat21c  All development tools usd forimplementation shallbe well-defined.

ALc_TAT.22c  The documentation of éhdevelopment tools shall unambiguouslgfide the
meaning of alstaements used in thenplementation.

ALc_TAT23c  The documentation of éhdevelopment tools shall unambiguouslgfide the
meaning of alimplementation-degndent options.

Evaluator action elements:

ALc_TAT.21E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

ALc_TAT22E  The evaluator shall confirm that the implementation standads have leen
applied.

ALC_TAT.3 Compliance with implementation standards - all parts

Dependencies:
ADV_IMP.1 Subset of the implementationtbe TSF

Developer action elements:

ALc_TAT.31D  The developer shall identify the development tools basegl for thef OE.
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ALC_TAT.32D  The developr shall document theelected implementation-dependent options of
the delopmert tools.

ALC_TAT.33D  The dewloper shall describe the implemtation standarddor all parts of the
TOE.

Content and presentation of evidence elements:
aLc_Ttat.31c  All development tod used for implementation shall be well-defin

ALc_TAT.32c  The documentation fothe develoment tools shall umabiguously define the
meaningof all statements used the implementation.

ALC_TAT.33c  The documentation fothe develoment tools shall urmabiguously define the
meaningof all implementation-dependent options.

Evaluator action elements:

ALC_TAT.31E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

ALC_TAT.32E  The evaluator sl confirm that the implementatiostandards haveebn applied.
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13 Class ATE: Tests

The class “Tests” encompasses four families: coverage (ATE_COV), depth (ATE_DPT),
independenttesting (e.g. functional testing performeddwaluators) (ATE_IND), and functi@h

tests (ATE_FUN). Testing helps to establish that the TOE security functional requirements are
met. Testig provides assurance thatetifOE satisfis at leag the TCE security functional
requirements, although it cannot establish that th& @@Gs no more than what vesspecified.
Testing may also be directed towatitke internal structure of the TSF, such as the testing of
subsystems and modslagainst their sp#ications.

The aspcts of coverage and depth haveeen separated from fetional tests for reasons of
increagd flexibility in applying the components of the farefli However, the requirements in
thesethree families aretended to be appliedgether.

The indepndent testing family has depdencies on the other families to provide tleeessary
information to support theequirementsbut is primarily concernedvith independent evaétor
actions.

The emphasis in thidass is on confirmation that the TSF agges acording to its spcification.
This will include bothpositive testig basel on function& requirements, ahnegative testing to
check that undesirablesbaviour is absent. This class does not address peneteimgt whch

is direced toward finding vulnerabilitie that enabke a ugr to violate the security policy.
Penetration testing is based upon an analysith@fTCE that specifically eeks to identify
vulnerabilities in the design and ineplentation of the TSF, and is addressed separatelgnas
aspect ofvulnerabilityassessment in the class AVA.
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Figure 13.1 show the families within ths class, andhe hierarchyof comporents within the
families.

ClassATE Tests

— ATE_COV Coverage —

- ATE_DPT Depth -

— ATE_FUN Functional tests |

12
[z
12
1l2

— ATE_IND Independettesting —

Figure 13.1 -Tests class decomposition
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13.1 Coverage (ATE_COV)

Objectives

This family addresses those asfseof testing that del with completeess of test coverage. d@h
is, it addresses thextent to which the TSF is tested, and whether or not the testing is sufficiently
extensive tademonstratthat theTSF opeates as specified.

Component levelling

The components in this family are levelled on the basis of increasing rigour of intediig, t
and increasig rigour of the analysisof the sufficierty of the tess to demonstrattha the TSF
operates in acordance with its functional sgécation.

ATE_COV.1 Evidence of coverage
Objectives

In this component, the objective is to establisd the TSF has been tedtagainst its functica
specification. Tis is to be achieved through aexamination of developer eviénce of
correspondence.

Application notes

While the testing objective is to cover the TSF, there is no requirement to provide anything to
verify this assertion o#ln than an informal mapping of tests to the functionacscation and the
testng data itsdl

In this component & deweloper is requiredto show how the testthat have been identid
correspond to the TSHs described in the fustional specification. Thiscan be achiesd by a
staement of correspondenceggaps using aable. This information is required to support the
evaluator in planning the test programme for thauation. At this lewel there is no requirement
for complete covexge of every aspect of¢iT SF bythe developr, andthe evaluator wilheedto
takeaccount of ag deficiencies inthis area.

Dependencies:
ADV_FSP.1 Informal functional specification
ATE_FUN.1 Functional teging

Developer action elements:

ATE_cov.1.1D  The developer shall povide evidence ofhe test coverage.

Content and presentation of evidence elements:

ATE_cov.i11ic  The evidenceof the test coverage shalshow the corespondence btween the

tests identified in the test documentation and the TSF aslescribed in the
functional specification.
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Evaluator action elements:

ATE_cov.1ie  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

ATE_COV.2 Analy sis of cove rage
Objectives

In this component, the dbjective is to establisthat e TSF hasbeen tested gainst its functional
specification in a systematic manner. Thistesbe achieved through an examination of developer
analysis of coespondence.

Application notes

The developr is requied to demonstrate that the tests whigkehbeen identified include testing

of all of thesecurity functions as described the functional specifation. Theanalysis should not
only show the correspondence betweaests and security fetions, but should provalalso
sufficient information for the evaluator to determine howftmetions have been exercised. This
information can beused inplanning fa additional evaluatorests. Althoughat this lewel the
develope has to demonsdte that each of the functions within the functional specification has been
tested the amounof testirg of eachfunction need ndbe exhaustive.

Dependencies:
ADV_FSP1 Informal functionaspecification
ATE_FUN.1 Functionaldsting

Developer action elements:

ATE_cov.21p  The developer shall providen analysisof the &st coverage.

Content and presentation of evidence elements:

ATE_cov.2ic  The analysisof the test coverage shakémonstratethe correspondence between
the test identified in the test docurentation and tke TSF as described irthe
functional sgcification.

ATE_cov.22c  The analysis of the testoverage shall demonstrate that thecorrespondence
between the TE as describad in the functional specification ard the tests
identified in thetes documertation is conplete.

Evaluator action elements:

ATE_cov.21E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.
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ATE_COV.3 Rigorous analysis of coverage
Objectives

In this component, the objective is to establisdt the TSF has been tedtagainst its functica
specification in a systematic and exhaustive maifies is to beachieved through an examination
of deweloperanalysis of correspondence.

Application notes

The developer is requiredo provide a convicing argument thathe tests which have ée
identified cower all security functions, and that thesting ofeach security function is complete.
There will remain little scope for the evaluator to devise additifumctional tests of theTSF
interfaces based on the functional speddtion, as thy will have been exhaustively tested.
Neverthelesghe evaluatoshout strive to devise such tests.

Dependencies:
ADV_FSP.1 Informal functional sp#ication
ATE_FUN.1 Functional testing

Developer action elements:

ATE_cov.31D  The developer shalprovide aranalysis of the testoverage.

Content and presentation of evidence elements:

ATE_cov.3ic  The analysis of the test coverage shathdnstete the correspondea betweerhe
tests identifed in the testdocumentation anthe TSFas descriled inthe functioral
specification.

ATE_cov.32c  The analysis of the test coverage stiathonstratéhat the correspondence beene
the TSF as descild in the functioal specification and the tests idengfi in the
testdocumentation is complete.

ATE_cov.33c  The analysisof the test coverage shall rigorouslgemonstratethat all external
interfaces of the TSF identified in the functional speification have been
completely tested.

Evaluator action elements:

ATE_cov.31E  The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.
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13.2 Depth (ATE_DPT)

Objectives

The comporents in this &mily deal with the leveodf detail to whichthe TSF is tested. Testingf
security furctions is baed upon increasing depth of informatiaderived from analysis athe
representations.

The objectiveis to counter the risk of missing aamror in the development of the TOE.
Additionally, the components of thigrily, especially as testing is more concerned with the
internal structure of the TSF, are more likely to discemgrmali cious code that haseén inserted.

Testing that exerses specific internal interfas can provide assurance not only that the TSF
exhibits tke desired external security behaviour, balso tha this behaviou stems from correctly
operating internal nehanisms.

Component levelling

The components in this family are levelled on thsidbof increasing detail provided in the TSF
representatios, from the high-level desig to the inplementation representation. This levelling
reflecsthe TS repregntations presented ithe ADV class.

Application notes

The specific amount and type ofawonentation and evahce will, in general, beaiermined by
the chosen componéfrom ATE_FUN.

Testing at the level of the functional specification is eskd by ATE_COV.

The principleadopied within this family is that the leb of testing be appropriate to the level of
assurane being sought. Where higher componeats applied the est resuls will need to
demonstate that themplementation of the TSF onsistent with its design. For example, the
high-level design shouldedcribe each of the subsystems also describe the interfees between
these subsystems in sufficient detail. Evicenf testing must show d@hthe interml interfaces
between subsystemsue beerexercised. This may bachieved through testing via the external
interfaces of the TSF, or bgsting of the subsystem interfaces in isolation, perhaps employing a
test harness. In cases &b some aspects of an internal integfaannot be tested via the external
interfaces there shoutther be justifcation that these aspects need not be tested, or the internal
interface neesito be tested diatly. In thelatter case thdnigh-level design eeds to besufficiently
detailed in order to facilitate direct testing.€lfiigher components in thiamily aim to chek the
correct opeation of internal interfaces that become visible as the design becesseabstract.
When these components are agplit will be more difficult to provide astjuate evidence of the
depth of testing using thESF’s exernal interfaces alone, and modular testing will usually be
necessary.
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ATE_DPT.1 Testing: high-level design

Objectives

The subsystems of a TSF provide a high-lewestrption of the internal workings of the TSF.
Testing at the levelfdhe subsstems, in oder to demonstrate the presence of #éays, provides
assurancehatthe TSF subsystems have been correcthlised.

Application notes

The cbveloper is expetedto describehe testing of the high-lel/designof the TSFin terms of
“subsystems”. The term “subssisi’ is used to expresthe notionof decomposing tke TSF into a
relatively smdlnumberof pats.

Dependencies:
ADV_HLD.1 Descriptive high-level design
ATE_FUN.1 Functional teging

Developer action elements:

ATE_DPT.L1D  The developer shall grovide the analysis of the depth of testing.

Content and presentation of evidence elements:

ATE_DPT.L1C  The depth analysis shall dmonstrate that the tests identified in the test
documentation are sufficent to demonstrate that the TSF operates in
accordane with it s high-level design.

Evaluator action elements:

ATE_DPT.L1E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ATE_DPT.2 Testing: low-level design

Objectives

The subsystems of a TSF provide a high-lewestption of the internal workings of the TSF.
Testing at the levelfdhe subsstems, in oder to demonstrate the presence of #éays, provides
assurancehatthe TSF subsystems have been correcthlised.

The modules of a TSF provide a description of the iat@varkings of the TSF. Testing at thevel

of the modules, in order taohonstete the presence cény flaws provides assurance that the TSF
modules have been correctBalised.
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Application notes

The developer is expected to describe the testing ohigjie-level design of the TSF in tesrof
“subsystems”. The term “subsystéms used toexpres the notionof decomposing 8aTSF into a
relativelysmall number of parts.

The developeis expected to describe thesting d the low-level designfothe TSF in tems of
“modules”. The term‘modules”is used to express theotion of decomposingaeh of the
“subsystems” of th&SF into a relatively sail number of parts.

Dependencies:
ADV_HLD.2 Security enforcing high-level design
ADV_LLD.1 Descriptive low-level design
ATE_FUN.1 Functionaldsting

Developer action elements:

ATE_DPT.21D  The developer shall providedhnalysis of the depth désting.

Content and presentation of evidence elements:

ATE_DPT21Cc  The depth analysis shall demonstrate that the tests igdniifi the test
documentatiorare suffcient to demonstrate that the H 8perates in accordance
with its high-level @signand low-level desig.

Evaluator action elements:

ATE_DPT.21E  The evaluator shall confirm th#ie informationprovided meets all equirements
for content and presentation of evidence.

ATE_DPT.3 Testing: implementation representation

Objectives

The subsystas d a TSF provide a high-level description of the internalrkings d the TSF.
Testing at the level of the subssrsis, in orer to demonstate the presence of any flaws, praesd
assurance that the TSF subsystems have been correctly realised.

The modules of a TSF provide a description ofnkernal workings of the TSF. Testing at thed|
of the modugs, in ordetto demonstrathe presence ofany flaws provides assurandbat tre TSF
modules have been correctly realised.

The implementatiorrepresentation of a TSF providea detiled description of the internal

workings of the TSF.Testirg at the leel of the implementation, in order to demonsedhe
presene of any flaws, providesssurance thtdhe TSHEmplementation has baeorrectlyrealised.
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Application notes

The cbveloper is expetedto describehe testing of the high-leldesignof the TSFin terms of
“subsystems”. The term “subssisi’ is used to expresthe notionof decomposing tle TSF into a
relatively smdlnumberof pats.

The developer is expect¢o describe the esting of the low-lewel designof the TSF interms of
“moduks’. The term “modules” is used to exgms the notion of decomposing each of the
“subsystems” of the TSF into a relatively snmalimbe of parts.

The implementationepresentatioms theone which is used to gemge the TSF itself (e.g. source
code which is thecompiled).

Dependencies:
ADV_HLD.2 Security enfoeing high-leveldesign
ADV_IMP. 2 Implementation of the TSF
ADV_LLD.1 Descriptive low-level design
ATE_FUN.1 Functional testing

Developer action elements:

ATE_DPT31D  The ceveloper shalprovide the analysis dhe depth of testing.

Content and presentation of evidence elements:

ATE_DPT31Cc  The depth analysis alh demonstrate that the tests identified in the test
documentation are suff@it to demonstrate théhe TSF operates in accordance
with its high-leveldesign, low-levedesignand implementation representation

Evaluator action elements:

ATE_DPT31E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

157



ISO/IEC 15408-3:1999(E) © ISO/IEC

13.3 Functiona | tests (ATE_FUN)

Objectives

Functional testing performed by the é®per estblishes that the TSF exhibits the propesti
necessary taatisfy tre functional requirementsf its PP/ST. Such functional testing prossd
assurance that the TSF satisfaedead the securit functional requirements, althoughcénnot
establish thathe TS does no more than what was egfied. The family“Functionaltests” is
focuseal on the type an@mourt of documentation or support tools required, and whéb ise
demonstated through éveloper testing. Functional testing is not limited to positive confirmation
that the requied security futions are provided, but may also include aieg testing tacheck for

the absece of particular undesired behaviour éoftbase on the inversion offunctional
requirements).

This family contributes to mviding assurance that thikelihood o undiscoveed flaws is
relatively small.

The families ATE_COV, ATE_DPT and ATE_FUMre usedin combinationto define the
evidence btesting to be supplied by a developer. Independent functional testing by the evaluator
is specified byATE_IND.

Component levelling

This family contains two components, the higher requiring that ordering depeed are
analysed.

Application notes

Procedures forgsforming tests are expected to provide indians for using test progranamd
test suites, including the temtvironment, testconditions, &st cata parameters and values. The test
procedures should ashow hav the tesresuls are derive from the ted inputs.

This family specifies requaments for the presentation of all tgqgins procedures and results.
Thus the quangtof information that must bpresented will varyn accordance witlhe use of
ATE_COV ard ATE_DPT.

Ordering dependenciege relevant when the stessful execution of a particular test depends
upon the exignce of a particular statFor example, this might requireathtest A be executed
immediately beforegest B,since the state resulting from eélsuccessfluexecutio of test A is a
prerequisite for the successful exgon of &st B. Thus, dilure of test B could be related to a
problem with the ordering dependaas. In the above example, test B could faildose test C
(rather than test A) was execuiatmediately lefore it, orthe failure of tesB could be related to

a failure oftest A.
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ATE_FUN.1 Functional testing
Objectives

The obgctive is for the developer to demonstrate tilasecurity functions performas specified.
The developeis requiredo paform testing ad to provide tesdocumentation.

Dependencies:
No degndencies.

Developer action elements:

ATE_FUN.11D  The developer shall test the TSF and documette results.
ATE_FUN.12D  The developer shall povide test documentation.

Content and presentation of evidence elements:

ATE_FUN.11c  The test documentationshall consist of test plans, test procedure deriptions,
expected test resulteind actual test results.

ATE_FUN.12c  The test plars shall identify t he security functions to be testd and describe the
goal d theteststo be performed.

ATE_FUN.13c  The test proecedure descriptions shall identify the tests to be g@gformed and
describe the scenariefor testing ead security function. These scenarios shall
include any ordering dependencies on thresults of other tests.

ATE_FUN.14c  The expecta testresults shall show the anticipatd outputs from a successful
executian of the tests.

ATE_FUN.15c  The test results from the developer execution of theedts shall cemonstrate
that each tested security function behaved as specified.

Evaluator action elements:

ATE_FUN.12E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ATE_FUN.2 Ordered functional testing
Objectives

The obgctive is for the developer to demonstrate tilasecurity functions performas specified.
The developeis requiredo paform testing ad to provide tesdocumentation.

In this component, an additianobjective is toensure that testing is structuredcllas to avoid
circular arguments abothe correctness of the portionstbé TSF beingested.
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Application notes

Although the test pr@edures may state pre-requisite initial test conditionsterms of ordering of
tests, they may not providerationale for the ordering. Anaysis of test ordering is an important
factorin determinirg the adequacy desting, as theris a possibility ofaults beirg conceald by
the orabring of tests.

Dependencies:
No dependenas.

Developer action elements:

ATE_FUN.21D  The developer shall tete TSF anddocument the results.
ATE_FUN.22D  The developer shall provide tekicumentation.

Content and presentation of evidence elements:

ATE_FUN21c  The test doumentation shall consist of testaps, test procedureestriptions,
expecte test results and actual test results.

ATE_FUN.22c  The test plans shall identify thecseity functions to beested and desbe the goal
of the testto beperformed.

ATE_FUN.23c  The test procedure descriptions shall identify the tests to be performed and describe
the senarios for ésting each security fuwtion. These snarios shll include any
ordering dependeies on theesults of other tests.

ATE_FUN.24c  The expected test results shall show the anticipated outputs from a successful
execution of the tests.

ATE_FUN.25C  The tesresults from the developexecution ofthe ests shall demonstmetha each
testedsecurity function behaved as spified.

ATE_FUN.26C  Thetest documentation shall include an analysis of the test procedue ordering
dependencies.

Evaluator action elements:

ATE_FUN21E  The evaluator shall confirm th#ie informationprovided meets all equirements
for content and presentation of evidence.
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13.4 Independent testing (ATE_IND)

Objectives
One objectiveis to demonstete that the securitjunctiors perform as spsfied.

An additioral objective is to counter the risk of an incorrect assessment tfgheutcomes on the
part d the developer that results in the incorrect im@etation @ the specfications or overlooks
codethat is non-complianwith the speifications.

Component levelling

Levelling is based upon the amount of test documentation, test support and the amoundtof evalu
testing.

Application notes

The testing specifekin this family can be suppodéy a party with specialised knowtige other
than the evaluator (e.g. an independent laboratory, arctolgeconsurnar organisation). Testing
requires an understandinfithe TCE consistent with tBperformane of otherassuraneactivities,
and the evaluatorretairs responsibility for ensuring that thequirementsof this family are
properly addressed when sistipport is ued.

This family deals with the degree to whithere is indegndent furtional testing of the TSF.
Independentunctional esting may &ke the form of repeatingthe developr’s functional ests,in
wholeor in part. It mayalso take the form of the augmentation of the dev&lsgunctional tests,
either to extend the scopetbe depth of the developsitests, or to tegbr obvious public domain
security weaknesses that could be applicable to the TOE. These actimgesomplementary, and
an appropriate mix must begpined for eaciT OE, which takes into account the aitability and
covaage d test results, and thianctional complexity of the TS A test plan should be developed
that is consistentvith the lewel of other assurancedivities, and which,as greater assuraeds
required, includes larger saraplof repeated tests, and more indegah@ositive and negjive
functionaltests by thevaluator.

Samplingof develogr tessis intendkd to provide confirmation that étdeveloperhas carried out

his planned test programme on W&F, and has correctly recorded the results. TAgecdisample
selected will be influenced by the detaid quality of the developer’s fational test results. The
evaluator will also need to consider tbaope for devisingdditional tests, and the relative leéh

that may be gained from effort in these two areas. It is recognised that repetition of all developer
tests may be feasible @ddesirable in some casdsitmay be very arduous and less productive in
others The highes component irthisfamily should thesfore beused with cautionSamplingwill

address thevhole range of test results availablegiring those supplied to meet the requirements

of both ATE_COV and ATE_DPT.

There is als@aneedto considethe different configuations of the TOE that are included within the

evaluation. Theevaluator willneed toassess #applicability ofthe resuls provided,and to pbln
his own testing accordingly.
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Indepenént functional testing is distad from penetration testing, the latter being based on an
informed and systematic search for vehabilities in the design and/or implementation.
Penetration testing is spéed using the familyAVA_VLA.

The suitability of the TOE for testing is based the accessotthe TOE and the supporting
documentation and information required (including any test software or tools) to run tests. The
need for suclsupport is addressed by the dependencies to other assianais.

Additionally, suitability d the TCE for testing may béased on othreconsideations. For example,
the version bthe TOE submit@by the developemay nat be thefina version.

References to a subset of the TSF are intended to allow the evaluator to design anaseipri
of tess which is consistent with th@bjectives of the eluation being conducted.

ATE_IND.1 Independent testing - conformance

Objectives

In this component, the objective is to demonstrate that theitgefunctions perform as spified.
Application notes

This component does not address the use of developeresedisr It is appliable where such
results are not available, and also in cases where the dengltgsting is acepted without
validation. The evaluator is required to devise and conduct tests with the objective of confirming
that the TOE security functional regenments are ret. The approach is to gain confidence in
correct ogration through representative testing, rather thacotmwct every possible test. The
extent of testing to be plannéat this purpose is a methodology issue, and needs to be considered
in the context ofa particular T and the balance of other evaluation activities.

Dependencies:
ADV_FSP.1 Informal functional specification
AGD_ADM.1 Administrato r guidance
AGD_USR.1 Userguidance

Developer action elements:

ATE_IND.L1D  The developer shall provide the TOE for testing.
Content and presentation of evidence elements:

ATE_IND.L1C  The TOE shall be suitablefor testing.

Evaluator action elements:

ATE_IND.L1E ~ The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.
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ATE_ND.12E  The evaluatorshall test a subset of the TSF as appropriate to confirm that the
TOE operates as speified.

ATE_IND.2 Independent testing - sample
Objectives

The objetive is to demonstratinat thesecurity functions perform as specified. Evaluator testing
includes seleting and repeating a sample of theelopertests.

Application notes

The intent is that theesteloper should provide the evaluator with materiagsessary for the
efficient reproductionof developer tests. This may include stisimgsas machine-reatle test
documentation, tegrograms etc.

This comporent contains aequirement that the evaluator has availaleg tesults from the
developer to supplemetite programme of testind.he evaluator will repea a sampe of the
developer’s tests ainconfidence irthe results obtained. Haviegtablished s confidence the
evaluator will build upon the develeps testing by conductingdditional tests that exercise the
TOE in a diferent manne By using a platfon o validateddeveloper test results the evaluator is
ableto gain confignce that the TOE operates correctlaivider range otonditionsthan would

be possible purely using the developeris efforts, gien a fixed level of resource. Having geih
confidence that th developerhas tested the TOE, tlevaluatorwill also have more freedom,
where appropriateto conentrate testing in aes where examination of documentation or
specialist knowledge Baaised @rticular concerns.

Dependencies:
ADV_FSP.1 Informal functional sp#ication
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance
ATE_FUN.1 Functional teging

Developer action elements:

ATE_IND.21D  The developer shatirovide the TOE for testing.
Content and presentation of evidence elements:

ATE_ND.21c  The TCE shallbe suitable fotesting.

ATE_IND.22c  The developer shall provide arequivalent set of resouces to those that were
used in the developer’s functional testing of theTSF.

Evaluator action elements:

ATE_IND.21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.
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ATE_IND.22E  Theevaluator shall test subsebf the TSF as appropriate to confirm ttfag TOE
operaés & specified.

ATE_IND.23E  The evaluata shall execute a sampleof testsin the test documentation toverify
the developer est results.

ATE_IND.3 Independent testing - complete
Objectives

The obgctive is to demonstrate that allceeity functions perform as spiéied. Evaluator testing
includes repeatingll of the developr tests.

Application notes

The intent is that the developer should previde ewuator with materials necessaryrfthe
efficient reproductionof developer tests. This may include such thiag machine-iabk test
documentationest programs, etc.

In this component the evaluator muspeat all of the develap's tests as part of the praamme
of testing. As in the previous component ¢éhaluator will also conducests tlat aim toexercise
the TOE in a different manner fromathachiewed by the developer. In cases wheeveloper
testing ha beenexhaustie, there nay remainlittle scope for this.

Dependencies:
ADV_FSP1 Informal functionaspecification
AGD_ADM.1 Administrate guidance
AGD_USR1 Use guidance
ATE_FUN.1 Functionaldsting

Developer action elements:

ATE_IND.31D  The developer shall providegf OE for testing.
Content and presentation of evidence elements:
ATE_IND.31Cc  The TOE shall bsuitable for ¢sting.

ATE_IND32Cc  The developer shall providen equivalent set ofesources to those thatere used
in the developer’sunctional esting of the TSF.

Evaluator action elements:

ATE_IND.31E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

ATE_IND.32E  Theevaluator shall tesh subsebf the TSF as appropriate to confirm tttet TOE
operaes & specified.
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ATE_ND.33E  The evaluator shall executl tests in the test documentation to verify the
developettest results.
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14 Class AVA: Vulnerability assessment

The classaddresses the exestce of exploitable covert channels, the possibility of misuse or
incorrect configuration ofthe TOE, the possibility todefeat probabilistic or permutatian
mechanismsandthe possibility of explodble vulnerabilitiesintroducedn the development or the
operation of the TOE.

Figure 14.1 showshe families within trs class, and th hierarchy of components within the
families.

ClassAVA: Vulnerability assessment

— AVA_CCA Covert channanalysis —

1
— AVA_MSU Misuse — 1
— AVA_SOCF Strength ofTf OE security functions — 1

L~ AVA_VLA Vulnerabilityanalysis — 1

Figure 14.1 -Vulnerability assesment class decomposition
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14.1 Covert channel analysis (AVA_CCA)

Objectives

Covert channel analysiss carried outto determine the existence and potentigbacity of
unintencdd signalling channels (i.e. illicit inforation flows)that may be exploited.

The assurance requiremestidress the tleat that unirtndedand exploitable signalling paths
exist thatmay be exanisedto violate the SFP.

Component levelling
The comporents are levelled on increasing rigour of covert clehanalysis.
Application notes

Channetapaity estimationsre based upon informal engineeringasi@ements, as well as actual
test measurements.

Exampeks of assumptions upon which the cowdrannel analysis is basedynnclude proessor
speed, systm or network configuration, memosjze, anctachesize.

The seletive validation of the coart channel analysis through testing allows the evaludte
opportunity to verifyany aspect of thecovert channel aaysis (e.g. identiitation, capacity
estimation, elimination, monitoring, and exploitationersarios). This does not impose a
requirement t@emonstrate the entire set of covert channel anaksi#is.

If there are no information flowcontrol SFRBin the ST, thifamily of assuraoe requirements is
no longer applicable, as this famégplies only tanformationflow control SFPs.

AVA CCA.1 Covert channel analysis
Objectives

The objective is to identify covert channels that are identifiable, through an informal search for
covert channels.

Dependencies:
ADV_FSP2 Fully defined external interfaces
ADV_IMP.2 Implementation of the TSF
AGD_ADM.1 Administrato r guidance
AGD_USR.1 Userguidance

Developer action elements:

AvA_cca11d  The develogr shall conduct a search for covert channels for each information
flow control policy.
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AVA_cca.12p  The developer shall povide covert channel analysis documentation.
Content and presentation of evidence elements:

AVA_cca.1ic  The analysis documentation shall identify covert channels and estimate their
capecity.

AVA_cca12c  The analysis documentation shall describe the procedures used for
determining the existence of coert channels, and the information needed to
carry out the covert channel analysis.

AVA_ccAa.13c  The analysis documentation shall describe all assumptions made during the
covert channel analyss.

AVA_cca.14c  The analysis documentation shall describe the method used for estimating
channel capacity, based on worstase scenarios.

AVA_cca.15c  The analysis docunentation shall describe the wost case exploitation senario
for each identified covert channel.

Evaluator action elements:

AVA_ccAa1ie  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

AVA_cca.12e  The evaluator shallconfirm that the results of the covet channel analysis show
that the TOE meets its functional requiremens.

AVA_ccA.13E  The evaluator shall seletively validate the covert channel analysis through
testing.

AVA_CCA. 2 Systematic covert ch annel analysis
Objectives

The objective is to identify covert channels that are identifiable, through a systematic search for
covert channels.

Application notes

Performing acovert channebnalysis ina systematic ay requires that theestelope identify
covert channels in a structured and repeatable way, as opposed to identifying covel$ amamn
ad-hoc fashian.

Dependencies:
ADV_FSP2 Fully defined external interfaes
ADV_IMP.2 Implementatiorof the TSF
AGD_ADM.1 Administrator guidance
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AGD_USR1 Use guidance
Developer action elements:

AvA_cca21D  The developer shall condugtsearch for covert channels for eadbrmation flow
control policy.

Ava_cca22p  The developer shall provide coveriaohel aralysis da@umentation.
Content and presentation of evidence elements:

AvA_cca2ic  The analysis documentation shallentify covert channels and estimateeith
capacity.

AVA_cca22c  The amlysis documentation sl describe the proceduresedsfor determining the
existence otovert ctannels, and the information nesdto carry out the cawt
channel analysis.

AVA_cca23c  The amlysis documentation shall describe all assumptioadenduring the caoart
channel analysis.

AVA_cca24c  The analysis documentation shall describe the method used for estimating channel
capacity, lased on worstase scearios.

AvA_cca2sc  The amlysis documentation shall describe the wosesecexploiétion scenario for
eah identified covert chareh

AVA_ccA26Cc  The analysis documentation shall provide evidence thdhe method usé to
identify covert channelsis systematic.

Evaluator action elements:

AVA_cca21E  The evaluator shall confirm th#te informationprovided meets all equirements
for content and presentation of evidence.

AVA_cca22E  The evalator shall confirm that the results of the coverraiel analysis show that
the TOEmeets its functionalkequirements.

AVA_cca23E  The evaluator shall sstively validate the covedhannel analysis through testing.
AVA CCA. 3 Exhaustive cov ert channel analysis
Objectives

The objective is to iehtify covert channels that argentifiable, through aexhaustivesearch for
covert channels.
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Application notes

Performing a coverthanné analysis inan exhaustive ws requires that additiced evidence be
provided that the @n that was followed for identifying cext channels is sufficient tensure tlat
al possible ways for covert chadrexploration lave been execised.

Dependencies:
ADV_FSP2 Fully defined external interfees
ADV_IMP.2 Implementatiorof the TSF
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Developer action elements:

AVA_cca3iD  The cbveloper shaltondict a search focovert channels for el information flow
control policy.

AVA_cca32p  The developer shalprovide covert channel analysis docntation.
Content and presentation of evidence elements:

AVA_ccAa3ic  The analysis documentation ahidentify covert chands and estimate their
capecity.

AVA_ccAa32c  The analysis docuentation shall describe the proceesiused for determining the
existence of covert channels, and the information neededrity out the covert
channel analysis.

AVA_ccAa33c  The analysis documentation shall descab@ssumptions made during the covert
channel analysis.

AVA_cca34c  The analysis documentationairdescribe the method used festimating chane
capacity, basedn worst case scenarios.

AVA_cca3sc  The analysis documentation shall describe the worst case exploitation scenario for
eachidentified covert channel.

AVA_ccAa3sc  The analysis documaation shall provide evidencedhthe method wesl to identify
covert chands is exhaustive

Evaluator action elements:

AVA_ccAa31E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

AVA_ccAa32e  The evaluator shall confirm that the results of the covert chanaBbisis show ta
the TCE meesits functional requirements.
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AvA_cca33E  The evaluator shall sstively validate the covedhannel analysis through testing.
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14.2 Misuse (AVA_MSU)

Objectives

Misuse investigtes whether the TOE can be configuredisedin a manner that is insere but
that an administrator or esof the TOE would reasonably believe to be secure.

The objetives ae:

a) to minimisethe probability of configuring or installing the TOE in aywthat is
insecure,withoutthe user or administrator being ablel&ect it;

b) to minimise the riskibhuman or otheerrors in operation thatay deactivate, disable,
or fail to activate security functions, resulting iran undetected insecureats.

Component levelling

The components are levelled on the increasuidence to be provided by the developer and the
increasing rigour o&nalysis.

Application notes

Conflicting, misleading, incompletor unreasonablguidarce may resulin a user ofthe TOE
believing that the TOE is secumden it is not, and can resul vulnerabilities.

An example ofconflicting guidance would béwo guidance instructions that imply different
outcomes whenthe same input is sipplied.

An exampé of misleading guidance would be the descriptaf a single guidance insition that
could be parsed in more than onaponeof which mayresult in an insecure state.

An example of incomgte guidance would be a list of significant physical security requirements
that omitted an imptart item, resulting in this item bemoverlooked by the administratavho
believed the list to be complete.

An example of unreasonable guidance would be a reconati@mdo follow a procedure &h
imposedan undulyonerous administrative burden.

Guidance documentation isequired. This may &contained in existing User Administration
documentation, or may be provided segiely. If provided €paratly, the evaluator should
confirm that the documeadtion is supplied with the TOE.

AVA_MSU.1 Examination of guidance

Objectives

The objective is toensure that misleading, unreasoeaiid conflicting guidance is absent from

the guidnce documentation, and that secure procedures for all modegrafiap have ben
addressedinsecure stateshould be eastp detect.
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Dependencies:
ADO_IGS.1 Installation, generation, and start-up procedures
ADV_FSP.1 Informal functional specification
AGD_ADM.1 Administrato r guidance
AGD_USR1 Userguidance

Developer action elements:

AVA_msu.1aDp  The develger shall provide guidance doumentation.

Content and presentation of evidence elements:

AVA_msu.1ic  The guidance documentation shall identifyall possible modes of operatio of
the TOE (including operation following failure or operational error), their

consequenes and mplications for maintaining secur e operation.

AVA_Msu.12c  The guidance documentatio shall be complete clear, consistent and
reasonable.

AvA_msu.i3c  The guidance deumentation shal list all assumptiors about the intended
environment.

Ava_msu.iac  The guidance documentation shall list all requiements for external security
measures (ncluding extemal procedural, physical and personné controls).

Evaluator action elements:

AVA_Msu.11E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

Aava_msu.i2e  The evaluator shall repeat allconfiguration and installation procedures to
confirm that the TOE can be configured and used securglusing only the
supplied guidance documentation.

AVA_MsU.13E  The evaluator shall determine that the use of the guidance documentation
allows all insecurestates to be detected.

AVA_MSU. 2 Validation of analysis
Objectives

The objective is teensure that misleading, unreasonable emnflicting guidance is alent from

the guidance documentation, and thatuse procedures for all modes of operati@vehbeen
addressed. Insecure smshould be easy to detect. In this component, an analysis of the guidance
documentatio by the developer is required to pro@dditiond assurance that éfobjective las

been met.
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Dependencies:
ADO _IGS.1 Installationgenestion, and start-uprocedures
ADV_FSP.1 Informal functional sp#ication
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Developer action elements:

AVA_Mmsu.21D  The developer shalprovide guidance documentation

AvVA_msu.220  The developer shall documentan analysis of the guidance docuentation.

Content and presentation of evidence elements:

AVA_msu.2ic  The guidance docuentation shall identify all possible modes of operation of the
TOE (including opeation following failure or opeationa error), their
consequeces and implications for mairdining secure operation.

AVA_Mmsu.22c  The guidace daumentation shall be completeeat, consisterdnd reasonable.

AVA_Msu.23c  The guidance docuentation shall list all assumptions about the inteshd
environment.

AVA_Mmsu.24c  The guidance documentation shall list all requirementsekternal seurity
measures (including externptocedural, physical and personnel controls).

AvA_Mmsu2sc  The analysis daumentation shall demonstrate that the guidance
documentation is complete.

Evaluator action elements:

AVA_Mmsu.21E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

AVA_msu.22E  The evaluator sil repeat all configuation and installation p@eduses, and other
procedures selectivelyto confirm that the TOE agabe configured and ed
securely using only the supplied guidance documentation.

AVA_Msu.23E  The evaluator shall determine that the use of theagu@ldocumeiation allows all
insecure stateto bedeected.

AVA_Msu.24e  The evaluator shall confirm that the analyss documentation shows that
guidance is proviced for secure operation in all modes of operation of the TOE.
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AVA_MSU.3 Analy sis and testing for insecure states

Objectives

The objective is teensure that misleading, unreasonable emnflicting guidance is alemt from
the guidance documentation, and thatuse procedures for all modes of operati@avehbeen
addressed. Insecure ssmshould be easy to detect. In this component, an analysis of the guidance
documentatio by the developer is required to prowea@dditiond assurance that ¢fobjective tas
been metand this analysis is validatard confirmed through testing byhe evaluato
Application notes

In this component the evaluator is required to undertake testing to erauirartid when the TOE
enters an insecure state this may easily be detédiesdtesting may beonsicered & a specific
aspect of pnetration testing.

Dependencies:
ADO_IGS.1 Installation, generatioand start-up procedures
ADV_FSP1 Informal function&specification
AGD_ADM.1 Administrate guidance
AGD_USR1 Use guidance

Developer action elements:

AVA_Msu3ip  The developer shall provide guidance documentation

AVA_Msu32p  The developer shall documentamalysis of the guidanagocumentation.

Content and presentation of evidence elements:

AVA_Msu3ic  The guidance dmmentation séll identify all possible modes of operation of the
TOE (including operation following failure ro operational eor), their
consequences and imgdiions for naintaining secur@peration.

Ava_msu32c  The guidnce documentatioshallbe completeclear, consistent andeasonable.

AvAa_Msu33c  The guidancedocumentation shall list all assumptions about the intended
environment.

AVA_mMsusac  The guidance documentationalihlist all requirenents for exteral security
measues (includingextenal procedtal, physical and personnel contrpls

AvA_Msu.3sc  The analysis documentation shall demonstrate tlesguttance documentation is
complete.
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Evaluator action elements:

AVA_MSU.3.1E

AVA_MSU.3.2E

AVA_MSU.3.3E

AVA_MSU.34E

AVA_MSU.3.5E

The evaluator shall confirm that the information provided s@ktequirements
for contentand preentation of evicence.

The evalator shall repeat all configuration and installation procedures, and other
procedures selectively, to confirm that the TO#n de configured and ed
securely using only the supplied guidance documentation.

The evaluator shall determine that the use of theagueldocumeiation allows all
insecure stateto bedeected.

The evaluator shall confirm that thealysis documentation shows that guidance is
provided for secure opeation in allmodes of operatioaf the TOE.

The evaluator shall perform independent testing to deermine that an
administrator or user, with an understanding of the guidance documentation,
would reasonably be abld¢o determine if the TOE s configured and operating
in a manner that isinsecure.
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14.3 Strength of TOE security functions (AVA_SOF)

Objectives

Even if a TOE seurity function cannot be bypassed, deatéd, or corrupd, it may still be
possible to defeat it lbause tlre is a vulerability in the concept of its underlying security
mechanisms. For those functions a qualification of theiurrétg behaviour can be made using the
resuls of a quantitative or statisatanalysis othe security behaviouof these mechanisnamd
the effort required tovercome tem. Thequalifi cation ismade inthe form ofa strength of TOE
security functiorclaim.

Component levelling
There isonly one component in this family.
Application notes

Security functions are implemented by security naeims. For example, agsword mechanism
can be ud inthe implenentation of the identification and authenticatiogcarity function.

The strength of TOE <ecurity function ewuation is performed at the level dahe security
mechanism, but its results provide knowledfeut the ability of the related security fiiion to
counter thedentified threats.

The strength of OE security function analysis should considéfeast the contents afl the TOE
deliverablesincluding the ST, fothe targetd ewaluation assurance\el.

AVA_SOF.1 Strength of TOE security function evaluation

Dependencies:

ADV_FSP.1 Informal functional specification
ADV_HLD.1 Descriptive high-level design

Developer action elements:

AvA_soF11iD  The developer shall perfom a strength of TOE security function analysis for
each nmechanism identified in the ST as having a séngth of TOE security
function claim.

Content and presentation of evidence elements:

Ava_soriic  For each mechanism with a strendt of TOE security function claim the
strength of TOE seurity function analysis shall show that itmeets or exeeds
the minimum strengh level defined in the PP/ST.

Ava_sori2c  For each mechanism with a specific strength of TOE security function claim

the strength of TOE security function analysis shall show that it meets or
exceeds the specftistrength of function metric defined in the PP/ST.
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Evaluator action elements:

AVA_sor.11E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

AVA_sor.12e  The evaluatorshall confirm that the strength claims arecorrect.
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14.4 Vulnerability analysis (AVA_VLA)

Objectives

Vulnerability analysis is an assessment to determine whetheenaldifities identified, during the
evaluation o the construction and anticipated cgieon of the OE o by othe methods (e.g. by
flaw hypothess), couldallow users to viddte the TSP.

Vulnerability analysis eals withthethreats thaauserwill be able to discovelt aws that will allow
unauthorised @ess to esources (e.g. datagljow the ability to interfere with or alter the TSF, or
interfere withthe authorisé capabilities of otheusers.

Component levelling

Levelling is based on an increasing rigour of vulnerability analysis by ehelaperand the
evaluator.

Application notes

A vulnerability analysis is prformed by the developer in aadto ascertain the pesence of security
vulnerabilities, and should consider at least the contents of all the @Wé&rables including the
ST for the targeted evaluation asswerevel. Thedeveloper is required to document the
disposition of identiied vulnerabilites to allow the esluator to make use of that information if it
is founduseful as a support for theatwator's iné&pendent vulnerability analysis.

The intent of the developer analysis istmfirm that no identified security vudrabilities can be
exploited in the inendad environment fo the TCE and that te TOE is resistant tmbvious
penetation attacks.

Obvious vulnegbilities are consided to be those #i are open to exploitation that recpsra
minimum of undersinding of the TOE, skill, technical sophistiion, and resources. &e might
be sugegsted by the TSF interfacestription. Obvious vulnerabilgs include those in the public
domain, details of which should be known to a dew&lopavailabk from an evaluation authority.

Performing a search for vulraiilities in a systematic way reqes that the developer identify
those vulnerabilities in a structured and atpbkle way, as opposed taeidifying them in an ad-
hoc fashion. The assabed evidence that the search for vulnerabslitivas systematic should
includeidentification ofall TOE documentation upomhich the search for flaws whased.

Indepenent vulnerability analysis gogbeyond the vulnerabilities identfi by the developer. The
main inent of theevaluator analysis is tostermine thathe TOE is resistant to penetration attacks
performed by an attacker possessing a low (for AVA_VLARyderate (for AVA_VLA.3) or
high (for AVA_VLA.4) attack pagntial. To acomplish this intent, the eluator first assesses the
exploitability of all identified vulneabilities. This is accomplished by conducting gteation
testing. The evaluatoshould assume the role ah attaker with a low (forAVA_VLA.2),
moderate (for AVA_VLA.3) or high (for AVA_VLA.4) attack poteatiwhen atempting to
penetete the TOE. Anyexploitation of vulnerabilities by sah an attacker should be considered by
the evaluator to be “obvious penetration attacks” (vetipect to the AVA_VLA.*.2Celements)

in the context of thecomporents AVA_VLA.2 through AVA_VLA.4.
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AVA _VLA. 1 Developer vulnerability analysis

Objectives

A vulnerability aralysisis performed by the develepto ascertain tle presenceof obvious security
vulnerabilities, and ta@onfirm that they cannot be exploited in tinéeended environment for the
TOE.

Application notes

The ewuator should consider performing additiortalsts as a resutif potential exploitable
vulnerabilities ie@ntified during otler parts of the eduation.

Dependencies:
ADV_FSP.1 Informal functional specification
ADV_HLD.1 Descriptive high-level design
AGD_ADM.1 Admi nistrator guidance
AGD_USR.1 User guidance

Developer action elements:

AVA_VLA.1.1D  The dewloper shall perform and document an analysis of the TOE
deliverables seaching for obvious ways in whicha user can violate the TSP.

AVA_VLA.12D0  Thedevelope shal document the disposition of obvious vulnerabilities.
Content and presentation of evidence elements:

AVA_VLA.1.1c  The documentation shall show, for all identified vulneabilities, that the
vulnerability cannot be exploited in the intended environment for the TOE.

Evaluator action elements:

AVA_VLA.1.1E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

AVA_VLA.12E  The evaluator shall comuct penetration testing, building on the developer
vulnerability analysis, to ensure obvious vulneabilities have been addressed.

AVA _VLA. 2 Independ ent vulne rability analysis
Objectives
A vulnerability aralysis is perforned by the develogr to ascertain the presan of seurity

vulnerabilities, and t@onfirm that they cannot be exploited in tinéeended environment for the
TOE.
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The evaluator performs indeqdent penetration testing, supported by the evaluator’s et
vulnerability analysisto determine thathe TOE is esistant tgpenetratiomattacks perforned by
attackers possessiagow attack potential.
Dependencies:

ADV_FSP1 Informal functionaspecification

ADV_HLD.2 Security enforcing high-level design

ADV_IMP.1 Subset of the implementation of the TSF

ADV_LLD .1 Descrigtive low-level design

AGD_ADM.1 Administrate guidance

AGD_USR1 Use guidance

Developer action elements:

Aava_vLa21ip  The developer shall perforend document an analysis of tR®E delivesbles
searching fowaysin which a user cawmiolate the TSP.

AvA_vLA220  The developer shall document the dispositiordehtified vulnerabilities.
Content and presentation of evidence elements:

AvA_vLA2ic  The documentation sh show, for all identified vulnerabilites, tha the
vulnerability @nnot be exploited ithe inended environment for the T

AvA_vLA22c  The documentation shall justify that the TOE, with the identified
vulnerabiliti es, is resistant to obvious peneation attacks.

Evaluator action elements:

AVA_VLA21E  The evaluator shall confirm th#ie informationprovided meets all equirements
for content and presentation of evidence.

AVA_vLA22E  The evalator shall conduct penetration testing, building on the developer
vulnerability analysis, to ensutke identified vulnerabilities have been addsed.

AVA_VLA23E  The evaluator shall perform an independent vulnerability analysis.

AVA_VLA24E  The evaluator shal perform independent penetration testng, based on he
independent wlnerability analysis, to determine the exploiteility of
additional identified vulnerabilities in the intended environment.

AVA_VLA25E  The evaluator shall ceter mine that the TOE is resistant to penetration attacks
performed by an attackeé possessig a low attack potential.
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AVA _VLA. 3 Moderately resist ant

Objectives

A vulnerability aralysis is perforned by the develogr to ascertain the presmn of seurity
vulnerabilities, and ta@onfirm that they cannot be exploited in tinéeended environment for the
TOE.

The evaluator performs independent peatietn testing, supported by theahwator’s independent
vulnerability analysis,to determine th the TOE is resistant tpenetratio attacls performed by
attackers possessing a nmevdte attack potential.

Dependencies:
ADV_FSP.1 Informal functional sp#ication
ADV_HLD.2 Security enfoeing high-leveldesign
ADV_IMP.1 Subset othe implemerdtion of the TSF
ADV_LLD.1 Descriptive low-level design
AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Developer action elements:

AVA_VLA.31D  The ceveloper shall perform and document aralysis of the TOE deliverables
searching for ways in which a user caiolate theTSP.

AVA_VLA.32D  The developer shaldocument thelisposition of identifiedvulnerabilities.
Content and presentation of evidence elements:

AVA_vLA.31c  The documentation shall showfor all identified vulnerabilities, that the
vulnerability cannot be exploited in the intendeavironment for th@ OE.

AVA_VLA.32c  The daumentation s#l justify that the TOE, with the identified vulnerabilitigs
resistant tabvious @netration attacks.

AVA_VLA.33Cc  The evidence shall show that thesearch for vulne abilities is systematic.
Evaluator action elements:

AVA_VLA.31E  The evaluator shall confirm that the information provided saktequirements
for contentand preentation of evicence.

AVA_VLA.32E  The evaluato shall conduct penetration testinguilding on the developer
vulnerability analysis, to ensutée identifed vulnesgbilities have keen addressed.

AVA_VLA.33E  The evaluator sl perform an independent vulnerability analysis.
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AVA_VLA34E The evaluator shall p®rm independent penation testing, based orthe
independent vulnerability analysis, to determine the exploitability of additional
identified vulnesbilities in theintended environment.

AVA_VLA3sE  The evaluato shall determie that the TOE is resistant to pestration attacks
performel by anattacker possessingv@derate attack potential.

AVA_VLA. 4 Highly resistant
Objectives

A vulnerability analysis is performed by the developer toedsin the preance of security
vulnerabilities, and to confirm that they cannot be exgdoit the intended environment for the
TOE.

The evaluator performs indeqdent penetration testing, supported by the evaluator’s et
vulnerability analysisto determine thathe TOE is esistant tgpenetratiorattacks perforned by
attackers possessiaghigh attack potential.
Dependencies:

ADV_FSP1 Informal functionaspecification

ADV_HLD.2 Security enforcig high-level design

ADV_IMP.1 Subset of the implementationtbe TSF

ADV_LLD.1 Descriptivelow-level design

AGD_ADM.1 Administrate guidance

AGD_USR1 Use guidance

Developer action elements:

Ava_vLAa41p  The developer shall perforend document an analysis of tR®E delivesbles
searching for ways in whichusercan violate the TSP.

AVA_vLA420  The developer shall document the dispositiordentified vulnerabilites.
Content and presentation of evidence elements:

AvA_vLA4ic  The documentation sh show, for all identified vulnerabilites, tha the
vulnerability @nnot be exploited ithe inended environment for the T

AVA_vLA42c  The docurentation shall justify that the TOEwith the identified vulnerabilities, is
resistant tambvious penetration attacks.

AVA_VLA43c  The evidence shall show thiae searchior vulnembilities is systematic.

AVA_VLA44c  The analysis documentation shall provide a justifiation that the analysis
completely addresses the TOHeliverables.
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Evaluator action elements:

AVA _VLA.4.1E

AVA_VLA.4.2E

AVA _VLA.43E

AVA _VLA.4.4E

AVA _VLA.4.5E

The evaluator shall confirm that the information provided s@ktequirements
for contentand preentation of evicence.

The evaluato shall conduct penetration testinguilding on the developer
vulnerability analysis, to ensutée identifed vulnesgbilities have keen addressed.

The evaluator sl perform an independent vulnerability analysis.

The evaluator shalperform independent penetratiotesting basedon the
independent vulnebility analysis, to determine the exploitability of additbn
identified vulnerabilitiesin the intended environment.

The evaluatorshall determire that the TOE is resistant to penetratioattacks
performed by an attacker possessibigh attack potential.
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15 Assurance maintenance paradigm

15.1 Introduction

This clause provies the discourse on an assuraneterance @radigm that is supported by the
Maintenance oéssurancelass (AMA). As soh it provides helpful information to understand one
possibe approachto applying the AMA requirements.

Maintenance of assuremis a concept intended to be applied after a TOE has baeatest and
certified against tacriteria in chuses 4-5 and 8-14he mainteance of assurance requirements
are aimed at assuring that th®E will continue to reet its seurity target aschanges are made to
the TOE or its environment. Such changes incltiasdiscowery of new thrats or vulnerabilities,
changes in user requirements, the correction of bugs found in the certified TOE, and aites upd
to the furctionality provided.

One way to determinethat assuranckas been maintainesd by a reevaluation of theTOE. The
term ‘re-evaluation’ hereefers to an evaluation of a new version of the TOE thatesdsr all
security relevant chnges made to the certified version of the T&DH re-ugs previousvaluation
results where theseesstill valid. Howe\er, in many cases it is unlikely toe practical to perform
are-ewduation of every new version of the TOE in order to ensure that assercontinues to be
maintained.

The main gal of class AMA is therefore todiine a set of requirements vehican be applied to
provide confidence that the assurance establishedTi®B& is l®ing maintained, without alays
requiring a formal re-evaluation of new versions of the TCl&ss AMA das not remove entirely
theneed for resvaluation. In some cases, chaagnay be so significant that only aexaluation
can be relid upon to ensure that asance has been maintaine@ihe requirements ahis class thus
havea secondry goal of supporting cost-effective re-evatlan of a TOE when this is necessary.

It should be noted that it is possible ¢éeavaluate any @w version of a TOE against the criteria in
clauses 4-5 and 8-14 without any of tiéA requirements having been satisfied. Hwer, class
AMA includes requirements which can be used in supgicany suctre-evaluation.

Maintenance developer aedaluatoractions ae intendedto be applied after }hiTOE has ben
evaluated and certifiedthough, as éscribed below, some reqaments can bepplied at the time
of the evaluation. For atity, the following terms are used in this paradigesatiption:

a) the certified versionof the TOE refers to the version that hasrbeealiated and
certified;

b) thecurrent versiorof the TOE refers to a version ttuaff ers in someeaspect from the
certifiedversion; thiscould be,for example:

- anew releasof the TOE

- thecertified version withpatthes applied to correct subsequently discovered bugs
- the sane basic versionfdhe TOE but on a diferent hadware a sdfitware platorm.
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Thedeveloperand evalator roles inthis class ae as describedin ISO/IEC 15408-1However, it
is not necessarily the case thatéhaluator refered to inthe requirements of thisasks will be the
same as that which evatedthe certifiedversion ofthe TOE.

In order to allow assurance to be maiméd in a TOE without always requiring a formal re-
evaluation, the requirementsthis class place an obligationon the developer to maaih evidence
that shows that th€OE continues to satigfits security targefe.g evidene of developer testing).

15.2 Assurance maintenance cycle

This subclauseascribes one possible approach to the use oddberance mintenance famiés
and components, intended to illes& use of the concepts. The example is modeled on an
‘assurae mainterance cycle’ that mape dividedinto the following three phases:

a) the acceptance phasat the stat of a cycle, in whid the developes plans and
procedues for asswance mainteance during the cycle are established by the
developer and inependently validated bgn ewaluator;

b) themonitoring phasgin which the developerrpvides at one or more points during the
cycle evidence that tressurance in the TOE is beingintained in acordance with
the establiséd plansand procedures, this evidence of assurane@nt@nancebeing
independently cbcked byan evaluator;

c) there-evaluation phasecompletingthe cycle, in whichan updated version ofe TOE
is submitted for ae-evaluation based on the changeseetifig the TOE since the
certified version.

Thefamilies within AMA addess primarily the fst two o these phasewhile providing support
for the third. These phaseare introduced here simplyo help describe thapplication of the
assurance maintenanaguirements. There is no intentitm mandate an assuranceimtenance
schene whichformally incorporags these phases.

Theassuance maintenance cycle is illustratecrigure 15.1 blow.

In this example, a TOE an enterthe monitoring phase onlyhen the acceptance phass been
swecessfully concluded (i.e. thieveloper’s plans and proceduresdssurancenainterance have
been accepted). If the developer maklkanges to these plans or pedares during the monitoring
phase then the TEOwill need tore-enterthe aceptamre phaseto get the chareg acepted.

During the monitoring phase theewéloper follows the assurance maimance plansand
procedues, condating an analysis of the security iagh of changes aétting the TOE (security
impact analysis). Atertain points during this phasan evaluator indegndently checks (by means
of anaudit) the developeriwork. The developer is required to ensui the plans and poedues
are followed, and #t security impacanalysis is performedorrectly.
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TOE
Evaluation

TOE
> Acceptance <

e TOE TOE
Monitoring P> Re-evaluation

Figure 15.1 - Example assurance maintenance cycle

Therefore, once a TOE is in the monitoring phase, it becomes possibietodmficence that the
assurance in the TOE has been maintaineddarversions of the TOE produgéy the develoegr.

A TOE that is subject to change would not continue in the monitoring phase forefiniied
period at some point re-evaluation of ta TOE would be necessary. The decisi@t@when a
re-evaluationwould berequred is dependent on cumulative changes to tB& &s well as
especially significant chameg. For eample, a large numbesf minor changes coultlave an
impact onassurancequivalent to that of mmajor chang. The developer’s assance maingnance
plan defines the scope of theariges that may be atle to the TOE during the monitoring phase
(see subclause 15.3.1 below).

In a similar way, it would not possible to ‘uprate’ a TOE (i.e. increase the assurance level) during
themonitoring plase: this could only bechieved by neans of an evaluation of the TOE (making
appropriate reuse of previoegaluation esults).

Theassurance maintenes sttus of the TOE will have to be reviewediifis discovered that the
assurance maintenance procedures areanag fiollowed, and thatsa resuliassurance in the TOE
is undermined. In some cases the developer may be required to submit the TOE foratexeyvalu
and afterwards start aew assurance maintenzecycle.

15.2.1 TOE acceptance
In the example, the TOE amatance phase dfie assurance maintenaroyele can be refied into

the following, which uses the assurance maintenance plan and TOE compategatisation
report families from the AMA class.
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15.2.2 TOE monitoring

The TOE monitoring phase othe assuance maintenane cycle would be refirteinto the
following, which uses the Evidea of assurance maintenanaaed Security impact analysis
families of the AMA Class.

Accepted TOE

Assurance Component
Maintenance Categorisation ‘
Plan Report

Develop Perform
Evidence of Security
Maintenance Impact

Analysis

Conduct Evidence
Assurance of
<& Assurance
Maintenance

(pass
audit)

(fail audi)

Reapply
for TOE
Maintenance

Continue
in TOE
Maintenarme

Figure 15.3 - Example TOE monitoring approach
15.2.3 Re-evaluation
The third plase of this example antenancecycle is the re-evaluation phase, in ahithe

evaluator makes use of the impact analysisemdience of assurance mainteoarno e-examine
parts of te TOE, using the assurance componapidicable for the target assuraalevel.
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Re-evaluatioractivities would be schedugd in the AM Plan, orcould be equired in response to
unforseen signifiant changes to the TOE or its environment for whassuance naintenance
activities were considered inappropriate.

15.3 Assurance maintenance class and families

To support assurance manance approaches thess AMA has been developeshd comprises
four families & shown in Table 15.1

Table 15.1 - Maintenance of assurance family breakdown and mapping

Assurance Class Assurance Family Abbr eviated Name
Assurance maintenaaplan AMA_AMP
o TOE componentategorisation
Class AMA: Mainenance report AMA_CAT
of assuance Eviderce of assuance maintenance  AMA_EVD
Security impact analysis AMA_SIA

15.3.1 Assuran ce maintenan ce plan

The AM Plan provide a clearidentification of the kaseline for assuraeaenainterance, in terrs of
the evaluation resuls andthe definition of tle categorisatiomf TOE components.

The Assurance Maintenance Plan (AM Plan) identifies ppkans and proedures a developer
implements in order to ensure that the assirahd was establishe in the certified TOE is
maintained as changes are made to the TOE or its environment. AreANloRErs onassurance
maintenance cycle.

The AM Plan defines the scope of changes ¢hatbe made to the TOE without triggering a re-
evaluation The specific approach to be followed is scheme dependent, but thveriglitypes of
change ardikely to be outside the scope of tAd Plan and thus might only baddressed by
mears of a reevaluation:

a) significart changs to the security target (i.esignificant change to the security
environmentsecurity objectives or securityfunctional equirements, oany increase
in the assuranceequirements);

b) significant changsto external TSF interfaces egbrised as TSP-enfang;

c) (where the assurance requirements include ADV_HLD.1 or higher components)

significant changsto TSF subsystems cegorised as TSP-enforcing.

It should be noted that the approach to changes made under mainteagmheeiriluenced by any
functiors provided by the TOE that help suppamitomaed validation of the ecurity of the
evaluated configuration. Sudhnctions may prevent appropriate or damaging ahges being
applied toan operational OE.
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A more pecise specification of the rules is outsitie scope of ISO/IEC 15408, not least because
the definition of wiat constitutes aignificant change will be dependent on the tydeT®E
evaluated, and othe contenbf the security target.

The AM Plan is equired to define or éference the praedures that will be applied to ensuretth
assurancein the TOE is maintainedduring the assurae mainterance cycle. Four types of
procedue are identified that should bapplied:

a) configuration maagement procedes, controlling and @ording changes to thHEOE
in support of the developer'security impact analysis, as well as supporting
documentation (including the ANPlan itself);

b) procedurs to maintin ‘assuranceevidence’ (i.e. tle maintenane of documentary
evidence as requed bytheappropria¢ assuranceequirements), a key aspect of aHni
is furctional testing of the security functions of the TOE, and tkeeldper’s
regression testing policy iparticular;

c) procedures governing tisecurity impact aralysis of changes affecting the TOE (Note
that this includes changes within tlie TOE environmentsuch @ new thread or attack
methods that may need be icentified and tracked)and the raintenanceof the TOE
comporent categorisation gportas changes amade;

d) flaw remediation progdures, covering the tracking and correction of reportearg
flaws (asrequired byALC_FLR.1).

The AM Plan is expected to remaidid until completion of the assurance mamdnce cycle (i.e.
completion of the scheduled re-evaluation), after whicevaAM Plan will be equired. The AM
Plan is expected to be iaidated if the developer does not follow the @h, or makes charmg to
the TCE that are outsice the scope of the plan, or has to make suengés in order for the TOE
to remain effective within its environment. An updated AMPlan should be re-submitted and
accepted befora TOE enters a new monitoringhase.

The AM Plan equires the developer to identify a developer secariglyst whose responsibility
is to monitor the assurance maintenapcecess The role may be filled by more than one
individual. The @veloper security aalyst is required tdbe familiar with the TOE, the evaluation
resulsand applical® assuraoe requirementssanes®entia prerequisite for fulfilling tlerole. The
requirements do not specify how this éewf knowledge andexperience should be gained;
however, it is likely that a prospective developer security analyst avdl to un@rgo some form
of training programme to address any deficies in his or her knowtlge and expegnce. The
developer saurity analyst reeds to lave sufficient authority within the develeps organisation to
ensure that the requirementstbé AM Planand its assciated praceduses are followed.

15.3.2 TOE component categorisation report
The aim of the TOEEomporent categorisation report is to complement the AM Plan by providing
a categoriation of the components of a TOEq. TSF subsystemsg@ording to their relevance to

security. This categoristion acs as a focus for #ndevelogr’s security impact analysisand also
for the subsequeme-evaluation of the TOE.
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The checking of the TOE componeategorisation reportazurs during the@eptare phas; the
evaluator checkare applied only in respect of thersion of the report for the certifie@rgion of

the TOE. While theassuance mainteance procedures identified in the AM Plan require the
developeto update the TOE component categorisation report as changes are made tg the TOE
evaluators are not required to re-review the document; however, any such updates are likely to be
inspectedduring the monitoring phase.

The TOE component categorisation report coakrESF representatios for the level of assurance
being maintained. The TOE componenteggdrisation report alsadentifies:

a) any hardware, firmwa or software components thate external to the TOEe.g.
hardware or softwarglatforms), and that satisfy IT security requirements as defined
in the ST;

b) any deelopment tools that, if modiéd, will have an impaaon the equiredassurance
that the T satisfies its ST.

The TOE componentategorisation report also providaslescription of the approacised forthe

categorisation of TOE components. As a minimum, TOE componentseguéed to be
categorised as either T@Rforcing or non-TSP-enforcing. Thkescription of the cafjorisation
scheme isntended toenabé the developer security analystdecide the ategoryto which any

new TOE componerghould be assigu, and alsavhento changethe categorpf an existing TOE
component following céngesto the TOE or & ST.

The initial categorisation of the components of the TOE will be based on evidence provided by the
developer in support of the alation of the TOE, independently vadtdd bythe evaluators.
Although neinterance of the docuent is the responsibility of the developer security analyst, its
initial contents ray be based on the resauif the evaluatiorf the TOE.

It may be useful for the ST to include AMA_CAT.1 where there is a requirement that assurance be
maintained in futureversions of the TOE. This appliesraéspectiveof whether asurance
maintenance is to be acheevby application of the requiements in this class, or by periodic re-
evaluations of the TOE.

15.3.3 Evidence of assur ance maint enance

Confiderce needs to be esblished th&the assurase in the TOE is being maintained by the
developer, in accordameavith the AM Plan. Thisis achieved through éprovision ofevidencehat
demonstetes that theassurance ithe TOE las been maintaied, which is independentlghecked
by an evaluator. Thieheck (termed an ‘AMuwudit’) would typically be applied periodatty during
the monitoring phase t¢iie TOE’s assurance maintenance cycle.

AM audits are conducted in accordance with the schedule defined in the AN Fdéatleveloper
and evaluator actions required by AMA_EVD.1 will therefore be invoked one or moes tim
during the monitoring phase of the assurance maintercgole. Theevaluators may need to visit
the TOE developmen environment toexamire the requiredevidence, but otlr ways of
performing the clecks are not preclued.

The developr is required to provie evidence that the assurance maintenance procedwsesdef
to in the AM Plarare keing followed. Thiswill include:
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a) configuration maagement records;

b) documentation refrenced by the esurity impact analysis, including the current
version of the TOE component egbrisation report, and ewdce for all applicable
assuranceequirements suchs asign updaes, testdocumentation, new versions of
guidance documents, and so on;

c) evidence of théracking of security flaws.

The ewuator’'s check of the @veloper’'s security impact analysis (required by AMA_SIA.1 on
which AMA_EVD.1 depends) will acss a focts for the AM audit. The AM audit will, in turn,
provide corroboration ofhe developer'sanalyss (and hence confidene in the quality of the
analysis), tereby serving to validate thaeveloper’s claim that assurancashbeen maintained in
thecurrent \ersion of the TOE.

An AM audit requires the evaluators to confirm that functional testing lbas perforned on the
current versian of the TOE. Thisg highlighted as a sparae check because téslocumentation
provides firm evidence that the TOEesurity functionscontinue to operate as jifteed. The
evaluators ample the ést documentation to confirm that the developer testing shows that the
security functions operatas specifiedand that the coverage and depth of testing is commensurate
with the level of assuranceihg maintained.

15.3.4 Security impact an alysis

The aim of the security imptanalysis is to provideonfidence that assureshasbeen maintaied

in the TOE, throughan analysis performed by thewkloper ofthe security impact of all changes
affecting the TOE sice it was ertified. These requirements may be applied during a monitoring
phase orare-evaluatio phase.

The developer’s sarrity impact analysis is lased on the TOE component categatisn report:

changes to TSP-enforcingOE components mahave an impact on the assurancat the TOE
continuesto meet its ST followig the changes. Akuch changes therefore reguan analysis of
their security impact to show that they do not uerchine assurance e TOE.

The components in thisrhily may be usd in support of eitbr a subgquent AM audit o re-
evaluation of tle TOE.

Foran AM audit, the esluators’ review of the security impaahalysis should act as a focus for
the subsequent audit activities, which should in turn provide corroboration ofetledoder’s
analysis.

The seurity impact aalysis identifies the chamg from the certied version of the TOE, iretms
of the TOEcomponents which are eitheam orwhich have been modifiedhe evaluators clok
the accuracy of this information during either tlassociated AM audit, or thessocated re-
evaluation of tke TOE.

Provisia of the security impact analys in suppat of a re-evaluation shouldreduce the level of
evaluator effort needetb establish the required level adsurancen the TOE. Application of
AMA_SIA.2, which requires a full examination of the security impaetyess, is likely to provide
maximum berfit to the ie-evaluation. The precisesthiled conditions under which awaluation
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authority might wish the security impaahalysis tobe used in piice in a re-evaluation are
beyondthe scope of ISO/IEC 15408.
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16 Class AMA: Maintenance of assurance

The mainénance of assurance class providsgliirements tht are intended to bapplied after a
TOE hasbeen cetified against ISO/IEC 15408. These requirements ae amed at assuing that the
TOE will continue to meet its security tatgs changes are made to the TOE or its environment.
Sud changs include the discovey of new threats or vulnerabilitieshanggs in ugr requirements,
andthe correction of bugs found ingbertified TOE.

The class comprises four families, and therdhichy of components within, as shown in Figure
16.1:

Class AMA: Maintenance afssurance

— AMA_AMP Assurarce mainterance plan .

— AMA_CAT TOE component categorisation report —

—— AMA_EVD Evidence of assuranaeeainterance _—

L AMA_SIA Security impact analysis —

1)
1)
1)
1)

Figure 16.1 - Maintenance of assurance class decompaosition
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16.1 Assurance ma intenance plan (AMA_AMP)

Objectives

The Assurace Maintenane Plan (AM Plan) identifies the plaasd procedures aedeloper must
implement inorderto ensurethat the assurance thataw established irthe certified T@ is
maintined aschanges are made to the TOE or its environment. The AM Plan is specific to the
TOE, and isdilored to thedewloper’s ownpractices angrocedures.

Component levelling
This family contains only one component.
Application notes

An AM Plan covers one assu@nmaintenancecycle, this being the period from the completion
of the most recent eluation of the TOE to the completion thfe next penned re-evaluation.

The requirements AMA_AMP.1.2C and AMA_AMP.1.3C serve to proaddear identitation

of the baseline for assamce mainteance, in erms of the evaluation results and the definition of
the @tegorisation of TOE components. The TOE componaegorisation report is subjeto the
requirements of the AMA_CATamily, and proviegs the basis for the security iagh analysis
performed by the developesecuity analyst.

The definition of the scop of changes covered Ithe plan, as requed by AMA_AMP.1.4C,
should bein terms of thecategory of components of the TOEathmay be changed and the
representational level at which changas occur (referencing the TQEmporent categorisation
report whereappropriate).

AMA_AMP.1.5C requies a description of the develeps current plans for any new relees of
the TOE. These plans mag subjet to change, and hencequire an update the AM Plan. It
shouldbe noted, howevethat in thiscontext theermnew releasedoes not, for example, include
minor (‘unplanned’yeleases of th€OE toincorporate bug fixes.

AMA_AMP.1.6Crequires a definition dhe plannedscheduldor AM audits (see thAMA_EVD
family below) and the targeted re-evaluation of th@E, together with a justifation of the
proposed schedules. The schedules may be definednis térelaped time(e.g. annual AM
audits), or they @y be linked to secific new relases of thefOE. The planned setlules should
take into acount the expected changes to the TOE during the period, and also any eésjpsked p
between the evaluation tfie TOE and thestablishrent of the AM Plan. In particular, any
changes outside theape of the AM Planwill trigger a re-evaluation.

AMA_AMP. 1 Assurance maintenance plan

Dependencies:
ACM_CAP.2 Configuration i tems
ALC_FLR.1 Basic flaw remediation
AMA_CAT.1 TOE component categorisation report
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Developer action elements:

AMA _AMP.11D

The developer shall grovide an AM Plan

Content and presentation of evidence elements:

AMA_AMP.1.1C

AMA _AMP.12C

AMA_AMP.1.3C

AMA _AMP.14C

AMA _AMP.15C

AMA _AMP.16C

AMA _AMP.1.7C

AMA_AMP.18C

AMA_AMP.19C

AMA _AMP.1.10C

AMA_AMP.1.11C

The AM Plan shall contain or reference a brief description of the TOE,
including the security functionality it p rovides.

The AM Plan shall identify the certified version of the TOE, and shall
reference the evaluation results.

The AM Plan shall reference the TOE component categorisation repbfor the
certified version of the TOE.

The AM Plan shall define the scope othanges to the TOE that arecovered by
the plan.

The AM Plan shall describe the TOE life-cgle, and shall identify the current
plans for any new releasesfathe TOE, together with a brief descriptio n of any
planned changes thaare likely to have a significant securityympact.

The AM Plan shall describe the assurance maintenance cycle, stating and
justifying t he planned schedule of AM audits and the targetdate ofthe next re-
evaluation of the TOE.

The AM Plan shall identify the individual(s) who will assume therole of
developea security analyst for the TOE.

The AM Plan shall describe hav the develoger security analyst role will ensure
that the procedures documented or referenced in the AM Plaare followed.

The AM Plan shall describe hav the develoger security analyst role will ensure
that all developer actions involved in the analysis of the security impact of
changes affecting the TOE argerformed correctly.

The AM Plan shall justify why the identified developer seurity analyst(s) have
aufficient familiarity with the security target, fu nctional specfication and
(where appopriate) high-leved designof the TOE, and with the evaluation
results and al applicable assurance requirenents for the certified version of
the TOE.

The AM Plan shall describe or reference the procedures to be applied to
maintain the assurance in the TOE, which as a minimum shall include the
procedures for configuration management, maintenance of a&arance
evidence, performance of the analysis of the security impact of changes
affecting the TOE, and flaw remediation.

199



ISO/IEC 15408-3:1999(E) © ISO/IEC

Evaluator action elements:

AMA_AmP.11E  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

AMA_AMP.12E  Theevaluator shal confirm that the proposed shedules for AM audits and re-

evduation of the TOE ae aceptable and conistent with the proposed
changes to the TOE.
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16.2 TOE component categorisation report (AMA_CAT)

Objectives

The aim of the TOEEomporent categorisation report is to complement the AM Plan by providing
a categoriation of the components of a TOE{. TSF subsystemsg@ording to their relevance to
security. This categoristion acts as a focus for #ndevelogr’s security impact analysisand also

for the subsequemne-evaluation of the TOE.

Component levelling
This family contains only aacomporent.
Application notes

The term*“least abstct TSF representationin AMA_CAT.1.1 rders o the least bstract
representation of the TSF that &s provided for the level of assmce that is being maintained. For
example, if the TOE is to be maintained at an assuraweédf EAL3, thenthe least abstradiSF
representation is the high-level desigand the following T& components mugie categorised:

a) all external TSF irerfaces identit@ble in the furctional specification;
b) all TSF subsystems identifiabie the high-levetesign.

While AMA_CAT requires aleast o categaes to be defingdt may be appropriate (dependent
on the type of TOE) to further subdivide the TSP-enforcing cajegoorde to help focus the
developer's security imph analysis. For example, TSP-erdimg components could be
categorisedseither security critical or security supportingvhere:

a) security critical TOE components are those whick directly responsible for the
enforcement of aehst one IT securitfunction definedn the securitydrget;

b) security supporting TOEEomponers are those with are na directly responsible for
the enforement of any IT seurity function (and bnce are notesurity critical), but
which are nonetheless relied upon to uphold the tUrgég functions; this category
may in turnindudetwo dstinct types of TCE comporent:

- those that provide sends to security critical TOE components, arehde are
relied upon to fuadtion correctly;

- those that doot provide any suchseavice, but which nonetheless have to be
trusted not to behave in a malicious man(ieg. introducinga vulnerability).

AMA_CAT.1.3Crequres an identification ainy development tools that modified, will have

an impact on the assurance that theERatisfies its gcurity targe (e.g. tre compiler used to create
the object code).
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AMA_CAT. 1 TOE component categorisation report

Dependencies:
ACM_CAP.2 Configuration i tems

Developer action elements:

AmMA_caT.1aD  The develoger shall provide a TOE component categorisation repa for the
certified version of the TOE.

Content and presentation of evidence elements:

AmA_caT.1ic  The TOE comporent categorisationreport shall categorise each component of
the TOE, identifiable in each TSF representation f om themost abstract to the
least abstract, according to its relevance teecurity; as a minimum, TOE
components mustbe categorise as one of TSP-enforcing or non-TSP-
enforcing.

AMA_cAT.12c  The TOE component categoisation report shall describe the categorisation
scheme used, so that it can bestitr mined how to catgorise new components
introduced into the TOE, and also when to reategorise exiting TOE
components following changes to th€OE or its security target.

AmMA_caT.13c  The TOE component categorisation report shall identify any tools used in the
develogment environment that, if modified, will have an impact on the
assurance that thelf OE satisfies its security target.

Evaluator action elements:

AMA_CAT.11E  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

AMA_caT.12e  The evaluator shall confirm that the categorisation of TOE components and

tools, ard the categorisationscheme used, arappropriate and consistent with
the evaluation resuls for the certified version.
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16.3 Evidence of assurance maintenance (AMA_EVD)

Objectives

The aim of thisd@mily of requirements is to establish confiderthat the assurance in the TOE is
being maintained byhe developelin accordance witthe AM Plan. Théis achieved through the
provision of evidence which demonstratest tthe assurance in tHEOE has ben maintained,
which is independently cheett by an egluator. Thischeck, ermed an ‘AM audit’, is periodally
applied during the lifetime ofthe AM Plan.

Component levelling
This family contains only acomporent.
Application notes

This family includes some eviehce equirements that are similar to assw&rrequirements
defined in theACM, ATE ard AVA clases However, the AM audit doesnot requre the
evaluators to examine the evidence to the saxtent as required by theomporents in these
classes; rather, it requires a sampling apgnoto esdblish confidewe thet the assurance
maintenance procedureare being followed correctly.

As part of the AM audit, the eluators check (byasnpling) that the configuration lishd seurity
impact analyss are consistent fdhe current version of the TOE, terms oftheir identification of
the TOE componentthathavechanged from the certifiedexsion of the TOE.

AMA_EVD.1.3C requires the provisiaf evidence that the assurance maintenancesdwoes in
the AM Plan are bing followed. This covers all predures referred to in AMA_AMP.1.11C, i.e.
evidence of apptiation of procedures relatingp configurationmanagement, maintenance of
assuranceviderce, performance of security impaahalysis, and flaw remediation.

The evidence required in AMA_EVD.1.40ncludes the provision ofa lig of identified
vulnerabilities in the current version ofetAOE. This s highlighted & a se@rate requirement
because aothe importance oénsuring to a level consistent witthe original evaluation assurance
requirements, that theeirrent versiorcontains no ecurity weakness thate exploitble within the
TOE environmentThe list in AMA_EVD.1.4C should include vulnerabilisiarising from:

a) the developer’s analysis required by AVA_VLA.1, or higher component (if regjuir
for the certified ersion of the TOE);

b) any other reported security flawartdled by the flaw remediation procedures resflir
by ALC_FLR.1(orALC_FLR.2 if required forthe ertified version ofthe TOE).

AMA_EVD .1.5E requires the evaluators to fiom that functional testing has beenfpemed on
the curentversion @ the TOE, and that the caage and depth of testing is commaase with
the level of assuranceébeing naintained. This check is perfoett by sampling the test
documentation for the current version of the TOE.
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AMA_EVD.1 Evid ence of mainten ance process

Dependencies:
AMA_AMP .1 Assurane maintenance plan
AMA_SIA .1 Sampling of security impact analysis

Developer action elements:

AMA_EvD.11D  The dewloper security analyst shall provide AM documentation for the
current version of the TOE

Content and presentation of evidence elements:

amA_evb.iic  The AM documentation shall include a configuratian list and a list ofidentified
vulnerabiliti esin the TOE.

AmMA_EvD.12c  The configuration list shall describethe configuration items that comgrise the
current version of the TOE.

AMA_EvD13c The AM documentation shall provide ewvilence that the procedires
documented or referenced in the AM Plan are being followed.

ama_evbi4c  The list of identified vulnerabilities in the curr ent version of the TOE shall
show, for each vulnerability, that the vulneability cannot be exploited in the
intended environment for the TOE.

Evaluator action elements:

AMA_EvD.11E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

AMA_EvD.12E  The evaluator shall confirm that the procedures documenttor referenced in
the AM Plan are being followed.

AMA_EvD.13E  The evaluator shall confrm that the seurity impact analysis for the current
version of the TOE is consistent with the configuratian list.

AMA_EvD.14E  The evaluator shall confirm that all changes documented in the security
impact analyss for the current version of the TOE are within the sope of
changes covered by the AM Plan.

AmMA_EvD.15E  The evaluator shall confirm that functional testing has been perforred on the

current version of the TOE, to a degee commensuate with the level of
assurance being maintained.
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16.4 Security impact analysis (AMA_SIA)

Objectives

The aim of the security imptanalysis is to provideonfidence that assureshasbeen maintaied
in the TOE, throughan analysis performed by thewkloper ofthe security impact of all changes
affecting the TOE since iwas certifed.

Component levelling

This family consist®f two comporents, levelled ecordingto the eigree towhich an evaletor
validates the developer'surity impact analysis.

Application notes

AMA_SIA.1 requires a sampling approach to validate thesldper’'s £curity impact analysis. In
some cases, AMA_SIA.2ay be preferred where arapling approach is not considered stiént
to establishconfidence that assurambas been maiained in the current version dhe TOE but
where a formal revaluation is not considered necessary.

Both comporents in this family require tle security impact analysis to identify all new and
modified TOEcomporents in the cument version of the TOE (as compared with the cexifi
version). The amracy of this information is clecked during either the associated Asdit (by
sampling), or tle associated revaluation of the TOE when the configuration listiecked under
ACM_CAP.

AMA_SIA.1 Sampling of security impact analysis

Dependencies:
AMA_CAT.1 TOE component categorisation report

Developer action elements:

AMA _slA.11D  The develogr security analyst shall, for the current version of the TOE,
provide a security impact analysis that coars all changes affecting the TOE as
compared with the certified version.

Content and presentation of evidence elements:

AMA_slA.11c  The security impact analysis shall identify the certified TOE from which the
current version of the TOE was deived.

AMA sia12c  The security impact analysis shall identify all new and modified TOE
components that ae categorised as TSP-enforcing.

AMA _slA.13c  The security impact analysis shall, for eat change affecting the securityarget

or TSF representations, biefly describe the change and any effects it has on
lower representation levels.
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AMA_sia.14c  The securityimpact analysisshall, for each changaffecting the security target
or TSF representations, identify all IT security functions and all TOE
components caggorised as TSP-enforcing that araffected by the change.

AMA_siA.15c  The security impact analysis shall, for each change which results in a
modification of the implementation representation of the TSF or the IT
environment, identify the testevidence that shows, tahe required level of
assurance, that the T8 continues to be correctly implemented following the
change.

AMA_siA.16Cc  Thesecurity impad analysis shall, fo eachapplicable assurance requirement
in the configuration management (ACM), lifecycle support (ALC), delivery
and operation (ADO) and guidance documents (AGD) assurance classes,
identify any evaluation deliverables thathave changed, and prode a brief
description of each changend its impact onassurance.

AMA_sia.17c  Thesecurity impad analysis shall, fo eachapplicable assurance requirement
in the vulnerability assessment (AVA) assurance class, identify which
evaluation deliverableshavechanged and which have not, and give reasorsfor
the decisiontaken as to whether omot to update the deliverable.

Evaluator action elements:

AMA_siA.11E  The evaluator shall confirm that the infor mation provided meet all
requirements for content ard presentation ofevidence.

AMA_sia.12e  The evaluator shall check, by sampling, that the security impact analysis
documents changesto an appropriate level of detail, together with agpropriate
justifications that assurance has been maintained in theur rent version of the
TOE.

AMA_SIA.2 Examination of securit y imp act analysis

Dependencies:
AMA_CAT.1 TOE component categorisation report

Developer action elements:

AMA_siA21D  The developer security analyst shédl, the currenversion of the TOE, provide a
security impataralysis thd covesall changes affeting the TOE as compared with
the certified version.

Content and presentation of evidence elements:

AMA_sia21c  The security impct analysis shall identify theertified TOE from whib the current
version of theTOE was derived.

AMA_siA22c  The fcurity impact analysis shall ehtify all new and modified TOE components
thatare categorised as TSP-enforcing
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AMA _SIA.2.3C

AMA _SIA.2.4C

AMA _SIA.2.5C

AMA _SIA.2.6C

AMA _SIA.2.7C

ISO/IEC 15408-3:1999(E)

The security impct analysis shall, foeach clange afecting the seurity target or
TSF representationspriefly describe thehange and ay effects it has orlower
representation levels.

The security impct analysis shall, foeach clange afecting the seurity target or
TSF repesentations, ié@ntify all IT security functions and all TOE components
categorisd as TSP-enforcinthat areaffecied by thechange.

The securitympactanalysis shall, foeach change which results in a modification
of the implementation representation of the TSF ofTrenvironment, identify the
test evidence that shows, to the required level of assyrdmat the TSF continues
to be corectly implementedollowing thechange.

The security impact analysis shall, for eapplicable asswuance requirement in the
configuration nanagement (ACM), lifecycle support (ALC), deliery and
operation (ADO) and guidance docemis (AGD) assurance classes, identify any
evaluation dliverables that &ve changed, and provide a brief description ahea
change and its imgaonassurane.

The security impact analysis shall, for eapplicable assuance requirement in the
vulnerability assessment (AVA) assurance class, identify whichvaluation
deliverables havehanged and which have not, and give reasons fatehision
taken as tavhether or not to update thueliverable.

Evaluator action elements:

AMA _SIA.2.1E

AMA _SIA.2.2E

The evaluator shall confirm that the information provided saktequirements
for contentand presentation of evidence.

The ewuator shall chek that the seurity impact analysis documentdl changes

to an appropriate level ofetiil, together withappropriate justifications i
assurancéas ben maintained in the current version of the TOE.
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Annex A
(informative)

Cross reference of assurance component
dependencies

The depndencies documented inetikomponents of clausé-14 and claus16, are the direct
dependedes between the assurance componenableT A.1 sumrarises both the dict
dependedesand the indiretdependencies. The indireamkndenas are tlie cumulative result
of iteratively includingall the depenéncies of ach componenhidentifiedas beirg adependency.

Table Al - Assurane component dependencies
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Table A.1 - Assurance component dependencies

DI /FIH Il LR SA|UDFL|TICD C
E/IG'SILIMN|L|IC PDSVLCAOPUNC
L SPD/PTDRMMRSRDTVT A

Comp.
Names
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o0
TOW!W
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TOoOw
>rr<

DVS.1-2

FLR.1-3

LCD.1-3

TAT.1-3

COV.1-3

DPT.1

DPT.2

N
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S I
H

A A i

e

DPT.3

FUN.1-2

IND.1

IND.2-3

CCA.1-3

e
PRk -

MSU.1-3 1

SCr1

VLA.1

=
=

N
RRR R Rk e

H
S
|_\

VLA.2-4

AMP1 2 1

CAT.1 2

EVD.1

SIA.1-2

a. InTable A.1, the left columnepresents groupings of specific components (using
only the last three digits of the component name and aoatodiof component
number or range of numbers). Each non-empty box in the table indicates a specific
component, identified by itsame at tle top of the column ahthe number in the
box, on which the component in the left column is dependBold numbers
represent direct dependencikalicised numbesrepresent indireicdependencies.
Dark shading represents the intersectba component with itselfDependencies
from AMA components tassuranceomponerg are include in Table A.1, while
AMA internal dependencies are showm Table A.2 belon. There are no
dependenas from any non-AMA components to those in AMA, andiable A.1
hasno columns re@senting the AMA émilies.
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Tablke A.2 - AMA Internal Dependencies

AMA A
Comp. M
Names | P
AMP.1
CAT.1
EVD.1 1
SIA.1-2 1
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Annex B
(informative)

Cross reference of EALs and assurance components

Table B.1 describs the relationship between tbealuation assurance levels and the assurance
classes, familiesand components.

TableB.1- Evaluation assurance level summary

Assurance | Assurance Assurance Components by
Class Family Evaluation Assurance Level
EAL1 | EAL2 | EAL3 |EAL4 | EAL5 | EALG | EAL7
Configuration ACM_AUT L 1 2 2
mmaf’gemem ACM_CAP| 1 2 3 | 4 4 5 5
ACM_SCP 1 2 3 3 3
Delivery and | ADO_DEL 1 1 2 2 2 3
opestion | ADO_IGS| 1 1 1 1 1 1 1
ADV _FSP| 1 1 1 2 3 3 4
ADV_HLD 1 2 2 3 4 5
ADV_IMP 1 2 3 3
Development ADV_INT 1 2 3
ADV_LLD 1 1 2 2
ADV_RCR| 1 1 1 1 2 2 3
ADV_SPM 1 3 3 3
Guidance |AGD_ADM 1 1 1 1 1 1 1
documents | AGD USR| 1 1 1 1 1 1 1
ALC DVS 1 1 1 2 2
Life cycle | ALC_FLR

support ALC LCD 1 2 2 3
ALC _TAT 1 2 3 3
ATE_COV 1 2 2 2 3 3
Tests ATE_DPT 1 1 2 2 3
ATE_FUN 1 1 1 1 2 2
ATE_IND 1 2 2 2 2 2 3
AVA CCA 1 2 2
Vulnerability | AVA_MSU 1 2 2 3 3
assessment AVA_ SOF 1 1 1 1 1 1
AVA VLA 1 1 2 3 4 4
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	ISO (the International Organization for Standardiz...
	In the field of information technology, ISO and IE...
	International Standard ISO/IEC 15408 was prepared ...
	ISO/IEC 15408 consists of the following parts, und...
	- Part 1: Introduction and general model
	- Part 2: Security functional requirements
	- Part 3: Security assurance requirements

	Annexes A and B of this part of ISO/IEC 15408 are ...
	This LEGAL NOTICE has been placed in all Parts of ...
	Information technology - Security techniques -- Ev...
	1 Scope
	This part of ISO/IEC 15408 defines the assurance r...
	1.1 Organisation of ISO/IEC 15408-3
	Clause 1 is the introduction and paradigm for this...
	Clause 2 describes the presentation structure of t...
	Clauses 3, 4 and 5 provide a brief introduction to...
	Clause 6 provides detailed definitions of the EALs...
	Clause 7 provides a brief introduction to the assu...
	Clauses 15 and 16 provide a brief introduction to ...
	Annex A provides a summary of the dependencies bet...
	Annex B provides a cross reference between the EAL...

	1.2 ISO/IEC 15408 assurance paradigm
	The purpose of this subclause is to document the p...
	1.2.1 ISO/IEC 15408 philosophy
	The ISO/IEC 15408 philosophy is that the threats t...
	Furthermore, measures should be adopted that reduc...

	1.2.2 Assurance approach
	The ISO/IEC 15408 philosophy is to provide assuran...
	ISO/IEC 15408 does not exclude, nor does it commen...
	1.2.2.1 Significance of vulnerabilities
	It is assumed that there are threat agents that wi...
	IT security breaches arise through the intentional...
	Steps should be taken to prevent vulnerabilities a...
	a) eliminated — that is, active steps should be ta...
	b) minimised — that is, active steps should be tak...
	c) monitored — that is, active steps should be tak...


	1.2.2.2 Cause of vulnerabilities
	Vulnerabilities can arise through failures in:
	a) requirements — that is, an IT product or system...
	b) construction — that is, an IT product or system...
	c) operation — that is, an IT product or system ha...


	1.2.2.3 ISO/IEC 15408 assurance
	Assurance is grounds for confidence that an IT pro...

	1.2.2.4 Assurance through evaluation
	Evaluation has been the traditional means of gaini...
	a) analysis and checking of process(es) and proced...
	b) checking that process(es) and procedure(s) are ...
	c) analysis of the correspondence between TOE desi...
	d) analysis of the TOE design representation again...
	e) verification of proofs;
	f) analysis of guidance documents;
	g) analysis of functional tests developed and the ...
	h) independent functional testing;
	i) analysis for vulnerabilities (including flaw hy...
	j) penetration testing.



	1.2.3 The ISO/IEC 15408 evaluation assurance scale...
	The ISO/IEC 15408 philosophy asserts that greater ...
	a) scope — that is, the effort is greater because ...
	b) depth — that is, the effort is greater because ...
	c) rigour — that is, the effort is greater because...




	2 Security assurance requirements
	2.1 Structures
	The following subclauses describe the constructs u...
	Figure 2.1 illustrates the assurance requirements ...
	2.1.1 Class structure
	Figure 2.1 illustrates the assurance class structu...
	2.1.1.1 Class name
	Each assurance class is assigned a unique name. Th...
	A unique short form of the assurance class name is...

	2.1.1.2 Class introduction
	Each assurance class has an introductory subclause...

	2.1.1.3 Assurance families
	Each assurance class contains at least one assuran...
	Figure 2.1 - Assurance class/family/component/elem...



	2.1.2 Assurance family structure
	Figure 2.1 illustrates the assurance family struct...
	2.1.2.1 Family name
	Every assurance family is assigned a unique name. ...
	A unique short form of the assurance family name i...

	2.1.2.2 Objectives
	The objectives subclause of the assurance family p...
	This subclause describes the objectives, particula...

	2.1.2.3 Component levelling
	Each assurance family contains one or more assuran...
	Assurance families containing more than one compon...

	2.1.2.4 Application notes
	The application notes subclause of the assurance f...

	2.1.2.5 Assurance components
	Each assurance family has at least one assurance c...


	2.1.3 Assurance component structure
	Figure 2.2 illustrates the assurance component str...
	Figure 2.2 - Assurance component structure

	The relationship between components within a famil...
	2.1.3.1 Component identification
	The component identification subclause provides de...
	Every assurance component is assigned a unique nam...
	A unique short form of the assurance component nam...

	2.1.3.2 Objectives
	The objectives subclause of the assurance componen...

	2.1.3.3 Application notes
	The application notes subclause of an assurance co...

	2.1.3.4 Dependencies
	Dependencies among assurance components arise when...
	Each assurance component provides a complete list ...
	The dependency list identifies the minimum set of ...
	In specific situations the indicated dependencies ...

	2.1.3.5 Assurance elements
	A set of assurance elements is provided for each a...
	Each assurance element is identified as belonging ...
	a) Developer action elements: the activities that ...
	b) Content and presentation of evidence elements: ...
	c) Evaluator action elements: the activities that ...

	The developer actions and content and presentation...
	The evaluator actions define the evaluator's respo...
	The developer action elements, content and present...


	2.1.4 Assurance elements
	Each element represents a requirement to be met. T...
	The elements have been written using the normal di...
	In contrast to ISO/IEC 15408-2, neither assignment...

	2.1.5 EAL structure
	Figure 2.3 illustrates the EALs and associated str...
	2.1.5.1 EAL name
	Each EAL is assigned a unique name. The name provi...
	A unique short form of the EAL name is also provid...

	2.1.5.2 Objectives
	The objectives subclause of the EAL presents the i...

	2.1.5.3 Application notes
	The application notes subclause of the EAL, if pre...
	Figure 2.3 - EAL structure
	Figure 2.4 - Assurance and assurance level associa...


	2.1.5.4 Assurance components
	A set of assurance components have been chosen for...
	A higher level of assurance than that provided by ...
	a) including additional assurance components from ...
	b) replacing an assurance component with a higher ...



	2.1.6 Relationship between assurances and assuranc...
	Figure 2.4 illustrates the relationship between th...


	2.2 Component taxonomy
	This part of ISO/IEC 15408 contains classes of fam...
	Figure 2.5 - Sample class decomposition diagram

	In Figure 2.5, above, the class as shown contains ...

	2.3 Protection Profile and Security Target evaluat...
	The requirements for protection profile and securi...
	Tables 3.1, 3.2, 3.3 and 3.2 in clause 3 of this p...

	2.4 Usage of terms in ISO/IEC 15408-3
	The following is a list of terms which are used in...
	Check — This term is similar to, but less rigourou...
	Coherent — An entity is logically ordered and has ...
	Complete — All necessary parts of an entity have b...
	Confirm — This term is used to indicate that somet...
	Consistent — This term describes a relationship be...
	Counter (verb) — This term is typically used in th...
	Demonstrate — This term refers to an analysis lead...
	Describe — This term requires that certain, specif...
	Determine — This term requires an independent anal...
	Ensure — This term, used by itself, implies a stro...
	Exhaustive — This term is used in the standard wit...
	Explain — This term differs from both “describe” a...
	Internally consistent — There are no apparent cont...
	Justification — This term refers to an analysis le...
	Mutually supportive — This term describes a relati...
	Prove — This refers to a formal analysis in its ma...
	Specify — This term is used in the same context as...
	Trace (verb) — This term is used to indicate that ...
	Verify — This term is similar in context to “confi...

	2.5 Assurance categorisation
	The assurance classes, families, and the abbreviat...
	Table 2.1 - Assurance family breakdown and mapping...



	Assurance Class
	Assurance Family
	Abbreviated Name
	2.6 Assurance class and family overview
	The following summarises the assurance classes and...
	2.6.1 Class ACM: Configuration management
	Configuration management (CM) helps to ensure that...
	2.6.1.1 CM automation (ACM_AUT)
	Configuration management automation establishes th...

	2.6.1.2 CM capabilities (ACM_CAP)
	Configuration management capabilities define the c...

	2.6.1.3 CM scope (ACM_SCP)
	Configuration management scope indicates the TOE i...


	2.6.2 Class ADO: Delivery and operation
	Assurance class ADO defines requirements for the m...
	2.6.2.1 Delivery (ADO_DEL)
	Delivery covers the procedures used to maintain se...

	2.6.2.2 Installation, generation and start-up (ADO...
	Installation, generation, and start-up requires th...


	2.6.3 Class ADV: Development
	Assurance class ADV defines requirements for the s...
	2.6.3.1 Functional specification (ADV_FSP)
	The functional specification describes the TSF, an...

	2.6.3.2 High-level design (ADV_HLD)
	The high-level design is a top level design specif...

	2.6.3.3 Implementation representation (ADV_IMP)
	The implementation representation is the least abs...

	2.6.3.4 TSF internals (ADV_INT)
	The TSF internals requirements specify the requisi...

	2.6.3.5 Low-level design (ADV_LLD)
	The low-level design is a detailed design specific...

	2.6.3.6 Representation correspondence (ADV_RCR)
	The representation correspondence is a demonstrati...

	2.6.3.7 Security policy modeling (ADV_SPM)
	Security policy models are structured representati...


	2.6.4 Class AGD: Guidance documents
	Assurance class AGD defines requirements directed ...
	2.6.4.1 Administrator guidance (AGD_ADM)
	Requirements for administrative guidance help ensu...

	2.6.4.2 User guidance (AGD_USR)
	Requirements for user guidance help ensure that us...


	2.6.5 Class ALC: Life cycle support
	Assurance class ALC defines requirements for assur...
	2.6.5.1 Development security (ALC_DVS)
	Development security covers the physical, procedur...

	2.6.5.2 Flaw remediation (ALC_FLR)
	Flaw remediation ensures that flaws discovered by ...

	2.6.5.3 Life cycle definition (ALC_LCD)
	Life cycle definition establishes that the enginee...

	2.6.5.4 Tools and techniques (ALC_TAT)
	Tools and techniques addresses the need to define ...


	2.6.6 Class ATE: Tests
	Assurance class ATE states testing requirements th...
	2.6.6.1 Coverage (ATE_COV)
	Coverage deals with the completeness of the functi...

	2.6.6.2 Depth (ATE_DPT)
	Depth deals with the level of detail to which the ...

	2.6.6.3 Functional tests (ATE_FUN)
	Functional testing establishes that the TSF exhibi...

	2.6.6.4 Independent testing (ATE_IND)
	Independent testing specifies the degree to which ...


	2.6.7 Class AVA: Vulnerability assessment
	Assurance class AVA defines requirements directed ...
	2.6.7.1 Covert channel analysis (AVA_CCA)
	Covert channel analysis is directed towards the di...

	2.6.7.2 Misuse (AVA_MSU)
	Misuse analysis investigates whether an administra...

	2.6.7.3 Strength of TOE security functions (AVA_SO...
	Strength of function analysis addresses TOE securi...

	2.6.7.4 Vulnerability analysis (AVA_VLA)
	Vulnerability analysis consists of the identificat...



	2.7 Maintenance categorisation
	The requirements for the maintenance of assurance ...
	The maintenance of assurance families, and the abb...
	Table 2.2 - Maintenance of assurance class decompo...



	Assurance Class
	Assurance Family
	Abbreviated Name
	2.8 Maintenance of assurance class and family over...
	The following summarises the assurance class and f...
	2.8.1 Class AMA: Maintenance of assurance
	Assurance class AMA is aimed at maintaining the le...
	2.8.1.1 Assurance maintenance plan (AMA_AMP)
	The assurance maintenance plan identifies the plan...

	2.8.1.2 TOE component categorisation report (AMA_C...
	The TOE component categorisation report provides a...

	2.8.1.3 Evidence of assurance maintenance (AMA_EVD...
	Evidence of assurance maintenance seeks to establi...

	2.8.1.4 Security impact analysis (AMA_SIA)
	Security impact analysis seeks to establish confid...



	3 Protection Profile and Security Target evaluatio...
	3.1 Overview
	This clause introduces the evaluation criteria for...
	These criteria are the first requirements presente...
	Although these evaluation criteria differ somewhat...
	The PP and ST classes differ from the TOE classes ...
	The evaluation criteria for PPs and STs are based ...

	3.2 Protection Profile criteria overview
	3.2.1 Protection Profile evaluation
	The goal of a PP evaluation is to demonstrate that...

	3.2.2 Relation to the Security Target evaluation c...
	As described in Annexes B and C of ISO/IEC 15408-1...

	3.2.3 Evaluator tasks
	3.2.3.1 Evaluator tasks for an evaluation based on...
	Evaluators performing a PP evaluation that does no...
	Table 3.1 - Protection Profile families - only ISO...






	Class
	Family
	Abbreviated Name
	3.2.3.2 Evaluator tasks for a ISO/IEC 15408 extend...
	Evaluators performing a PP evaluation that include...
	Table 3.2 - Protection Profile families - ISO/IEC ...



	Class
	Family
	Abbreviated Name
	3.3 Security Target criteria overview
	3.3.1 Security Target evaluation
	The goal of an ST evaluation is to demonstrate tha...

	3.3.2 Relation to the other evaluation criteria in...
	There are two identified stages for the evaluation...
	An ST evaluation includes a PP claims evaluation. ...

	3.3.3 Evaluator tasks
	3.3.3.1 Evaluator tasks for an evaluation based on...
	Evaluators performing an ST evaluation that does n...
	Table 3.3 - Security Target families - only ISO/IE...





	Class
	Family
	Abbreviated Name
	3.3.3.2 Evaluator tasks for a ISO/IEC 15408 extend...
	Evaluators performing an ST evaluation that includ...
	Table 3.4 - Security Target families - ISO/IEC 154...



	Class
	Family
	Abbreviated Name

	4 Class APE: Protection Profile evaluation
	The goal of a PP evaluation is to demonstrate that...
	Figure 4.1 shows the families within this class.
	Figure 4.1 - Protection Profile evaluation class d...

	4.1 TOE description (APE_DES)
	Protection Profile, TOE description
	The TOE description is an aid to the understanding...
	APE_DES.1 Protection Profile, TOE description, Eva...
	APE_DES.1.1D The PP developer shall provide a TOE ...
	APE_DES.1.1C The TOE description shall as a minimu...
	APE_DES.1.1E The evaluator shall confirm that the ...
	APE_DES.1.2E The evaluator shall confirm that the ...
	APE_DES.1.3E The evaluator shall confirm that the ...

	4.2 Security environment (APE_ENV)

	Protection Profile, Security environment
	In order to determine whether the IT security requ...
	APE_ENV.1 Protection Profile, Security environment...
	APE_ENV.1.1D The PP developer shall provide a stat...
	APE_ENV.1.1C The statement of TOE security environ...
	APE_ENV.1.2C The statement of TOE security environ...
	APE_ENV.1.3C The statement of TOE security environ...
	APE_ENV.1.1E The evaluator shall confirm that the ...
	APE_ENV.1.2E The evaluator shall confirm that the ...

	4.3 PP introduction (APE_INT)

	Protection Profile, PP introduction
	The PP introduction contains document management a...
	APE_INT.1 Protection Profile, PP introduction, Eva...
	APE_INT.1.1D The PP developer shall provide a PP i...
	APE_INT.1.1C The PP introduction shall contain a P...
	APE_INT.1.2C The PP introduction shall contain a P...
	APE_INT.1.1E The evaluator shall confirm that the ...
	APE_INT.1.2E The evaluator shall confirm that the ...
	APE_INT.1.3E The evaluator shall confirm that the ...

	4.4 Security objectives (APE_OBJ)

	Protection Profile, Security objectives
	The security objectives is a concise statement of ...
	APE_OBJ.1 Protection Profile, Security objectives,...
	APE_OBJ.1.1D The PP developer shall provide a stat...
	APE_OBJ.1.2D The PP developer shall provide the se...
	APE_OBJ.1.1C The statement of security objectives ...
	APE_OBJ.1.2C The security objectives for the TOE s...
	APE_OBJ.1.3C The security objectives for the envir...
	APE_OBJ.1.4C The security objectives rationale sha...
	APE_OBJ.1.5C The security objectives rationale sha...
	APE_OBJ.1.1E The evaluator shall confirm that the ...
	APE_OBJ.1.2E The evaluator shall confirm that the ...

	4.5 IT security requirements (APE_REQ)

	Protection Profile, IT security requirements
	The IT security requirements chosen for a TOE and ...
	Not all of the security objectives expressed in a ...
	This family presents evaluation requirements that ...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	In the APE_REQ.1 component, the word “appropriate”...
	APE_REQ.1 Protection Profile, IT security requirem...
	APE_REQ.1.1D The PP developer shall provide a stat...
	APE_REQ.1.2D The PP developer shall provide the se...
	APE_REQ.1.1C The statement of TOE security functio...
	APE_REQ.1.2C The statement of TOE security assuran...
	APE_REQ.1.3C The statement of TOE security assuran...
	APE_REQ.1.4C The evidence shall justify that the s...
	APE_REQ.1.5C The PP shall, if appropriate, identif...
	APE_REQ.1.6C All completed operations on IT securi...
	APE_REQ.1.7C Any uncompleted operations on IT secu...
	APE_REQ.1.8C Dependencies among the IT security re...
	APE_REQ.1.9C The evidence shall justify why any no...
	APE_REQ.1.10C The PP shall include a statement of ...
	APE_REQ.1.11C The PP shall identify any specific T...
	APE_REQ.1.12C The security requirements rationale ...
	APE_REQ.1.13C The security requirements rationale ...
	APE_REQ.1.14C The security requirements rationale ...
	APE_REQ.1.1E The evaluator shall confirm that the ...
	APE_REQ.1.2E The evaluator shall confirm that the ...

	4.6 Explicitly stated IT security requirements (AP...

	Protection Profile, Explicitly stated IT security ...
	If, after careful consideration, none of the requi...
	This family presents evaluation requirements that ...
	Explicitly stated IT security requirements for a T...
	Formulation of the explicitly stated requirements ...
	Using the ISO/IEC 15408 requirements as a model me...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	APE_SRE.1 Protection Profile, Explicitly stated IT...
	APE_SRE.1.1D The PP developer shall provide a stat...
	APE_SRE.1.2D The PP developer shall provide the se...
	APE_SRE.1.1C All TOE security requirements that ar...
	APE_SRE.1.2C All security requirements for the IT ...
	APE_SRE.1.3C The evidence shall justify why the se...
	APE_SRE.1.4C The explicitly stated IT security req...
	APE_SRE.1.5C The explicitly stated IT security req...
	APE_SRE.1.6C The explicitly stated IT security req...
	APE_SRE.1.7C The security requirements rationale s...
	APE_SRE.1.1E The evaluator shall confirm that the ...
	APE_SRE.1.2E The evaluator shall determine that al...



	5 Class ASE: Security Target evaluation
	The goal of an ST evaluation is to demonstrate tha...
	Figure 5.1 shows the families within this class.
	Figure 5.1 - Security Target evaluation class deco...

	5.1 TOE description (ASE_DES)
	Security Target, TOE description
	The TOE description is an aid to the understanding...
	ASE_DES.1 Security Target, TOE description, Evalua...
	ASE_DES.1.1D The developer shall provide a TOE des...
	ASE_DES.1.1C The TOE description shall as a minimu...
	ASE_DES.1.1E The evaluator shall confirm that the ...
	ASE_DES.1.2E The evaluator shall confirm that the ...
	ASE_DES.1.3E The evaluator shall confirm that the ...

	5.2 Security environment (ASE_ENV)

	Security Target, Security environment
	In order to determine whether the IT security requ...
	ASE_ENV.1 Security Target, Security environment, E...
	ASE_ENV.1.1D The developer shall provide a stateme...
	ASE_ENV.1.1C The statement of TOE security environ...
	ASE_ENV.1.2C The statement of TOE security environ...
	ASE_ENV.1.3C The statement of TOE security environ...
	ASE_ENV.1.1E The evaluator shall confirm that the ...
	ASE_ENV.1.2E The evaluator shall confirm that the ...

	5.3 ST introduction (ASE_INT)

	Security Target, ST introduction
	The ST introduction contains identification and in...
	ASE_INT.1 Security Target, ST introduction, Evalua...
	ASE_INT.1.1D The developer shall provide an ST int...
	ASE_INT.1.1C The ST introduction shall contain an ...
	ASE_INT.1.2C The ST introduction shall contain an ...
	ASE_INT.1.3C The ST introduction shall contain a I...
	ASE_INT.1.1E The evaluator shall confirm that the ...
	ASE_INT.1.2E The evaluator shall confirm that the ...
	ASE_INT.1.3E The evaluator shall confirm that the ...

	5.4 Security objectives (ASE_OBJ)

	Security Target, Security objectives
	The security objectives are a concise statement of...
	ASE_OBJ.1 Security Target, Security objectives, Ev...
	ASE_OBJ.1.1D The developer shall provide a stateme...
	ASE_OBJ.1.2D The developer shall provide the secur...
	ASE_OBJ.1.1C The statement of security objectives ...
	ASE_OBJ.1.2C The security objectives for the TOE s...
	ASE_OBJ.1.3C The security objectives for the envir...
	ASE_OBJ.1.4C The security objectives rationale sha...
	ASE_OBJ.1.5C The security objectives rationale sha...
	ASE_OBJ.1.1E The evaluator shall confirm that the ...
	ASE_OBJ.1.2E The evaluator shall confirm that the ...

	5.5 PP claims (ASE_PPC)

	Security Target, PP claims
	The goal of the evaluation of the Security Target ...
	The family applies only in the case of a PP claim....
	Although additional evaluation activity is necessa...
	ASE_PPC.1 Security Target, PP claims, Evaluation r...
	ASE_PPC.1.1D The developer shall provide any PP cl...
	ASE_PPC.1.2D The developer shall provide the PP cl...
	ASE_PPC.1.1C Each PP claim shall identify the PP f...
	ASE_PPC.1.2C Each PP claim shall identify the IT s...
	ASE_PPC.1.3C Each PP claim shall identify security...
	ASE_PPC.1.1E The evaluator shall confirm that the ...
	ASE_PPC.1.2E The evaluator shall confirm that the ...

	5.6 IT security requirements (ASE_REQ)

	Security Target, IT security requirements
	The IT security requirements chosen for a TOE and ...
	This family presents evaluation requirements that ...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	In the ASE_REQ.1 component, the word “appropriate”...
	ASE_REQ.1 Security Target, IT security requirement...
	ASE_REQ.1.1D The developer shall provide a stateme...
	ASE_REQ.1.2D The developer shall provide the secur...
	ASE_REQ.1.1C The statement of TOE security functio...
	ASE_REQ.1.2C The statement of TOE security assuran...
	ASE_REQ.1.3C The statement of TOE security assuran...
	ASE_REQ.1.4C The evidence shall justify that the s...
	ASE_REQ.1.5C The ST shall, if appropriate, identif...
	ASE_REQ.1.6C Operations on IT security requirement...
	ASE_REQ.1.7C Dependencies among the IT security re...
	ASE_REQ.1.8C The evidence shall justify why any no...
	ASE_REQ.1.9C The ST shall include a statement of t...
	ASE_REQ.1.10C The ST shall identify any specific T...
	ASE_REQ.1.11C The security requirements rationale ...
	ASE_REQ.1.12C The security requirements rationale ...
	ASE_REQ.1.13C The security requirements rationale ...
	ASE_REQ.1.1E The evaluator shall confirm that the ...
	ASE_REQ.1.2E The evaluator shall confirm that the ...

	5.7 Explicitly stated IT security requirements (AS...

	Security Target, Explicitly stated IT security req...
	If, after careful consideration, none of the requi...
	This family presents evaluation requirements that ...
	Explicitly stated IT security requirements for a T...
	Formulation of the explicitly stated requirements ...
	Using the ISO/IEC 15408 requirements as a model me...
	The term “IT security requirements” refers to “TOE...
	The term “TOE security requirements” refers to “TO...
	ASE_SRE.1 Security Target, Explicitly stated IT se...
	ASE_SRE.1.1D The developer shall provide a stateme...
	ASE_SRE.1.2D The developer shall provide the secur...
	ASE_SRE.1.1C All TOE security requirements that ar...
	ASE_SRE.1.2C All security requirements for the IT ...
	ASE_SRE.1.3C The evidence shall justify why the se...
	ASE_SRE.1.4C The explicitly stated IT security req...
	ASE_SRE.1.5C The explicitly stated IT security req...
	ASE_SRE.1.6C The explicitly stated IT security req...
	ASE_SRE.1.7C The security requirements rationale s...
	ASE_SRE.1.1E The evaluator shall confirm that the ...
	ASE_SRE.1.2E The evaluator shall determine that al...

	5.8 TOE summary specification (ASE_TSS)

	Security Target, TOE summary specification
	The TOE summary specification provides a high-leve...
	The relationship between the IT security functions...
	The statement of assurance measures is of specific...
	In the ASE_TSS.1 component, the word “appropriate”...
	ASE_TSS.1 Security Target, TOE summary specificati...
	ASE_TSS.1.1D The developer shall provide a TOE sum...
	ASE_TSS.1.2D The developer shall provide the TOE s...
	ASE_TSS.1.1C The TOE summary specification shall d...
	ASE_TSS.1.2C The TOE summary specification shall t...
	ASE_TSS.1.3C The IT security functions shall be de...
	ASE_TSS.1.4C All references to security mechanisms...
	ASE_TSS.1.5C The TOE summary specification rationa...
	ASE_TSS.1.6C The TOE summary specification rationa...
	ASE_TSS.1.7C The TOE summary specification shall t...
	ASE_TSS.1.8C The TOE summary specification rationa...
	ASE_TSS.1.9C The TOE summary specification shall i...
	ASE_TSS.1.10C The TOE summary specification shall,...
	ASE_TSS.1.1E The evaluator shall confirm that the ...
	ASE_TSS.1.2E The evaluator shall confirm that the ...

	6 Evaluation assurance levels
	The Evaluation Assurance Levels (EALs) provide an ...
	It is important to note that not all families and ...
	6.1 Evaluation assurance level (EAL) overview
	Table 6.1 represents a summary of the EALs. The co...
	As outlined in the next subclause, seven hierarchi...
	These EALs consist of an appropriate combination o...
	While the EALs are defined in ISO/IEC 15408, it is...

	6.2 Evaluation assurance level details
	The following subclauses provide definitions of th...
	Table 6.1 - Evaluation assurance level summary

	6.2.1 Evaluation assurance level 1 (EAL1) - functi...
	EAL1 is applicable where some confidence in correc...
	EAL1 provides an evaluation of the TOE as made ava...
	An evaluation at this level should provide evidenc...
	EAL1 (see Table 6.2) provides a basic level of ass...
	The analysis is supported by independent testing o...
	This EAL provides a meaningful increase in assuran...
	Table 6.2 - EAL1


	6.2.2 Evaluation assurance level 2 (EAL2) - struct...
	EAL2 requires the co-operation of the developer in...
	EAL2 is therefore applicable in those circumstance...
	EAL2 (see Table 6.3) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL2 also provides assurance through a configurati...
	This EAL represents a meaningful increase in assur...
	Table 6.3 - EAL2


	6.2.3 Evaluation assurance level 3 (EAL3) - method...
	EAL3 permits a conscientious developer to gain max...
	EAL3 is applicable in those circumstances where de...
	EAL3 (see Table 6.4) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL3 also provides assurance through the use of de...
	This EAL represents a meaningful increase in assur...
	Table 6.4 - EAL3


	6.2.4 Evaluation assurance level 4 (EAL4) - method...
	EAL4 permits a developer to gain maximum assurance...
	EAL4 is therefore applicable in those circumstance...
	EAL4 (see Table 6.5) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL4 also provides assurance through the use of de...
	This EAL represents a meaningful increase in assur...
	Table 6.5 - EAL4


	6.2.5 Evaluation assurance level 5 (EAL5) - semifo...
	EAL5 permits a developer to gain maximum assurance...
	EAL5 is therefore applicable in those circumstance...
	EAL5 (see Table 6.6) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL5 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.6 - EAL5


	6.2.6 Evaluation assurance level 6 (EAL6) - semifo...
	EAL6 permits developers to gain high assurance fro...
	EAL6 is therefore applicable to the development of...
	EAL6 (see Table 6.7) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL6 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.7 - EAL6


	6.2.7 Evaluation assurance level 7 (EAL7) - formal...
	EAL7 is applicable to the development of security ...
	EAL7 (see Table 6.8) provides assurance by an anal...
	The analysis is supported by independent testing o...
	EAL7 also provides assurance through the use of a ...
	This EAL represents a meaningful increase in assur...
	Table 6.8 - EAL7




	7 Assurance classes, families, and components
	The next seven clauses provide the detailed requir...



	8 Class ACM: Configuration management
	Configuration management
	Configuration management (CM) is one method or mea...
	Figure 8.1 shows the families within this class, a...
	Figure 8.1 - Configuration management class decomp...


	8.1 CM automation (ACM_AUT)
	CM automation
	The objective of introducing automated CM tools is...
	The components in this family are levelled on the ...
	ACM_AUT.1.1C introduces a requirement that is rela...
	ACM_AUT.1.2C introduces a requirement that the CM ...
	ACM_AUT.2.5C introduces a requirement that the CM ...
	ACM_AUT.1 Partial CM automation
	In development environments where the implementati...
	ACM_AUT.1.1D The developer shall use a CM system.
	ACM_AUT.1.2D The developer shall provide a CM plan...
	ACM_AUT.1.1C The CM system shall provide an automa...
	ACM_AUT.1.2C The CM system shall provide an automa...
	ACM_AUT.1.3C The CM plan shall describe the automa...
	ACM_AUT.1.4C The CM plan shall describe how the au...
	ACM_AUT.1.1E The evaluator shall confirm that the ...


	ACM_AUT.2 Complete CM automation
	In development environments where the configuratio...
	Providing an automated means of ascertaining chang...
	ACM_AUT.2.1D The developer shall use a CM system.
	ACM_AUT.2.2D The developer shall provide a CM plan...
	ACM_AUT.2.1C The CM system shall provide an automa...
	ACM_AUT.2.2C The CM system shall provide an automa...
	ACM_AUT.2.3C The CM plan shall describe the automa...
	ACM_AUT.2.4C The CM plan shall describe how the au...
	ACM_AUT.2.5C The CM system shall provide an automa...
	ACM_AUT.2.6C The CM system shall provide an automa...
	ACM_AUT.2.1E The evaluator shall confirm that the ...




	8.2 CM capabilities (ACM_CAP)
	CM capabilities
	The capabilities of the CM system address the like...
	The objectives of this family include the followin...
	a) ensuring that the TOE is correct and complete b...
	b) ensuring that no configuration items are missed...
	c) preventing unauthorised modification, addition,...

	The components in this family are levelled on the ...
	ACM_CAP.2 introduces several elements which refer ...
	ACM_CAP.2.3C introduces a requirement that a confi...
	ACM_CAP.2.6C introduces a requirement that the CM ...
	ACM_CAP.3.8C introduces the requirement that the e...
	ACM_CAP.3.9C introduces the requirement that evide...
	ACM_CAP.4.11C introduces the requirement that the ...
	ACM_CAP.1 Version numbers
	A unique reference is required to ensure that ther...
	ACM_CAP.1.1D The developer shall provide a referen...
	ACM_CAP.1.1C The reference for the TOE shall be un...
	ACM_CAP.1.2C The TOE shall be labelled with its re...
	ACM_CAP.1.1E The evaluator shall confirm that the ...


	ACM_CAP.2 Configuration items
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	ACM_CAP.2.1D The developer shall provide a referen...
	ACM_CAP.2.2D The developer shall use a CM system.
	ACM_CAP.2.3D The developer shall provide CM docume...
	ACM_CAP.2.1C The reference for the TOE shall be un...
	ACM_CAP.2.2C The TOE shall be labelled with its re...
	ACM_CAP.2.3C The CM documentation shall include a ...
	ACM_CAP.2.4C The configuration list shall describe...
	ACM_CAP.2.5C The CM documentation shall describe t...
	ACM_CAP.2.6C The CM system shall uniquely identify...
	ACM_CAP.2.1E The evaluator shall confirm that the ...


	ACM_CAP.3 Authorisation controls
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	ACM_CAP.3.1D The developer shall provide a referen...
	ACM_CAP.3.2D The developer shall use a CM system.
	ACM_CAP.3.3D The developer shall provide CM docume...
	ACM_CAP.3.1C The reference for the TOE shall be un...
	ACM_CAP.3.2C The TOE shall be labelled with its re...
	ACM_CAP.3.3C The CM documentation shall include a ...
	ACM_CAP.3.4C The configuration list shall describe...
	ACM_CAP.3.5C The CM documentation shall describe t...
	ACM_CAP.3.6C The CM system shall uniquely identify...
	ACM_CAP.3.7C The CM plan shall describe how the CM...
	ACM_CAP.3.8C The evidence shall demonstrate that t...
	ACM_CAP.3.9C The CM documentation shall provide ev...
	ACM_CAP.3.10C The CM system shall provide measures...
	ACM_CAP.3.1E The evaluator shall confirm that the ...


	ACM_CAP.4 Generation support and acceptance proced...
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	The purpose of acceptance procedures is to confirm...
	ACM_CAP.4.1D The developer shall provide a referen...
	ACM_CAP.4.2D The developer shall use a CM system.
	ACM_CAP.4.3D The developer shall provide CM docume...
	ACM_CAP.4.1C The reference for the TOE shall be un...
	ACM_CAP.4.2C The TOE shall be labelled with its re...
	ACM_CAP.4.3C The CM documentation shall include a ...
	ACM_CAP.4.4C The configuration list shall describe...
	ACM_CAP.4.5C The CM documentation shall describe t...
	ACM_CAP.4.6C The CM system shall uniquely identify...
	ACM_CAP.4.7C The CM plan shall describe how the CM...
	ACM_CAP.4.8C The evidence shall demonstrate that t...
	ACM_CAP.4.9C The CM documentation shall provide ev...
	ACM_CAP.4.10C The CM system shall provide measures...
	ACM_CAP.4.11C The CM system shall support the gene...
	ACM_CAP.4.12C The acceptance plan shall describe t...
	ACM_CAP.4.1E The evaluator shall confirm that the ...


	ACM_CAP.5 Advanced support
	A unique reference is required to ensure that ther...
	Unique identification of the configuration items l...
	Providing controls to ensure that unauthorised mod...
	The purpose of acceptance procedures is to confirm...
	Integration procedures help to ensure that generat...
	Requiring that the CM system be able to identify t...
	ACM_CAP.5.1D The developer shall provide a referen...
	ACM_CAP.5.2D The developer shall use a CM system.
	ACM_CAP.5.3D The developer shall provide CM docume...
	ACM_CAP.5.1C The reference for the TOE shall be un...
	ACM_CAP.5.2C The TOE shall be labelled with its re...
	ACM_CAP.5.3C The CM documentation shall include a ...
	ACM_CAP.5.4C The configuration list shall describe...
	ACM_CAP.5.5C The CM documentation shall describe t...
	ACM_CAP.5.6C The CM system shall uniquely identify...
	ACM_CAP.5.7C The CM plan shall describe how the CM...
	ACM_CAP.5.8C The evidence shall demonstrate that t...
	ACM_CAP.5.9C The CM documentation shall provide ev...
	ACM_CAP.5.10C The CM system shall provide measures...
	ACM_CAP.5.11C The CM system shall support the gene...
	ACM_CAP.5.12C The acceptance plan shall describe t...
	ACM_CAP.5.13C The integration procedures shall des...
	ACM_CAP.5.14C The CM system shall require that the...
	ACM_CAP.5.15C The CM system shall clearly identify...
	ACM_CAP.5.16C The CM system shall support the audi...
	ACM_CAP.5.17C The CM system shall be able to ident...
	ACM_CAP.5.18C The CM documentation shall demonstra...
	ACM_CAP.5.19C The CM documentation shall demonstra...
	ACM_CAP.5.20C The CM documentation shall demonstra...
	ACM_CAP.5.21C The CM documentation shall justify t...
	ACM_CAP.5.1E The evaluator shall confirm that the ...




	8.3 CM scope (ACM_SCP)
	CM scope
	The objective of this family is to ensure that all...
	The objectives of this family include the followin...
	a) ensuring that the TOE implementation representa...
	b) ensuring that all necessary documentation, incl...
	c) ensuring that configuration options (e.g. compi...
	d) ensuring that development tools are tracked.

	The components in this family are levelled on the ...
	ACM_SCP.1.1C introduces the requirement that the T...
	ACM_SCP.1.1C also introduces the requirement that ...
	ACM_SCP.2.1C introduces the requirement that secur...
	ACM_SCP.3.1C introduces the requirement that devel...
	ACM_SCP.1 TOE CM coverage
	A CM system can control changes only to those item...
	ACM_SCP.1.1D The developer shall provide CM docume...
	ACM_SCP.1.1C The CM documentation shall show that ...
	ACM_SCP.1.2C The CM documentation shall describe h...
	ACM_SCP.1.1E The evaluator shall confirm that the ...


	ACM_SCP.2 Problem tracking CM coverage
	A CM system can control changes only to those item...
	The ability to track security flaws under CM ensur...
	ACM_SCP.2.1D The developer shall provide CM docume...
	ACM_SCP.2.1C The CM documentation shall show that ...
	ACM_SCP.2.2C The CM documentation shall describe h...
	ACM_SCP.2.1E The evaluator shall confirm that the ...


	ACM_SCP.3 Development tools CM coverage
	A CM system can control changes only to those item...
	The ability to track security flaws under CM ensur...
	Development tools play an important role in ensuri...
	ACM_SCP.3.1D The developer shall provide CM docume...
	ACM_SCP.3.1C The CM documentation shall show that ...
	ACM_SCP.3.2C The CM documentation shall describe h...
	ACM_SCP.3.1E The evaluator shall confirm that the ...





	9 Class ADO: Delivery and operation
	Delivery and operation
	Delivery and operation provides requirements for c...
	Figure 9.1 shows the families within this class, a...
	Figure 9.1 - Delivery and operation class decompos...


	9.1 Delivery (ADO_DEL)
	Delivery
	The requirements for delivery call for system cont...
	The components in this family are levelled on the ...
	ADO_DEL.1 Delivery procedures
	ADO_DEL.1.1D The developer shall document procedur...
	ADO_DEL.1.2D The developer shall use the delivery ...
	ADO_DEL.1.1C The delivery documentation shall desc...
	ADO_DEL.1.1E The evaluator shall confirm that the ...

	ADO_DEL.2 Detection of modification
	ADO_DEL.2.1D The developer shall document procedur...
	ADO_DEL.2.2D The developer shall use the delivery ...
	ADO_DEL.2.1C The delivery documentation shall desc...
	ADO_DEL.2.2C The delivery documentation shall desc...
	ADO_DEL.2.3C The delivery documentation shall desc...
	ADO_DEL.2.1E The evaluator shall confirm that the ...

	ADO_DEL.3 Prevention of modification
	ADO_DEL.3.1D The developer shall document procedur...
	ADO_DEL.3.2D The developer shall use the delivery ...
	ADO_DEL.3.1C The delivery documentation shall desc...
	ADO_DEL.3.2C The delivery documentation shall desc...
	ADO_DEL.3.3C The delivery documentation shall desc...
	ADO_DEL.3.1E The evaluator shall confirm that the ...



	9.2 Installation, generation and start-up (ADO_IGS...
	Installation, generation and start-up
	Installation, generation, and start-up procedures ...
	The components in this family are levelled on the ...
	It is recognised that the application of these req...
	It might also be the case that the TOE is already ...
	Furthermore, the generation requirements are appli...
	The installation, generation, and start-up procedu...
	ADO_IGS.1 Installation, generation, and start-up p...
	ADO_IGS.1.1D The developer shall document procedur...
	ADO_IGS.1.1C The documentation shall describe the ...
	ADO_IGS.1.1E The evaluator shall confirm that the ...
	ADO_IGS.1.2E The evaluator shall determine that th...

	ADO_IGS.2 Generation log
	ADO_IGS.2.1D The developer shall document procedur...
	ADO_IGS.2.1C The documentation shall describe the ...
	ADO_IGS.2.2C The documentation shall describe proc...
	ADO_IGS.2.1E The evaluator shall confirm that the ...
	ADO_IGS.2.2E The evaluator shall determine that th...




	10 Class ADV: Development
	Development
	The development class encompasses four families of...
	Figure 10.1 shows the families within this class, ...
	Figure 10.1 - Development class decomposition

	The paradigm evident for these families is one of ...
	Figure 10.2 - Relationships between TOE representa...

	Figure 10.2 indicates the relationships between th...
	The requirements for all other correspondence show...
	The TOE security policy (TSP) is the set of rules ...
	The TOE security functions (TSF) are all the parts...
	Although the requirements within the ASE_TSS famil...
	Three types of specification style are mandated by...
	An informal specification is written as prose in n...
	A semiformal specification is written in a restric...
	A formal specification is written in a notation ba...
	Significant assurance can be gained by ensuring th...
	When an informal demonstration of correspondence i...
	A semiformal demonstration of correspondence requi...
	A formal proof of correspondence requires that wel...
	The ADV_RCR.*.1C elements require that the develop...

	10.1 Functional specification (ADV_FSP)
	Functional specification
	The functional specification is a high-level descr...
	The components in this family are levelled on the ...
	The ADV_FSP.*.2E elements within this family defin...
	For ADV_FSP.1.3C, it is intended that sufficient i...
	ADV_FSP.2.3C introduces a requirement for a comple...
	In the context of the level of formality of the fu...
	ADV_FSP.1 Informal functional specification
	ADV_FSP.1.1D The developer shall provide a functio...
	ADV_FSP.1.1C The functional specification shall de...
	ADV_FSP.1.2C The functional specification shall be...
	ADV_FSP.1.3C The functional specification shall de...
	ADV_FSP.1.4C The functional specification shall co...
	ADV_FSP.1.1E The evaluator shall confirm that the ...
	ADV_FSP.1.2E The evaluator shall determine that th...

	ADV_FSP.2 Fully defined external interfaces
	ADV_FSP.2.1D The developer shall provide a functio...
	ADV_FSP.2.1C The functional specification shall de...
	ADV_FSP.2.2C The functional specification shall be...
	ADV_FSP.2.3C The functional specification shall de...
	ADV_FSP.2.4C The functional specification shall co...
	ADV_FSP.2.5C The functional specification shall in...
	ADV_FSP.2.1E The evaluator shall confirm that the ...
	ADV_FSP.2.2E The evaluator shall determine that th...

	ADV_FSP.3 Semiformal functional specification
	ADV_FSP.3.1D The developer shall provide a functio...
	ADV_FSP.3.1C The functional specification shall de...
	ADV_FSP.3.2C The functional specification shall be...
	ADV_FSP.3.3C The functional specification shall de...
	ADV_FSP.3.4C The functional specification shall co...
	ADV_FSP.3.5C The functional specification shall in...
	ADV_FSP.3.1E The evaluator shall confirm that the ...
	ADV_FSP.3.2E The evaluator shall determine that th...

	ADV_FSP.4 Formal functional specification
	ADV_FSP.4.1D The developer shall provide a functio...
	ADV_FSP.4.1C The functional specification shall de...
	ADV_FSP.4.2C The functional specification shall be...
	ADV_FSP.4.3C The functional specification shall de...
	ADV_FSP.4.4C The functional specification shall co...
	ADV_FSP.4.5C The functional specification shall in...
	ADV_FSP.4.1E The evaluator shall confirm that the ...
	ADV_FSP.4.2E The evaluator shall determine that th...



	10.2 High-level design (ADV_HLD)
	High-level design
	The high-level design of a TOE provides a descript...
	The high-level design refines the functional speci...
	The components in this family are levelled on the ...
	The developer is expected to describe the design o...
	The term “security functionality” is used to repre...
	The term “TSP-enforcing subsystem” refers to a sub...
	The ADV_HLD.*.2E elements within this family defin...
	ADV_HLD.3.8C introduces a requirement for a comple...
	In the context of the level of formality of the hi...
	ADV_HLD.1 Descriptive high-level design
	ADV_HLD.1.1D The developer shall provide the high-...
	ADV_HLD.1.1C The presentation of the high-level de...
	ADV_HLD.1.2C The high-level design shall be intern...
	ADV_HLD.1.3C The high-level design shall describe ...
	ADV_HLD.1.4C The high-level design shall describe ...
	ADV_HLD.1.5C The high-level design shall identify ...
	ADV_HLD.1.6C The high-level design shall identify ...
	ADV_HLD.1.7C The high-level design shall identify ...
	ADV_HLD.1.1E The evaluator shall confirm that the ...
	ADV_HLD.1.2E The evaluator shall determine that th...

	ADV_HLD.2 Security enforcing high-level design
	ADV_HLD.2.1D The developer shall provide the high-...
	ADV_HLD.2.1C The presentation of the high-level de...
	ADV_HLD.2.2C The high-level design shall be intern...
	ADV_HLD.2.3C The high-level design shall describe ...
	ADV_HLD.2.4C The high-level design shall describe ...
	ADV_HLD.2.5C The high-level design shall identify ...
	ADV_HLD.2.6C The high-level design shall identify ...
	ADV_HLD.2.7C The high-level design shall identify ...
	ADV_HLD.2.8C The high-level design shall describe ...
	ADV_HLD.2.9C The high-level design shall describe ...
	ADV_HLD.2.1E The evaluator shall confirm that the ...
	ADV_HLD.2.2E The evaluator shall determine that th...

	ADV_HLD.3 Semiformal high-level design
	ADV_HLD.3.1D The developer shall provide the high-...
	ADV_HLD.3.1C The presentation of the high-level de...
	ADV_HLD.3.2C The high-level design shall be intern...
	ADV_HLD.3.3C The high-level design shall describe ...
	ADV_HLD.3.4C The high-level design shall describe ...
	ADV_HLD.3.5C The high-level design shall identify ...
	ADV_HLD.3.6C The high-level design shall identify ...
	ADV_HLD.3.7C The high-level design shall identify ...
	ADV_HLD.3.8C The high-level design shall describe ...
	ADV_HLD.3.9C The high-level design shall describe ...
	ADV_HLD.3.1E The evaluator shall confirm that the ...
	ADV_HLD.3.2E The evaluator shall determine that th...

	ADV_HLD.4 Semiformal high-level explanation
	ADV_HLD.4.1D The developer shall provide the high-...
	ADV_HLD.4.1C The presentation of the high-level de...
	ADV_HLD.4.2C The high-level design shall be intern...
	ADV_HLD.4.3C The high-level design shall describe ...
	ADV_HLD.4.4C The high-level design shall describe ...
	ADV_HLD.4.5C The high-level design shall identify ...
	ADV_HLD.4.6C The high-level design shall identify ...
	ADV_HLD.4.7C The high-level design shall identify ...
	ADV_HLD.4.8C The high-level design shall describe ...
	ADV_HLD.4.9C The high-level design shall describe ...
	ADV_HLD.4.10C The high-level design shall justify ...
	ADV_HLD.4.11C The high-level design shall justify ...
	ADV_HLD.4.1E The evaluator shall confirm that the ...
	ADV_HLD.4.2E The evaluator shall determine that th...

	ADV_HLD.5 Formal high-level design
	ADV_HLD.5.1D The developer shall provide the high-...
	ADV_HLD.5.1C The presentation of the high-level de...
	ADV_HLD.5.2C The high-level design shall be intern...
	ADV_HLD.5.3C The high-level design shall describe ...
	ADV_HLD.5.4C The high-level design shall describe ...
	ADV_HLD.5.5C The high-level design shall identify ...
	ADV_HLD.5.6C The high-level design shall identify ...
	ADV_HLD.5.7C The high-level design shall identify ...
	ADV_HLD.5.8C The high-level design shall describe ...
	ADV_HLD.5.9C The high-level design shall describe ...
	ADV_HLD.5.10C The high-level design shall justify ...
	ADV_HLD.5.11C The high-level design shall justify ...
	ADV_HLD.5.1E The evaluator shall confirm that the ...
	ADV_HLD.5.2E The evaluator shall determine that th...



	10.3 Implementation representation (ADV_IMP)
	Implementation representation
	The description of the implementation representati...
	The components in this family are levelled on the ...
	The implementation representation is used to expre...
	It is possible that evaluators may use the impleme...
	ADV_IMP.1 Subset of the implementation of the TSF
	ADV_IMP.1.1D requires that the developer provide t...
	ADV_IMP.1.2E element defines a requirement that th...
	ADV_IMP.1.1D The developer shall provide the imple...
	ADV_IMP.1.1C The implementation representation sha...
	ADV_IMP.1.2C The implementation representation sha...
	ADV_IMP.1.1E The evaluator shall confirm that the ...
	ADV_IMP.1.2E The evaluator shall determine that th...

	ADV_IMP.2 Implementation of the TSF
	The ADV_IMP.2.2E element defines a requirement tha...
	ADV_IMP.2.1D The developer shall provide the imple...
	ADV_IMP.2.1C The implementation representation sha...
	ADV_IMP.2.2C The implementation representation sha...
	ADV_IMP.2.3C The implementation representation sha...
	ADV_IMP.2.1E The evaluator shall confirm that the ...
	ADV_IMP.2.2E The evaluator shall determine that th...

	ADV_IMP.3 Structured implementation of the TSF
	The ADV_IMP.3.2E element defines a requirement tha...
	ADV_IMP.3.1D The developer shall provide the imple...
	ADV_IMP.3.1C The implementation representation sha...
	ADV_IMP.3.2C The implementation representation sha...
	ADV_IMP.3.3C The implementation representation sha...
	ADV_IMP.3.4C The implementation representation sha...
	ADV_IMP.3.1E The evaluator shall confirm that the ...
	ADV_IMP.3.2E The evaluator shall determine that th...



	10.4 TSF internals (ADV_INT)
	TSF internals
	This family addresses the internal structure of th...
	Modular design reduces the interdependence between...
	The use of layering and of simpler designs for the...
	Minimising the amount of functionality in the TSF ...
	Design complexity minimisation contributes to the ...
	The components in this family are levelled on the ...
	The term “portions of the TSF” is used to represen...
	The ADV_INT.2.5C and ADV_INT.3.5C elements address...
	ADV_INT.2.6C introduces a reference monitor concep...
	Several of the elements within the components for ...
	ADV_INT.1 Modularity
	ADV_INT.1.1D The developer shall design and struct...
	ADV_INT.1.2D The developer shall provide an archit...
	ADV_INT.1.1C The architectural description shall i...
	ADV_INT.1.2C The architectural description shall d...
	ADV_INT.1.3C The architectural description shall d...
	ADV_INT.1.1E The evaluator shall confirm that the ...
	ADV_INT.1.2E The evaluator shall determine that bo...

	ADV_INT.2 Reduction of complexity
	This component introduces a reference monitor conc...
	ADV_INT.2.1D The developer shall design and struct...
	ADV_INT.2.2D The developer shall provide an archit...
	ADV_INT.2.3D The developer shall design and struct...
	ADV_INT.2.4D The developer shall design and struct...
	ADV_INT.2.1C The architectural description shall i...
	ADV_INT.2.2C The architectural description shall d...
	ADV_INT.2.3C The architectural description shall d...
	ADV_INT.2.4C The architectural description shall d...
	ADV_INT.2.5C The architectural description shall s...
	ADV_INT.2.6C The architectural description shall d...
	ADV_INT.2.1E The evaluator shall confirm that the ...
	ADV_INT.2.2E The evaluator shall determine that bo...

	ADV_INT.3 Minimisation of complexity
	This component requires that the reference monitor...
	ADV_INT.3.1D The developer shall design and struct...
	ADV_INT.3.2D The developer shall provide an archit...
	ADV_INT.3.3D The developer shall design and struct...
	ADV_INT.3.4D The developer shall design and struct...
	ADV_INT.3.5D The developer shall design and struct...
	ADV_INT.3.6D The developer shall ensure that funct...
	ADV_INT.3.1C The architectural description shall i...
	ADV_INT.3.2C The architectural description shall d...
	ADV_INT.3.3C The architectural description shall d...
	ADV_INT.3.4C The architectural description shall d...
	ADV_INT.3.5C The architectural description shall s...
	ADV_INT.3.6C The architectural description shall d...
	ADV_INT.3.7C The architectural description shall j...
	ADV_INT.3.1E The evaluator shall confirm that the ...
	ADV_INT.3.2E The evaluator shall determine that bo...
	ADV_INT.3.3E The evaluator shall confirm that the ...



	10.5 Low-level design (ADV_LLD)
	Low-level design
	The low-level design of a TOE provides a descripti...
	For each module of the TSF, the low-level design d...
	The components in this family are levelled on the ...
	The term “TSP-enforcing module” refers to any modu...
	The term “security functionality” is used to repre...
	The ADV_LLD.*.6C elements require that the low-lev...
	The ADV_LLD.*.2E elements within this family defin...
	ADV_LLD.2.9C introduces a requirement for a comple...
	In the context of the level of formality of the lo...
	ADV_LLD.1 Descriptive low-level design
	ADV_LLD.1.1D The developer shall provide the low-l...
	ADV_LLD.1.1C The presentation of the low-level des...
	ADV_LLD.1.2C The low-level design shall be interna...
	ADV_LLD.1.3C The low-level design shall describe t...
	ADV_LLD.1.4C The low-level design shall describe t...
	ADV_LLD.1.5C The low-level design shall define the...
	ADV_LLD.1.6C The low-level design shall describe h...
	ADV_LLD.1.7C The low-level design shall identify a...
	ADV_LLD.1.8C The low-level design shall identify w...
	ADV_LLD.1.9C The low-level design shall describe t...
	ADV_LLD.1.10C The low-level design shall describe ...
	ADV_LLD.1.1E The evaluator shall confirm that the ...
	ADV_LLD.1.2E The evaluator shall determine that th...

	ADV_LLD.2 Semiformal low-level design
	ADV_LLD.2.1D The developer shall provide the low-l...
	ADV_LLD.2.1C The presentation of the low-level des...
	ADV_LLD.2.2C The low-level design shall be interna...
	ADV_LLD.2.3C The low-level design shall describe t...
	ADV_LLD.2.4C The low-level design shall describe t...
	ADV_LLD.2.5C The low-level design shall define the...
	ADV_LLD.2.6C The low-level design shall describe h...
	ADV_LLD.2.7C The low-level design shall identify a...
	ADV_LLD.2.8C The low-level design shall identify w...
	ADV_LLD.2.9C The low-level design shall describe t...
	ADV_LLD.2.10C The low-level design shall describe ...
	ADV_LLD.2.1E The evaluator shall confirm that the ...
	ADV_LLD.2.2E The evaluator shall determine that th...

	ADV_LLD.3 Formal low-level design
	ADV_LLD.3.1D The developer shall provide the low-l...
	ADV_LLD.3.1C The presentation of the low-level des...
	ADV_LLD.3.2C The low-level design shall be interna...
	ADV_LLD.3.3C The low-level design shall describe t...
	ADV_LLD.3.4C The low-level design shall describe t...
	ADV_LLD.3.5C The low-level design shall define the...
	ADV_LLD.3.6C The low-level design shall describe h...
	ADV_LLD.3.7C The low-level design shall identify a...
	ADV_LLD.3.8C The low-level design shall identify w...
	ADV_LLD.3.9C The low-level design shall describe t...
	ADV_LLD.3.10C The low-level design shall describe ...
	ADV_LLD.3.1E The evaluator shall confirm that the ...
	ADV_LLD.3.2E The evaluator shall determine that th...



	10.6 Representation correspondence (ADV_RCR)
	Representation correspondence
	The correspondence between the various TSF represe...
	The components in this family are levelled on the ...
	The developer must demonstrate to the evaluator th...
	This family of requirements is not intended to add...
	The ADV_RCR.*.1C elements refer to “all relevant s...
	In the context of the level of formality for corre...
	ADV_RCR.1 Informal correspondence demonstration
	ADV_RCR.1.1D The developer shall provide an analys...
	ADV_RCR.1.1C For each adjacent pair of provided TS...
	ADV_RCR.1.1E The evaluator shall confirm that the ...

	ADV_RCR.2 Semiformal correspondence demonstration
	ADV_RCR.2.1D The developer shall provide an analys...
	ADV_RCR.2.1C For each adjacent pair of provided TS...
	ADV_RCR.2.2C For each adjacent pair of provided TS...
	ADV_RCR.2.1E The evaluator shall confirm that the ...

	ADV_RCR.3 Formal correspondence demonstration
	The developer must either demonstrate or prove cor...
	ADV_RCR.3.1D The developer shall provide an analys...
	ADV_RCR.3.2D For those corresponding portions of r...
	ADV_RCR.3.1C For each adjacent pair of provided TS...
	ADV_RCR.3.2C For each adjacent pair of provided TS...
	ADV_RCR.3.3C For each adjacent pair of provided TS...
	ADV_RCR.3.1E The evaluator shall confirm that the ...
	ADV_RCR.3.2E The evaluator shall determine the acc...



	10.7 Security policy modeling (ADV_SPM)
	Security policy modeling
	It is the objective of this family to provide addi...
	The components in this family are levelled on the ...
	While a TSP may include any policies, TSP models h...
	For each of the components within this family, the...
	In the context of the level of formality of the TS...
	ADV_SPM.1 Informal TOE security policy model
	ADV_SPM.1.1D The developer shall provide a TSP mod...
	ADV_SPM.1.2D The developer shall demonstrate corre...
	ADV_SPM.1.1C The TSP model shall be informal.
	ADV_SPM.1.2C The TSP model shall describe the rule...
	ADV_SPM.1.3C The TSP model shall include a rationa...
	ADV_SPM.1.4C The demonstration of correspondence b...
	ADV_SPM.1.1E The evaluator shall confirm that the ...

	ADV_SPM.2 Semiformal TOE security policy model
	ADV_SPM.2.1D The developer shall provide a TSP mod...
	ADV_SPM.2.2D The developer shall demonstrate corre...
	ADV_SPM.2.1C The TSP model shall be semiformal.
	ADV_SPM.2.2C The TSP model shall describe the rule...
	ADV_SPM.2.3C The TSP model shall include a rationa...
	ADV_SPM.2.4C The demonstration of correspondence b...
	ADV_SPM.2.5C Where the functional specification is...
	ADV_SPM.2.1E The evaluator shall confirm that the ...

	ADV_SPM.3 Formal TOE security policy model
	ADV_SPM.3.1D The developer shall provide a TSP mod...
	ADV_SPM.3.2D The developer shall demonstrate or pr...
	ADV_SPM.3.1C The TSP model shall be formal.
	ADV_SPM.3.2C The TSP model shall describe the rule...
	ADV_SPM.3.3C The TSP model shall include a rationa...
	ADV_SPM.3.4C The demonstration of correspondence b...
	ADV_SPM.3.5C Where the functional specification is...
	ADV_SPM.3.6C Where the functional specification is...
	ADV_SPM.3.1E The evaluator shall confirm that the ...




	11 Class AGD: Guidance documents
	Guidance documents
	The guidance documents class provides the requirem...
	Figure 11.1 shows the families within this class, ...
	Figure 11.1 - Guidance documents class decompositi...


	11.1 Administrator guidance (AGD_ADM)
	Administrator guidance
	Administrator guidance refers to written material ...
	This family contains only one component.
	The requirements AGD_ADM.1.3C and AGD_ADM.1.7C enc...
	The concept of secure values, as employed in AGD_A...
	AGD_ADM.1 Administrator guidance
	AGD_ADM.1.1D The developer shall provide administr...
	AGD_ADM.1.1C The administrator guidance shall desc...
	AGD_ADM.1.2C The administrator guidance shall desc...
	AGD_ADM.1.3C The administrator guidance shall cont...
	AGD_ADM.1.4C The administrator guidance shall desc...
	AGD_ADM.1.5C The administrator guidance shall desc...
	AGD_ADM.1.6C The administrator guidance shall desc...
	AGD_ADM.1.7C The administrator guidance shall be c...
	AGD_ADM.1.8C The administrator guidance shall desc...
	AGD_ADM.1.1E The evaluator shall confirm that the ...



	11.2 User guidance (AGD_USR)
	User guidance
	User guidance refers to material that is intended ...
	The user guidance provides a basis for assumptions...
	This family contains only one component.
	The requirements AGD_USR.1.3.C and AGD_USR.1.5C en...
	In many cases it may be appropriate that guidance ...
	AGD_USR.1 User guidance
	AGD_USR.1.1D The developer shall provide user guid...
	AGD_USR.1.1C The user guidance shall describe the ...
	AGD_USR.1.2C The user guidance shall describe the ...
	AGD_USR.1.3C The user guidance shall contain warni...
	AGD_USR.1.4C The user guidance shall clearly prese...
	AGD_USR.1.5C The user guidance shall be consistent...
	AGD_USR.1.6C The user guidance shall describe all ...
	AGD_USR.1.1E The evaluator shall confirm that the ...




	12 Class ALC: Life cycle support
	Life cycle support
	Life-cycle support is an aspect of establishing di...
	Figure 12.1 shows the families within this class, ...
	Figure 12.1 - Life-cycle support class decompositi...


	12.1 Development security (ALC_DVS)
	Development security
	Development security is concerned with physical, p...
	The components in this family are levelled on the ...
	This family deals with measures to remove or reduc...
	The evaluator should determine whether there is a ...
	It is recognised that confidentiality may not alwa...
	ALC_DVS.1 Identification of security measures
	ALC_DVS.1.1D The developer shall produce developme...
	ALC_DVS.1.1C The development security documentatio...
	ALC_DVS.1.2C The development security documentatio...
	ALC_DVS.1.1E The evaluator shall confirm that the ...
	ALC_DVS.1.2E The evaluator shall confirm that the ...

	ALC_DVS.2 Sufficiency of security measures
	ALC_DVS.2.1D The developer shall produce developme...
	ALC_DVS.2.1C The development security documentatio...
	ALC_DVS.2.2C The development security documentatio...
	ALC_DVS.2.3C The evidence shall justify that the s...
	ALC_DVS.2.1E The evaluator shall confirm that the ...
	ALC_DVS.2.2E The evaluator shall confirm that the ...



	12.2 Flaw remediation (ALC_FLR)
	Flaw remediation
	Flaw remediation requires that discovered security...
	The components in this family are levelled on the ...
	This family provides assurance that the TOE will b...
	The flaw remediation procedures should describe th...
	ALC_FLR.1 Basic flaw remediation
	ALC_FLR.1.1D The developer shall document the flaw...
	ALC_FLR.1.1C The flaw remediation procedures docum...
	ALC_FLR.1.2C The flaw remediation procedures shall...
	ALC_FLR.1.3C The flaw remediation procedures shall...
	ALC_FLR.1.4C The flaw remediation procedures docum...
	ALC_FLR.1.1E The evaluator shall confirm that the ...

	ALC_FLR.2 Flaw reporting procedures
	ALC_FLR.2.1D The developer shall document the flaw...
	ALC_FLR.2.2D The developer shall establish a proce...
	ALC_FLR.2.1C The flaw remediation procedures docum...
	ALC_FLR.2.2C The flaw remediation procedures shall...
	ALC_FLR.2.3C The flaw remediation procedures shall...
	ALC_FLR.2.4C The flaw remediation procedures docum...
	ALC_FLR.2.5C The procedures for processing reporte...
	ALC_FLR.2.6C The procedures for processing reporte...
	ALC_FLR.2.1E The evaluator shall confirm that the ...

	ALC_FLR.3 Systematic flaw remediation
	ALC_FLR.3.1D The developer shall document the flaw...
	ALC_FLR.3.2D The developer shall establish a proce...
	ALC_FLR.3.3D The developer shall designate one or ...
	ALC_FLR.3.1C The flaw remediation procedures docum...
	ALC_FLR.3.2C The flaw remediation procedures shall...
	ALC_FLR.3.3C The flaw remediation procedures shall...
	ALC_FLR.3.4C The flaw remediation procedures docum...
	ALC_FLR.3.5C The procedures for processing reporte...
	ALC_FLR.3.6C The procedures for processing reporte...
	ALC_FLR.3.7C The flaw remediation procedures shall...
	ALC_FLR.3.1E The evaluator shall confirm that the ...



	12.3 Life cycle definition(ALC_LCD)
	Life cycle definition
	Poorly controlled development and maintenance of t...
	Using a model for the development and maintenance ...
	The components in this family are levelled on the ...
	A life-cycle model encompasses the procedures, too...
	Although life-cycle definition deals with the main...
	A standardised life-cycle model is a model that ha...
	A measurable life-cycle model is a model with arit...
	A life-cycle model provides for the necessary cont...
	ALC_LCD.1 Developer defined life-cycle model
	ALC_LCD.1.1D The developer shall establish a life-...
	ALC_LCD.1.2D The developer shall provide life-cycl...
	ALC_LCD.1.1C The life-cycle definition documentati...
	ALC_LCD.1.2C The life-cycle model shall provide fo...
	ALC_LCD.1.1E The evaluator shall confirm that the ...

	ALC_LCD.2 Standardised life-cycle model
	ALC_LCD.2.1D The developer shall establish a life-...
	ALC_LCD.2.2D The developer shall provide life-cycl...
	ALC_LCD.2.3D The developer shall use a standardise...
	ALC_LCD.2.1C The life-cycle definition documentati...
	ALC_LCD.2.2C The life-cycle model shall provide fo...
	ALC_LCD.2.3C The life-cycle definition documentati...
	ALC_LCD.2.4C The life-cycle definition documentati...
	ALC_LCD.2.5C The life-cycle definition documentati...
	ALC_LCD.2.1E The evaluator shall confirm that the ...

	ALC_LCD.3 Measurable life-cycle model
	ALC_LCD.3.1D The developer shall establish a life-...
	ALC_LCD.3.2D The developer shall provide life-cycl...
	ALC_LCD.3.3D The developer shall use a standardise...
	ALC_LCD.3.4D The developer shall measure the TOE d...
	ALC_LCD.3.1C The life-cycle definition documentati...
	ALC_LCD.3.2C The life-cycle model shall provide fo...
	ALC_LCD.3.3C The life-cycle definition documentati...
	ALC_LCD.3.4C The life-cycle definition documentati...
	ALC_LCD.3.5C The life-cycle definition documentati...
	ALC_LCD.3.6C The life-cycle documentation shall pr...
	ALC_LCD.3.1E The evaluator shall confirm that the ...



	12.4 Tools and techniques (ALC_TAT)
	Tools and techniques
	Tools and techniques is an aspect of selecting too...
	The components in this family are levelled on the ...
	There is a requirement for well-defined developmen...
	Tools and techniques distinguishes between the imp...
	The requirement in ALC_TAT.1.2C is especially appl...
	ALC_TAT.1 Well-defined development tools
	ALC_TAT.1.1D The developer shall identify the deve...
	ALC_TAT.1.2D The developer shall document the sele...
	ALC_TAT.1.1C All development tools used for implem...
	ALC_TAT.1.2C The documentation of the development ...
	ALC_TAT.1.3C The documentation of the development ...
	ALC_TAT.1.1E The evaluator shall confirm that the ...

	ALC_TAT.2 Compliance with implementation standards...
	ALC_TAT.2.1D The developer shall identify the deve...
	ALC_TAT.2.2D The developer shall document the sele...
	ALC_TAT.2.3D The developer shall describe the impl...
	ALC_TAT.2.1C All development tools used for implem...
	ALC_TAT.2.2C The documentation of the development ...
	ALC_TAT.2.3C The documentation of the development ...
	ALC_TAT.2.1E The evaluator shall confirm that the ...
	ALC_TAT.2.2E The evaluator shall confirm that the ...

	ALC_TAT.3 Compliance with implementation standards...
	ALC_TAT.3.1D The developer shall identify the deve...
	ALC_TAT.3.2D The developer shall document the sele...
	ALC_TAT.3.3D The developer shall describe the impl...
	ALC_TAT.3.1C All development tools used for implem...
	ALC_TAT.3.2C The documentation of the development ...
	ALC_TAT.3.3C The documentation of the development ...
	ALC_TAT.3.1E The evaluator shall confirm that the ...
	ALC_TAT.3.2E The evaluator shall confirm that the ...




	13 Class ATE: Tests
	Tests
	The class “Tests” encompasses four families: cover...
	The aspects of coverage and depth have been separa...
	The independent testing family has dependencies on...
	The emphasis in this class is on confirmation that...
	Figure 13.1 shows the families within this class, ...
	Figure 13.1 - Tests class decomposition


	13.1 Coverage (ATE_COV)
	Coverage
	This family addresses those aspects of testing tha...
	The components in this family are levelled on the ...
	ATE_COV.1 Evidence of coverage
	In this component, the objective is to establish t...
	While the testing objective is to cover the TSF, t...
	In this component the developer is required to sho...
	ATE_COV.1.1D The developer shall provide evidence ...
	ATE_COV.1.1C The evidence of the test coverage sha...
	ATE_COV.1.1E The evaluator shall confirm that the ...

	ATE_COV.2 Analysis of coverage
	In this component, the objective is to establish t...
	The developer is required to demonstrate that the ...
	ATE_COV.2.1D The developer shall provide an analys...
	ATE_COV.2.1C The analysis of the test coverage sha...
	ATE_COV.2.2C The analysis of the test coverage sha...
	ATE_COV.2.1E The evaluator shall confirm that the ...

	ATE_COV.3 Rigorous analysis of coverage
	In this component, the objective is to establish t...
	The developer is required to provide a convincing ...
	ATE_COV.3.1D The developer shall provide an analys...
	ATE_COV.3.1C The analysis of the test coverage sha...
	ATE_COV.3.2C The analysis of the test coverage sha...
	ATE_COV.3.3C The analysis of the test coverage sha...
	ATE_COV.3.1E The evaluator shall confirm that the ...



	13.2 Depth (ATE_DPT)
	Depth
	The components in this family deal with the level ...
	The objective is to counter the risk of missing an...
	Testing that exercises specific internal interface...
	The components in this family are levelled on the ...
	The specific amount and type of documentation and ...
	Testing at the level of the functional specificati...
	The principle adopted within this family is that t...
	ATE_DPT.1 Testing: high-level design
	The subsystems of a TSF provide a high-level descr...
	The developer is expected to describe the testing ...
	ATE_DPT.1.1D The developer shall provide the analy...
	ATE_DPT.1.1C The depth analysis shall demonstrate ...
	ATE_DPT.1.1E The evaluator shall confirm that the ...

	ATE_DPT.2 Testing: low-level design
	The subsystems of a TSF provide a high-level descr...
	The modules of a TSF provide a description of the ...
	The developer is expected to describe the testing ...
	The developer is expected to describe the testing ...
	ATE_DPT.2.1D The developer shall provide the analy...
	ATE_DPT.2.1C The depth analysis shall demonstrate ...
	ATE_DPT.2.1E The evaluator shall confirm that the ...

	ATE_DPT.3 Testing: implementation representation
	The subsystems of a TSF provide a high-level descr...
	The modules of a TSF provide a description of the ...
	The implementation representation of a TSF provide...
	The developer is expected to describe the testing ...
	The developer is expected to describe the testing ...
	The implementation representation is the one which...
	ATE_DPT.3.1D The developer shall provide the analy...
	ATE_DPT.3.1C The depth analysis shall demonstrate ...
	ATE_DPT.3.1E The evaluator shall confirm that the ...



	13.3 Functional tests (ATE_FUN)
	Functional tests
	Functional testing performed by the developer esta...
	This family contributes to providing assurance tha...
	The families ATE_COV, ATE_DPT and ATE_FUN are used...
	This family contains two components, the higher re...
	Procedures for performing tests are expected to pr...
	This family specifies requirements for the present...
	Ordering dependencies are relevant when the succes...
	ATE_FUN.1 Functional testing
	The objective is for the developer to demonstrate ...
	ATE_FUN.1.1D The developer shall test the TSF and ...
	ATE_FUN.1.2D The developer shall provide test docu...
	ATE_FUN.1.1C The test documentation shall consist ...
	ATE_FUN.1.2C The test plans shall identify the sec...
	ATE_FUN.1.3C The test procedure descriptions shall...
	ATE_FUN.1.4C The expected test results shall show ...
	ATE_FUN.1.5C The test results from the developer e...
	ATE_FUN.1.1E The evaluator shall confirm that the ...

	ATE_FUN.2 Ordered functional testing
	The objective is for the developer to demonstrate ...
	In this component, an additional objective is to e...
	Although the test procedures may state pre-requisi...
	ATE_FUN.2.1D The developer shall test the TSF and ...
	ATE_FUN.2.2D The developer shall provide test docu...
	ATE_FUN.2.1C The test documentation shall consist ...
	ATE_FUN.2.2C The test plans shall identify the sec...
	ATE_FUN.2.3C The test procedure descriptions shall...
	ATE_FUN.2.4C The expected test results shall show ...
	ATE_FUN.2.5C The test results from the developer e...
	ATE_FUN.2.6C The test documentation shall include ...
	ATE_FUN.2.1E The evaluator shall confirm that the ...



	13.4 Independent testing (ATE_IND)
	Independent testing
	One objective is to demonstrate that the security ...
	An additional objective is to counter the risk of ...
	Levelling is based upon the amount of test documen...
	The testing specified in this family can be suppor...
	This family deals with the degree to which there i...
	Sampling of developer tests is intended to provide...
	There is also a need to consider the different con...
	Independent functional testing is distinct from pe...
	The suitability of the TOE for testing is based on...
	Additionally, suitability of the TOE for testing m...
	References to a subset of the TSF are intended to ...
	ATE_IND.1 Independent testing - conformance
	In this component, the objective is to demonstrate...
	This component does not address the use of develop...
	Dependencies�:�
	ATE_IND.1.1D The developer shall provide the TOE f...
	ATE_IND.1.1C The TOE shall be suitable for testing...
	ATE_IND.1.1E The evaluator shall confirm that the ...
	ATE_IND.1.2E The evaluator shall test a subset of ...


	ATE_IND.2 Independent testing - sample
	The objective is to demonstrate that the security ...
	The intent is that the developer should provide th...
	This component contains a requirement that the eva...
	ATE_IND.2.1D The developer shall provide the TOE f...
	ATE_IND.2.1C The TOE shall be suitable for testing...
	ATE_IND.2.2C The developer shall provide an equiva...
	ATE_IND.2.1E The evaluator shall confirm that the ...
	ATE_IND.2.2E The evaluator shall test a subset of ...
	ATE_IND.2.3E The evaluator shall execute a sample ...

	ATE_IND.3 Independent testing - complete
	The objective is to demonstrate that all security ...
	The intent is that the developer should provide th...
	In this component the evaluator must repeat all of...
	ATE_IND.3.1D The developer shall provide the TOE f...
	ATE_IND.3.1C The TOE shall be suitable for testing...
	ATE_IND.3.2C The developer shall provide an equiva...
	ATE_IND.3.1E The evaluator shall confirm that the ...
	ATE_IND.3.2E The evaluator shall test a subset of ...
	ATE_IND.3.3E The evaluator shall execute all tests...




	14 Class AVA: Vulnerability assessment
	Vulnerability assessment
	The class addresses the existence of exploitable c...
	Figure 14.1 shows the families within this class, ...
	Figure 14.1 - Vulnerability assessment class decom...


	14.1 Covert channel analysis (AVA_CCA)
	Covert channel analysis
	Covert channel analysis is carried out to determin...
	The assurance requirements address the threat that...
	The components are levelled on increasing rigour o...
	Channel capacity estimations are based upon inform...
	Examples of assumptions upon which the covert chan...
	The selective validation of the covert channel ana...
	If there are no information flow control SFPs in t...
	AVA_CCA.1 Covert channel analysis
	The objective is to identify covert channels that ...
	AVA_CCA.1.1D The developer shall conduct a search ...
	AVA_CCA.1.2D The developer shall provide covert ch...
	AVA_CCA.1.1C The analysis documentation shall iden...
	AVA_CCA.1.2C The analysis documentation shall desc...
	AVA_CCA.1.3C The analysis documentation shall desc...
	AVA_CCA.1.4C The analysis documentation shall desc...
	AVA_CCA.1.5C The analysis documentation shall desc...
	AVA_CCA.1.1E The evaluator shall confirm that the ...
	AVA_CCA.1.2E The evaluator shall confirm that the ...
	AVA_CCA.1.3E The evaluator shall selectively valid...


	AVA_CCA.2 Systematic covert channel analysis
	The objective is to identify covert channels that ...
	Performing a covert channel analysis in a systemat...
	AVA_CCA.2.1D The developer shall conduct a search ...
	AVA_CCA.2.2D The developer shall provide covert ch...
	AVA_CCA.2.1C The analysis documentation shall iden...
	AVA_CCA.2.2C The analysis documentation shall desc...
	AVA_CCA.2.3C The analysis documentation shall desc...
	AVA_CCA.2.4C The analysis documentation shall desc...
	AVA_CCA.2.5C The analysis documentation shall desc...
	AVA_CCA.2.6C The analysis documentation shall prov...
	AVA_CCA.2.1E The evaluator shall confirm that the ...
	AVA_CCA.2.2E The evaluator shall confirm that the ...
	AVA_CCA.2.3E The evaluator shall selectively valid...


	AVA_CCA.3 Exhaustive covert channel analysis
	The objective is to identify covert channels that ...
	Performing a covert channel analysis in an exhaust...
	AVA_CCA.3.1D The developer shall conduct a search ...
	AVA_CCA.3.2D The developer shall provide covert ch...
	AVA_CCA.3.1C The analysis documentation shall iden...
	AVA_CCA.3.2C The analysis documentation shall desc...
	AVA_CCA.3.3C The analysis documentation shall desc...
	AVA_CCA.3.4C The analysis documentation shall desc...
	AVA_CCA.3.5C The analysis documentation shall desc...
	AVA_CCA.3.6C The analysis documentation shall prov...
	AVA_CCA.3.1E The evaluator shall confirm that the ...
	AVA_CCA.3.2E The evaluator shall confirm that the ...
	AVA_CCA.3.3E The evaluator shall selectively valid...




	14.2 Misuse (AVA_MSU)
	Misuse
	Misuse investigates whether the TOE can be configu...
	The objectives are:
	a) to minimise the probability of configuring or i...
	b) to minimise the risk of human or other errors i...

	The components are levelled on the increasing evid...
	Conflicting, misleading, incomplete or unreasonabl...
	An example of conflicting guidance would be two gu...
	An example of misleading guidance would be the des...
	An example of incomplete guidance would be a list ...
	An example of unreasonable guidance would be a rec...
	Guidance documentation is required. This may be co...
	AVA_MSU.1 Examination of guidance
	The objective is to ensure that misleading, unreas...
	AVA_MSU.1.1D The developer shall provide guidance ...
	AVA_MSU.1.1C The guidance documentation shall iden...
	AVA_MSU.1.2C The guidance documentation shall be c...
	AVA_MSU.1.3C The guidance documentation shall list...
	AVA_MSU.1.4C The guidance documentation shall list...
	AVA_MSU.1.1E The evaluator shall confirm that the ...
	AVA_MSU.1.2E The evaluator shall repeat all config...
	AVA_MSU.1.3E The evaluator shall determine that th...


	AVA_MSU.2 Validation of analysis
	The objective is to ensure that misleading, unreas...
	AVA_MSU.2.1D The developer shall provide guidance ...
	AVA_MSU.2.2D The developer shall document an analy...
	AVA_MSU.2.1C The guidance documentation shall iden...
	AVA_MSU.2.2C The guidance documentation shall be c...
	AVA_MSU.2.3C The guidance documentation shall list...
	AVA_MSU.2.4C The guidance documentation shall list...
	AVA_MSU.2.5C The analysis documentation shall demo...
	AVA_MSU.2.1E The evaluator shall confirm that the ...
	AVA_MSU.2.2E The evaluator shall repeat all config...
	AVA_MSU.2.3E The evaluator shall determine that th...
	AVA_MSU.2.4E The evaluator shall confirm that the ...


	AVA_MSU.3 Analysis and testing for insecure states...
	The objective is to ensure that misleading, unreas...
	In this component the evaluator is required to und...
	AVA_MSU.3.1D The developer shall provide guidance ...
	AVA_MSU.3.2D The developer shall document an analy...
	AVA_MSU.3.1C The guidance documentation shall iden...
	AVA_MSU.3.2C The guidance documentation shall be c...
	AVA_MSU.3.3C The guidance documentation shall list...
	AVA_MSU.3.4C The guidance documentation shall list...
	AVA_MSU.3.5C The analysis documentation shall demo...
	AVA_MSU.3.1E The evaluator shall confirm that the ...
	AVA_MSU.3.2E The evaluator shall repeat all config...
	AVA_MSU.3.3E The evaluator shall determine that th...
	AVA_MSU.3.4E The evaluator shall confirm that the ...
	AVA_MSU.3.5E The evaluator shall perform independe...




	14.3 Strength of TOE security functions (AVA_SOF)
	Strength of TOE security functions
	Even if a TOE security function cannot be bypassed...
	There is only one component in this family.
	Security functions are implemented by security mec...
	The strength of TOE security function evaluation i...
	The strength of TOE security function analysis sho...
	AVA_SOF.1 Strength of TOE security function evalua...
	AVA_SOF.1.1D The developer shall perform a strengt...
	AVA_SOF.1.1C For each mechanism with a strength of...
	AVA_SOF.1.2C For each mechanism with a specific st...
	AVA_SOF.1.1E The evaluator shall confirm that the ...
	AVA_SOF.1.2E The evaluator shall confirm that the ...



	14.4 Vulnerability analysis (AVA_VLA)
	Vulnerability analysis
	Vulnerability analysis is an assessment to determi...
	Vulnerability analysis deals with the threats that...
	Levelling is based on an increasing rigour of vuln...
	A vulnerability analysis is performed by the devel...
	The intent of the developer analysis is to confirm...
	Obvious vulnerabilities are considered to be those...
	Performing a search for vulnerabilities in a syste...
	Independent vulnerability analysis goes beyond the...
	AVA_VLA.1 Developer vulnerability analysis
	A vulnerability analysis is performed by the devel...
	The evaluator should consider performing additiona...
	AVA_VLA.1.1D The developer shall perform and docum...
	AVA_VLA.1.2D The developer shall document the disp...
	AVA_VLA.1.1C The documentation shall show, for all...
	AVA_VLA.1.1E The evaluator shall confirm that the ...
	AVA_VLA.1.2E The evaluator shall conduct penetrati...


	AVA_VLA.2 Independent vulnerability analysis
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.2.1D The developer shall perform and docum...
	AVA_VLA.2.2D The developer shall document the disp...
	AVA_VLA.2.1C The documentation shall show, for all...
	AVA_VLA.2.2C The documentation shall justify that ...
	AVA_VLA.2.1E The evaluator shall confirm that the ...
	AVA_VLA.2.2E The evaluator shall conduct penetrati...
	AVA_VLA.2.3E The evaluator shall perform an indepe...
	AVA_VLA.2.4E The evaluator shall perform independe...
	AVA_VLA.2.5E The evaluator shall determine that th...


	AVA_VLA.3 Moderately resistant
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.3.1D The developer shall perform and docum...
	AVA_VLA.3.2D The developer shall document the disp...
	AVA_VLA.3.1C The documentation shall show, for all...
	AVA_VLA.3.2C The documentation shall justify that ...
	AVA_VLA.3.3C The evidence shall show that the sear...
	AVA_VLA.3.1E The evaluator shall confirm that the ...
	AVA_VLA.3.2E The evaluator shall conduct penetrati...
	AVA_VLA.3.3E The evaluator shall perform an indepe...
	AVA_VLA.3.4E The evaluator shall perform independe...
	AVA_VLA.3.5E The evaluator shall determine that th...


	AVA_VLA.4 Highly resistant
	A vulnerability analysis is performed by the devel...
	The evaluator performs independent penetration tes...
	AVA_VLA.4.1D The developer shall perform and docum...
	AVA_VLA.4.2D The developer shall document the disp...
	AVA_VLA.4.1C The documentation shall show, for all...
	AVA_VLA.4.2C The documentation shall justify that ...
	AVA_VLA.4.3C The evidence shall show that the sear...
	AVA_VLA.4.4C The analysis documentation shall prov...
	AVA_VLA.4.1E The evaluator shall confirm that the ...
	AVA_VLA.4.2E The evaluator shall conduct penetrati...
	AVA_VLA.4.3E The evaluator shall perform an indepe...
	AVA_VLA.4.4E The evaluator shall perform independe...
	AVA_VLA.4.5E The evaluator shall determine that th...


	15 Assurance maintenance paradigm
	15.1 Introduction
	This clause provides the discourse on an assurance...
	Maintenance of assurance is a concept intended to ...
	One way to determine that assurance has been maint...
	The main goal of class AMA is therefore to define ...
	It should be noted that it is possible to re-evalu...
	Maintenance developer and evaluator actions are in...
	a) the certified version of the TOE refers to the ...
	b) the current version of the TOE refers to a vers...
	- a new release of the TOE
	- the certified version with patches applied to co...
	- the same basic version of the TOE, but on a diff...


	The developer and evaluator roles in this class ar...
	In order to allow assurance to be maintained in a ...

	15.2 Assurance maintenance cycle
	This subclause describes one possible approach to ...
	a) the acceptance phase, at the start of a cycle, ...
	b) the monitoring phase, in which the developer pr...
	c) the re-evaluation phase, completing the cycle, ...

	The families within AMA address primarily the firs...
	The assurance maintenance cycle is illustrated in ...
	In this example, a TOE can enter the monitoring ph...
	During the monitoring phase the developer follows ...
	Figure 15.1 - Example assurance maintenance cycle

	Therefore, once a TOE is in the monitoring phase, ...
	A TOE that is subject to change would not continue...
	In a similar way, it would not possible to ‘uprate...
	The assurance maintenance status of the TOE will h...
	15.2.1 TOE acceptance
	In the example, the TOE acceptance phase of the as...
	Figure 15.2 - Example TOE acceptance approach


	15.2.2 TOE monitoring
	The TOE monitoring phase of the assurance maintena...
	Figure 15.3 - Example TOE monitoring approach


	15.2.3 Re-evaluation
	The third phase of this example maintenance cycle ...
	Re-evaluation activities would be scheduled in the...


	15.3 Assurance maintenance class and families
	To support assurance maintenance approaches the cl...
	Table 15.1 - Maintenance of assurance family break...




	Assurance Class
	Assurance Family
	Abbreviated Name
	15.3.1 Assurance maintenance plan
	The AM Plan provides a clear identification of the...
	The Assurance Maintenance Plan (AM Plan) identifie...
	The AM Plan defines the scope of changes that can ...
	a) significant changes to the security target (i.e...
	b) significant changes to external TSF interfaces ...
	c) (where the assurance requirements include ADV_H...

	It should be noted that the approach to changes ma...
	A more precise specification of the rules is outsi...
	The AM Plan is required to define or reference the...
	a) configuration management procedures, controllin...
	b) procedures to maintain ‘assurance evidence’ (i....
	c) procedures governing the security impact analys...
	d) flaw remediation procedures, covering the track...

	The AM Plan is expected to remain valid until comp...
	The AM Plan requires the developer to identify a d...

	15.3.2 TOE component categorisation report
	The aim of the TOE component categorisation report...
	The checking of the TOE component categorisation r...
	The TOE component categorisation report covers all...
	a) any hardware, firmware or software components t...
	b) any development tools that, if modified, will h...

	The TOE component categorisation report also provi...
	The initial categorisation of the components of th...
	It may be useful for the ST to include AMA_CAT.1 w...

	15.3.3 Evidence of assurance maintenance
	Confidence needs to be established that the assura...
	AM audits are conducted in accordance with the sch...
	The developer is required to provide evidence that...
	a) configuration management records;
	b) documentation referenced by the security impact...
	c) evidence of the tracking of security flaws.

	The evaluator’s check of the developer’s security ...
	An AM audit requires the evaluators to confirm tha...

	15.3.4 Security impact analysis
	The aim of the security impact analysis is to prov...
	The developer’s security impact analysis is based ...
	The components in this family may be used in suppo...
	For an AM audit, the evaluators’ review of the sec...
	The security impact analysis identifies the change...
	Provision of the security impact analysis in suppo...




	16 Class AMA: Maintenance of assurance
	Maintenance of assurance
	The maintenance of assurance class provides requir...
	The class comprises four families, and the hierarc...
	Figure 16.1 - Maintenance of assurance class decom...


	16.1 Assurance maintenance plan (AMA_AMP)
	Assurance maintenance plan
	The Assurance Maintenance Plan (AM Plan) identifie...
	This family contains only one component.
	An AM Plan covers one assurance maintenance cycle,...
	The requirements AMA_AMP.1.2C and AMA_AMP.1.3C ser...
	The definition of the scope of changes covered by ...
	AMA_AMP.1.5C requires a description of the develop...
	AMA_AMP.1.6C requires a definition of the planned ...
	AMA_AMP.1 Assurance maintenance plan
	AMA_AMP.1.1D The developer shall provide an AM Pla...
	AMA_AMP.1.1C The AM Plan shall contain or referenc...
	AMA_AMP.1.2C The AM Plan shall identify the certif...
	AMA_AMP.1.3C The AM Plan shall reference the TOE c...
	AMA_AMP.1.4C The AM Plan shall define the scope of...
	AMA_AMP.1.5C The AM Plan shall describe the TOE li...
	AMA_AMP.1.6C The AM Plan shall describe the assura...
	AMA_AMP.1.7C The AM Plan shall identify the indivi...
	AMA_AMP.1.8C The AM Plan shall describe how the de...
	AMA_AMP.1.9C The AM Plan shall describe how the de...
	AMA_AMP.1.10C The AM Plan shall justify why the id...
	AMA_AMP.1.11C The AM Plan shall describe or refere...
	AMA_AMP.1.1E The evaluator shall confirm that the ...
	AMA_AMP.1.2E The evaluator shall confirm that the ...



	16.2 TOE component categorisation report (AMA_CAT)...
	TOE component categorisation report
	The aim of the TOE component categorisation report...
	This family contains only one component.
	The term “least abstract TSF representation” in AM...
	a) all external TSF interfaces identifiable in the...
	b) all TSF subsystems identifiable in the high-lev...

	While AMA_CAT requires at least two categories to ...
	a) security critical TOE components are those whic...
	b) security supporting TOE components are those wh...
	- those that provide services to security critical...
	- those that do not provide any such service, but ...


	AMA_CAT.1.3C requires an identification of any dev...
	AMA_CAT.1 TOE component categorisation report
	AMA_CAT.1.1D The developer shall provide a TOE com...
	AMA_CAT.1.1C The TOE component categorisation repo...
	AMA_CAT.1.2C The TOE component categorisation repo...
	AMA_CAT.1.3C The TOE component categorisation repo...
	AMA_CAT.1.1E The evaluator shall confirm that the ...
	AMA_CAT.1.2E The evaluator shall confirm that the ...



	16.3 Evidence of assurance maintenance (AMA_EVD)
	Evidence of assurance maintenance
	The aim of this family of requirements is to estab...
	This family contains only one component.
	This family includes some evidence requirements th...
	As part of the AM audit, the evaluators check (by ...
	AMA_EVD.1.3C requires the provision of evidence th...
	The evidence required in AMA_EVD.1.4C includes the...
	a) the developer’s analysis required by AVA_VLA.1,...
	b) any other reported security flaws handled by th...

	AMA_EVD.1.5E requires the evaluators to confirm th...
	AMA_EVD.1 Evidence of maintenance process
	AMA_EVD.1.1D The developer security analyst shall ...
	AMA_EVD.1.1C The AM documentation shall include a ...
	AMA_EVD.1.2C The configuration list shall describe...
	AMA_EVD.1.3C The AM documentation shall provide ev...
	AMA_EVD.1.4C The list of identified vulnerabilitie...
	AMA_EVD.1.1E The evaluator shall confirm that the ...
	AMA_EVD.1.2E The evaluator shall confirm that the ...
	AMA_EVD.1.3E The evaluator shall confirm that the ...
	AMA_EVD.1.4E The evaluator shall confirm that all ...
	AMA_EVD.1.5E The evaluator shall confirm that func...



	16.4 Security impact analysis (AMA_SIA)
	Security impact analysis
	The aim of the security impact analysis is to prov...
	This family consists of two components, levelled a...
	AMA_SIA.1 requires a sampling approach to validate...
	Both components in this family require the securit...
	AMA_SIA.1 Sampling of security impact analysis
	AMA_SIA.1.1D The developer security analyst shall,...
	AMA_SIA.1.1C The security impact analysis shall id...
	AMA_SIA.1.2C The security impact analysis shall id...
	AMA_SIA.1.3C The security impact analysis shall, f...
	AMA_SIA.1.4C The security impact analysis shall, f...
	AMA_SIA.1.5C The security impact analysis shall, f...
	AMA_SIA.1.6C The security impact analysis shall, f...
	AMA_SIA.1.7C The security impact analysis shall, f...
	AMA_SIA.1.1E The evaluator shall confirm that the ...
	AMA_SIA.1.2E The evaluator shall check, by samplin...

	AMA_SIA.2 Examination of security impact analysis
	AMA_SIA.2.1D The developer security analyst shall,...
	AMA_SIA.2.1C The security impact analysis shall id...
	AMA_SIA.2.2C The security impact analysis shall id...
	AMA_SIA.2.3C The security impact analysis shall, f...
	AMA_SIA.2.4C The security impact analysis shall, f...
	AMA_SIA.2.5C The security impact analysis shall, f...
	AMA_SIA.2.6C The security impact analysis shall, f...
	AMA_SIA.2.7C The security impact analysis shall, f...
	AMA_SIA.2.1E The evaluator shall confirm that the ...
	AMA_SIA.2.2E The evaluator shall check that the se...
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