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~—~ Based on
@ Security Requirements, e.g. by Elicitation from Functional Dependencies,
@ Process Knowledge (use BAM and Process Mining but add close-future
Predition by Reachability Analysis), and

@ Advanced Security Information and Event Management (SIEM) using
Complex Event Processing (CEP) applied in Security Domain.
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Behaviour Analysis (at SoS design time)
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Security Requirements from Functional Dependencies

Security goal
Whenever a critical action happens,

the input actions that presumably led to it must actually have happened.

System x

Security requirement auth(a, b, P)

Whenever an action b happens, it must be authentic for an agent P that in

System y

il

Agent P

any course of events that seem possible to him, a certain action a has

happened.
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Business Process (EPC notation)
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Security Requirement Elicitation
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Security Requirement

5’ recv(schedule) F’ ’ prio(pelayload) ‘

auth(gpsx(pos), replan(routing), scheduler)
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Use of Process Knowledge for Reachability Analysis
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(Close-future (3 Steps) Reachability Analysis)
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Freight Forwarder Scenario - Events and Alerts

N
loT-Event on Event Bus, e.g. Smart-object,
Input Even
put Events REID
Business-Process Event on Service Bus, e.g.
Web-Service
( .
(Predictive) Security Alert,
Output Alerts A e.g. for  Security  Requirement
‘ auth(gpsx(pos), replan(routing), scheduler) ‘
Security Warning, e.g for Requirement
‘ GPS needs confirmation in 2 steps ‘
N J
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Security Reasoning - Authenticity Approval of GPS Event
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Reachability Analysis:
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Fulfilled Requiremént (Warn-level):
GPS needs confirmation in 2 steps

Auth
/ b
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— no security requirement in reach

9

Conclusion:

@ Everything ok

GPS approved authentic
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Security Reasoning - Authent|C|ty Approval of GPS Event

Reach\ability Analysis:

Requirement (Warn-level):
GPS needs confirmation in 2 steps

(10— () (2]

Auth

’ GPS ///#'@\
(-4

— authenticity confirmation reachable

D)
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Conclusion:

@ Everything ok

A future event might confirm authenticity of GPS
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Security Reasoning - Authenticity Approval of GPS Event

Reachability Analysis:

auth(GPS;replan,process-planner)

Predictive Reqwrement (Alert-level):

Fulfilled Requirement (Warn-level):

GPS needs confirmation in 2 steps

— replan event possible

replan

current (M-5)
»@»

Conclusion:

@ Everything ok

replan event with security requirement is possible
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Security Reasoning - Authenticity Approval of GPS Event
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7 Reachability Analysis:

Requirement (AIert-IeveI):’ ’ replan /x@

auth(GPS,replan,process-planner) @
e _
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— replan event has happened

Fulfilled Requirement (Warn-level): ’
GPS needs confirmation in 2 steps

Conclusion:

@ Everything ok

security requirement of replan event is fulfilled
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Security Reasoning - No Authenticity Approval of GPS Event
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Reachability Analysis:
Predictive Requirement (AIert level): ’ replan

current (M-5)
auth(GPS,replan,process-planner) »@7>

Broken Requirement (Warn-level):
GPS needs confirmation in 2 steps — replan event is possible

Conclusion:

@ Predictive Security Alert

replan event with broken security requirement is possible
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Security Reasoning - No Authent|C|ty Approval of GPS Event
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| Reachability Analysis:
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f NOT Auth /)VC—} ~
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Broken Requirement (Warn-level): J A@3}’@‘5

GPS needs confirmation in 2 steps — no security requirement in reach

Conclusion:

@ Security Warning

some future event might require authenticity of GPS
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Security Reasoning - No Authenticity Approval of GPS Event
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el Reachablllty Analysis:

Broken Requirement (AIert-Ie/veI): ’ replan x@*

auth(GPS,replan,process-planner)
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— replan event has happened

Broken Requirement (Warn-level):
GPS needs confirmation in 2 steps

Conclusion:

@ Security Alert

replan event with broken security requirement has happened
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Security Reasoning - No Authenticity Approval of GPS Event
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Invalid Requirement (Alert-level): I NOT replan N
auth(GPS,replan,process-planner) @—>@

e

— no security requirement in reach

Conclusion:
@ Security Warning (already issued)

some future event might require authenticity of GPS

R. Rieke and Z. Stoynova (SIT)

Predictive Security Analysis for Event-driven Processes MMM-ACNS'10 17

Further Work - MASSIF (FP7) Advanced SIEM Framework
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commands /
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Blueprint of Predictive Security Evaluation Engine

————— merge and translate ------<

1
: Process and Event Specification
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Security Model and Policies

(Reachability\ 4 Security )
Graph Simulator /
Generator Analyzer

Event
Preprocessor
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Patterns
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